
The Special Action Plan on Countermeasures
To Cyber-terrorism of Critical Infrastructure

And Its Follow-ups

29 September, 2004

Joji Tateishi

The Special Action Plan on Countermeasures
To Cyber-terrorism of Critical Infrastructure

And Its Follow-ups

29 September, 2004

Joji Tateishi
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Goals: To protect the critical infrastructure from Cyber terrorism attack that has the potential to have a large 
impact on people’s lives and on the economic activities of business using telecommunications networks and 
information systems.

Goals: To protect the critical infrastructure from Cyber terrorism attack that has the potential to have a large 
impact on people’s lives and on the economic activities of business using telecommunications networks and 
information systems.

Outline of Special Action Plan (Dec. 2000)Outline of Special Action Plan (Dec. 2000)

Prevention of Damage (Raising Security Level)

Threats
Of 

Cyber
terrorism

Int’l
Co-

operation

Related
Institutes

on
IT-Sec.

Establishment of Foundations of Information Security

Government
&

Governmental
Agensies

Critical Infrastructure

Emergency Response
thru Cooperation b/w Gov & Private Sec.

Establishment
&

Enhancement
of

Communication
&

Coordination 
Systems

Support

Collect
Information

Ｄ
ｅ
ｔ
ｅ
ｃ
ｔ
ｉ
ｏ
ｎ

Telecom Finance

Aviation Railroads

Gas Electrical Power

Gov./Administrative Services

Report

Information



Following-up of the Special Action Plan 2000Following-up of the Special Action Plan 2000

Communication & Coordination  Systems
between the Government and the Private Sector

Against Cyber-terrorism   (Oct. 2001)
1)  Communication systems
2)  Incidents to be reported
3)  Communication means
4)  Responses by the government and the operators
5)  Handling of Information
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