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Summary

Drefensive 10

(b)(1)

(o)1)

10 Definitions

(U} DoD defines 10 as actions taken to affect adversary information and information systems while defending ane's own
inlormation and intermation systems. Major capabilities to conduct IO Include operational security (OFSEC), psychologh-
cal operations (PSYOP), milary deception, electronic warlare {EW), and phyaical aftack/destrustion and couldt includa
CNA, 10-ralated activities include public affairs and civil atfairs activities, The two majar subdivisions within 10 are offen-
sive |0 and defensive 10,

n Offensive 10 involve the inteprated use of assignad and supporting capabilities and aclivilies, mutually supported
by Intelligenca, 1o affect adversary tecisionmaliers ang achievs or promate specilic ahjectives. Offengive IO capa-
biilies and activilies inchide QPSEC, mifitary deception, PSYOP, EW, physical atiack/destusclion, and special infor-
matisn operations and could include CNA.

w Delensive 1 inlegrale and coardinate policies and procedures, aperations, personnel, and technology to protect
and defend information and informalion systems. Defensive 10 ara conductad and assisted through infermalion
assurance, OPSEC, physical securily, counterdeception, counterpropaganda, counterintaliigencs, W, and sensi-
tive 10. Defensive 10 ensure tmely, accurate, and relevant information access while denying adversaries the cppor-
lurily to expleit friendly information and information systems for thelr own purposes. Offensive 10 can supnort
defensiva 10

(b)2)

-sor-seoncr i cscornoremie




..m..%wwﬁm

.,._w,..
3

I ()]

Al-Qaida Command and Contral Gverview

Defensive 10




) e et .

(0)(1)

Callback Services

{U) Caliback services alfow a person In a foreign coun-
sy lo dial a designated US nurber and hang up after
sevaral rngs. A computer attached lo the US tels-
phone (hen calls the foreign number and presents a
US dial tone. The caller in the foreign country then
dials the number of tha pasly to whom he wishes 1o
spaak and is charged the US long-distance rate, nol
the rale set by the country ftom which he is calling
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UNCLASSIFIED

Flgure 2. (U) INVARSAT-M Telephone. INMARSAT, which began
operations in 1982, operates a system of satellites to provide
mobile communications services. INMARSAT-M provides mobile
lelecommunication services (hrough a small portable terminal, The
system s intended primarily for tand-mobile use, although sevemi
marilime versions are avaitable. A typical briefcase terminal
includas a Nat patch array satenna, weighs 18-35 pounds, and ¢an
operate off an external power source or a built-in buttery for up 10
an hour.
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ticn and distribution of an English langusge version of
the declaration.
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Islamic Gateway

Islamic Gateway and Hacker Groups (U} The Islamic Galeway is 2 web site dedicated fo

, disseminating information on Islamic religlous and
(L) Mohammined Al Masari, head of the noyw-bankzupt poitical topics. The site is a professionally prodeced,
Commitee for the Defense of Legiumate Rights and extensive collection of Istamic informalion and naws
current pateon of he Islamic Gateway, is known for intended for a kargely Weslern audience. Topics on the
his ties to Bin Ladin. In August 1956, for example, site includa informabon on refgioss chservance as
when Bin Ladin issued a “Declaration of War” urging well as fslamic militant movements and causes.

il Mustims to boycott US goods and join in armed
struggle against the US military presence in the Per-
swan Gulf, Al Masari ordered dissemination of the Arp-
bic-language decument through the CDLR fax mailing
list. Al Masari also peesonally supervised the transla-

UHCLASSIFIED

walligis

2 1Y)
Flgure 6. {U} Saudi Dissident Mohammed Al Massari.
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Flguta 7. (U] Islamic Gatsvray Web Site.

VHCLASSIFIED

Flgura 8. (U} Mu:ﬂlm Hackers BlubWab Page.
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Figure 11,{U) Bin Ladin's London Press
Reprezentative, Khaltd Al-Fawwaz.

!

A Figura 12. (V) Abu Hajer, aka Mamdosh
i Mahmud Salime Hojer is Bin Ladin’s
5] techinology sepresemative,
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Chronology: Usama Bin Ladin

1957 —Bon in Riyadh, Saudi Arabia,

1979 — Attended King Abdul Aziz University.

December 1979 — Traveled 1o Afghanistan fo fight against the Soviet lavasicn,
1985 .— Founded Al-Qalda.

February 1989 — Soviel forces wihdrew from Afghanigtan.

1988 — Relurned to Saudl Arabia.

1991 — Left Saudi Arabia and rglocated to Knhartaum, Sudan; graally Increased
interactions with and funding of Iskamic groups.

w 1994 —Stripped of Saudi citizenship because of anti-Saud thotorie and support of
- lslamic exiramisls.

m 1936 — Expellad from Khartoum; traveled to Afghanistan.
February 1998 — Issued fatwa agalnst United States.
m August 1998 ~Orchestrated bombing of US embassies in Kenya and Tanzania.
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