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SECRET

A suggestion about the
information explosion,

THE EXPLOITAT‘ION OF FOREIGN OPEN SOURCES

Herman L. Croom

“what has happened and to suggest a possible course of action, The
matter is far from hypothetical,

Where, for example, might the intelligence search begin to deter-
mine whether a foreign state suspected of having embarked on a

shown that the logical Brst step in any such enterprise is to survey
the open literature,

In 1963 _ then Deputy Director (AE Intelligence),
JIB (London), endorsed the use of open source materials jn ap-
proaching just this problem: “It is a fact that no couniry has yet
developed 2 nuclear Wweapons program in complete secrecy.” ! Mr,’
Fotts pointed out that a nuclear 'Weapons program is a major commit-
ment that is almost certain to be reflected in many other activities,
Even a minimum Program for producing a small number of nuclear
Weapons would cost over $100 million at today's prices and would

opment,

"SI clear Military Power in the Hands of a Small Country,”
Proceedings of the Second Gonferenca on Intelligence Methods, 15-19 October
1962, CIA, Washington, D.C.,, March 1983 (S). AN 0w Dircctor of
Sclentific gnd Technical Intelligence, Defense Intelligence Staff, United Kingdom,
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SEGRET Open Sources

A study of the suspected country’s import lists might be rewarding
in such a situation, according to SRS who stated that analysts
looking back over the years recalled that at the beginning. of the
Soviet atomic program, the USSR imported a great deak of pros-
ing and mining equipment as well as specialized instruments fromy .
the United States and the United Kingdom. The implications of
these purchases were not fully appreciated until several years later,
after other sources had revealed the existence and large scope of .
the Soviet program.

The value of open source information in intelligence is by mo
means limited to the detection of large, long-range, muti-million
dollar projects. The foreign press in particular plays a major role
in providing news of current intelligence value on political, military
and economic developments, In the controlled Communist press, -
* editorials and statements by patty and govemnment leaders are often
‘. indicators of major actions or policy developments, Foreign books
and journals are major sources of basic intelligence and assist in
current intelligence analysis™ by providing meaningful background
information, Scientific and technical journals frequently furnish the
frst indications of research and development accomplishments of
long-range military or industrial significance.

It goes without saying that the foreign press is often controlled and
cannot necessarily be taken at face value. The need for competent
analysis is ever present. Thus, Hungarian literary and trade union
journals provided significant insights into the controversies over
economic reform and individual freedom going on behind the bland )
facade presented by the official Hungarian press prior to the revolt
in 1936, Such insights often display themselves only in the light of
dassified information, This, of course, is the rationale behind the
established principle that the reliability of intelligence analysis is
in past a function of the umber and quality of sources consulted.

Intense scrutiny of the North Vietnamese press and radio has
been an essential intelligence element in support of US effort in
the current conflict. Among the many intelligence tasks has been the’
continuing study of Hanois propaganda claims regarding civilian
casualties from air strikes as a reflection both of "the impact of the
strikes and of the extent and nature of the case Hanoi may be build-
ing up against the captured members of the US forces.?

*CIA. FBIS Press Monitoring Program, FBIS, Directorate of Intelligence.
6 May 1968. v
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