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And from there to Divector of Naval
Inrelligence, followed by Director of
NSA. NSA must have been your first
Sfull-time “technical intelligence”
assignment.

Well, naval intelligence is highly
technical. The naval intelligence gen-
eralist in the Navy is brought up
with the idea that most of the intelli-
gence we deal with is technical. Itis
acoustic—it is SIGINT. Naval intelli-
gence does not have much
HUMINT, and much of what we
have is overt. The HUMINT activi-
ties we do have in the Navy have
always had to struggle o compete
with technical intelligence. The cul-
tural ethos of naval incelligence has
always been technical, but within
that technical framework, mulsidisci-
plinary, with emphasis on putting
things together and building pro-
cesses for moving that intelligence o
the user. You need to have constant
interactions with the user, and prox-
imity to the customer is one of the
most important dynamics of the sys-
tem. (U)

Seo, I dealr extensively with SIGINT,
SIGINT issues, and SIGINT liaison
throughout my career. There really
were no surprises to me when I came
to NSA. Whar was different was ger-
ting to know the culture and the
bureaucracy as a Defense agency, as a
Combat Support Agency, and as part
of the Intelligence Community (IC}.

(v

Did the Navy’s emphasis on proximity
to the user z'nﬂumce your actions as

Director of NSA and later as DDCP

There is the sense that the SIGINT

system is isolated, that it exists some-
where at Fort Meade. And to a
degree, CIA has the same potential

8 Secret
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This Community should

operate as a community;
if it does, the whole will
be greater than the sum

of the parts.

29

problem o1 at least the perception.
One thing the agencies have had wo
deal with is the need to be better con-
necred with their customers on the
one hand and cheir counterparts in
the IC on the other. What you
always worry about is the danger that
an NSA, for example, becomes a
closed culture. And you have to
“manage around” that perception
when you come into a leadership
position in an organization like NSA
or CIA as an outsider. (U}

How much of a struggle was that in
your NSA and DDCH positions?

It is not really that much of a strug-
gle. I find that, if you appeal to
people to reach out and consider
those wider issues, they will do it.
Semetimes they need to be nagged,
bur throughout this period the idea
of community or corporageness has
been so important that it could not
be ignored or denied. Sometime you
have to attach a “ne kidding” mes-
sage 1o this effore, but we really are
required to build within the IC an
analog to the jointness efforts that
exist in the military. This Comrau-
nity should operate as a community;
if it does, the whole will be greater
than the sum of the parts. We are
also obliged to reduce duplication.
Clearly, there was a lot of duplica-
tien in the system. So, I was
fortunate in being able to work in
one culture ac NSA and then o
come over here to CIA and the Com-
munity environment to work on
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projects that furthered the concept of
community. (U)

The analogy between the Defense com-
ity as it has tried to work out the
problems of jointness and the 1C is an
interesting one, Where is the IC in thar
pracess, compared to a community that
bas been ar the process for a longer

periods?

I chink the IC has made significant
progress. The orientation of the lead-
ership has shifted substantially.
Certainly by the time Bob Gartes
came in as 1CI, there was the recog-
nition that the Community was the
most important consideration he had
to manage. When he moved the
Community Management Seaff
(CMS) here to Langley, it began to
displace the CIA in its ability to cap-
ture the interest and attention of the
D1, and, to a degtree, che CMS
assumed greater control of the
agenda of the DCI and DDCI. As
CMS gained more responsibility
over policy, architecture, and issues
like that, it gained more access to the
DCL Director Woolsey continued in
that direction, and you were able to
create a viable ability to drive the
Community through a Communicy
structure, but one that was “lean and
mean” enough to have to work
through the other parts of the Com-
munity, not as a stand alone. {C)

Beyond the CMS, the increased visi-
bility of the Community-based
centers, the use of the National Intel-
ligence Council as a participatory
body, and even NSA’s decision to
bring a Cryprologic Support Group
{CSG) to ClA, have all had an
itnpact. As you recall, NSA was reluc-
tant to establish CSGs in the
Washingron area because they could
become bottomless pits draining off
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Certainly it would have been more com-
mon before 1991 or 1992 for an NSA
officer 1o spend part of his or ber career
in the UK ar Government Communica-

tions Headquarters (GCHQ)

86-26 (b)(3) | Is all this driving around the Beir-

way worth it?

That is an interesting question from
several dimensions/

(b)(3)

(b)(3)

44

P.L.
B6-36

I—

P.T.
86-36

\The second point is that we are

urdened by the fact thar the Com-
munity is spread out from Fort
Meade to the new National Recon-
naissance Office facility near Dulles
Airport. This physical separation is a
problem, because it keeps the cul-
tures apart. As much as we thought
things like secure videoconferencing
would solve the problem, that really
has not been case. The truly frustrat-
ing point about the problem of
physical separation is that it has the
effect of keeping apart organizations
and cultures that are actually similar

That is a sentiment I've never heard
expressed,.

It is true. I came down here after hav-
ing been through a whole set of
issues at NSA, and I found the same
problems. Take the glass ceiling, for
example. CTA was a year behind, the
two agencies took characteristically
different approaches—CIA hired a
contractor, NSA worked it in-
house—but the conclusions were
remarkably the same. In all the essen-
tials of the dynamics at work, the
two cultures represented identical
“lay down” matches for each other.
You could have taken the NSA
report, exported it down here, and it
would have fic 100 percent. But we
were so far apart at that time tha it
never occurred to either side to com-
pare notes. We probably could have
saved the taxpayers a quarter of a mil-
lion dollars. Personnel management
issues, again. The nature and charac-
ter of the way civilians are managed
are also “lay down” marches. (C)

Among the common issues the agen-
cles are dealing with are those
associated with the implementation
of quality management, the require-
ment to get people out of their
fortresses, the needs of technologies,
and the family orientation of the per-
sonnel. You can go on and on. These
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are at least sibling organizations,
from the point of view of manage-
ment challenges. (U)

Would you want to see the recognition
of these similarities and the move
toward jointness extend to the creation
of a Foreign Intelligence Sevvice, analo-
gous 1o the Foreign Service, where
people get bired into the sevvice and
then assigned to one agency or another?

No. I think an efficiency expert who
does not know anything about the
business areas of the agencies might
suggest that. But I would not. These
are distinct business areas, each of
which requires core competencies
that are difficult to sustain, even
given the scale of the existing sup-
porting cultures. The SIGINT and
INFOSEC businesses, for example,
are very complex. If you are going to
discharge effectively the responsibili-
ties associated with those businesses,
or any of the other business lines in
the Community, you have to estab-
lish a center of gravity. Thar means
you have to establish accountability
and coherence. Otherwise, you
would find the business areas
watered down by considerations that
would make it difficult to keep focus
on the various primary missions we
are set up to deal with, It is just like
corporate life: consolidation is impor-
tant, but one has to recognize points
of diminishing returns. These are
large structures, tens of thousands of
people even with downsizing, so the
idea that you could package all of
this effort in a single structure is an
idea whose time has not arrived, if it
ever will. ()

You mentioned downsizing, and thas is
the environment you encountered both

at NSA and as DDCLand Acting

Secret g



Approved for Release: 2014/09/10 C06122348

Secret
Studeman

DCI. How serious a problem has that
been for the leadership?

Let me elevate the question alevel.
The fundamental problem of recent
years has been moving the IC from
the Cold War to a different world,
one that is not yet clearly defined.
With that challenge up front, a
whole host of issues present them-
selves, not least of which s “What is
the world of tomorrow going to look
like?” Ultimately, instruments like
Presidential Deecision Directive 35
will define the grounds on which
intelligence has to operate. During
this time, we had to deal with down-
sizing and reengineering issues. And
we had a number of problems, espe-
cially for CIA, and even more
particularly for the Clandestine Ser-
vice—with Ames, the French spying
issue, Guatemala, class action suits or
individual suies by women in the
Agency—and these greatly compli-
cated the work of the leadership in
making the transition. (U)

But that transition remained the
most important objective. And |
think the leadership of the intelli-
gence agencies understood that, |
certainty would like to think they
understend that. We put heavy
emphasis on studies and task forces
to Iook at various aspects of the
tssue. By the time Jim Woolsey left,
we were probably looking at upwards
of 125 studies and rask force effosts
on various aspects of the transition
problem, everything from poliriciza-
tion to covert action. And that is the
essence of the legacy of this transi-
tion period. (U}

I believe this effort has put us in
front of the rest of the Federal Gov-
ernment in the reinvencion effort.
We started downsizing before any-
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one else did. Only history is going to
tell us whether these actions were the
correct ones, but [ do not think we
had any alternative but to make

these teansitions. We've gotten out
ahead on issues affecting incentives
in downsizing, with ideas on civil ser-
vice reform, which I think Director
Deutch is going to be ralking abour
in the near future. (U}

We had a major task in shucting
down much of the Cold War archi-
tecture and determining whar our
future architecture was going w be.
There has been an incredible rich-
ness in the issues confronting us
during this period, and they all come
wogether o define the furure of intel-
ligence. None of the rest of the
Federal Government is close to
doing the sort of work we've done on
out furure. (1)

The problems we have encountered
and the wansition we have been deal-
ing with have left a negative morale
effect, and that has been part of the
downside. Bug, in the long run, [
think it has been fortuitous for CIA,
and with it the IC, 1o go through
this process, At times, it has seemed
like we have been hit between the
running lights with a two-by-four,
but maybe that has been a wake-up
call. The benefit may be that we will
be reformed before anybody else. We
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have an opportunity to use our inter-
nal work, along with the work of the
Aspin-Brown Commission, IC 21,
and all the other external studies, to
process this work, go forward with
legislation where required, and gain a
renewed endorsement for American
intelligence. (U)

Let’s veturn ro the endorsement fssue in
a bit, but it is very clear that you see ail
the effort and turmoil of recent years as
ultimarely necessary and even
therapeutic.

Absolutely. You captured the essence
of what [ have said in a few words,
and I think it is crue—if we take
advanrage of it. If we somehow or
another do not listen to the messages
that are conveyed through this pro-
cess, we will find ourselves falling
back to our old ways. By that I mean
going it alone, doing things in ways
that violate the Community context,
and so forth. If we do thar, we will
not realize our goal of creating a sum
greater than its parts, and we will all

lose. We need to define an alterna-
tive furure for NSA, for CIA, and

(b)(1)
(b)(3)

50 USC 3024 (1)
P.L. B86-36

There is a strategic plan for doing
that; it is another area we have
worked on for over a year. But [ fear
that the implementation of that stra-
_tegic plan is going slowly. [ fear that

(b)(1)
(b)(3)

50 USC 3024(1)
P.L. 86-3¢
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very significant technical dimension
to that exercise, including important
access issues. Again, if we do not
achieve that, we are all the losers. {C)

One pare of your veputation that pre-
ceded you here was your interest in
management technigues and your belief
that we had not incorporated manage-
ment practices, especially quality
management, in what we do. It will
noL surprise you to hear that some peo-
ple do not share your enthusiasm.

I worked hard to bring quality man-
agement here, and now there are

guality councils in both CIA and the
CMS. These concepts need to be tai-
lored to the culture and the business
areas you are working with.

(b)(1)
(b)(3)

50 USC 3024 (1)
P.L. B&-3¢6

It could have
een done better, and many of the
problems can be, in my view, atorib-
uted to management. Of the seven

or eight issues that are at the top of
the agenda of

tion ol guality management practices
is the first. (C}

Beyond issues of internal management,
there is always going to be some skepti-
cism—in Congress, among the public—
that what we do is inherently suspect.
Tolerable during wartime perbaps, but
less 50 in peacetime.

I think you are getting at the open-
ness and demystiftcation issue, and
there is no doubr we could have
done a better job articulating to the
American people and others who
count, including Congress, why we

66

Openness is a difficult issue
to manage, and you are
always going to be
struggling over where to
draw the line.

29

need a capable, robust inrelligence
system. What [ worry about is that
FOU CANNOL 455WMe we are going to
make the commitment as a nation to
maintaining a strong intelligence
capability for the future. World War
II and the Cold War represented hey-
day periods, in which intelligence
made extraordinary contriburions.
Unfortunately, we have been so
closed that I do not think this contri-
butien is appreciated by decision-
makers, by historians, and by the
country ar large. We have an obliga-
tion to be more open—and we now
operate under a directive to be more
open. Openness is a difficuls issue to
manage, and you are always going to
be struggling over where to draw the
line, {1}

One of the things you do not want
to do is be naive about how much
people really know out there. The
recent series of Baltimore Sun articles
on NSA prove that, if some serious
investigative reporter wants to net-
work around and do a serious Jook at
an agency, the reporter can ferret out
more information than the system is
going o be comfortable with. That
said, the example points to the
dilemma of having ro be more open.
Jim Woolsey always cautioned about
the use of the term “openness,”
because we did not want to imply
thar we were fundamentally open to
having people come in and just for-
age around. [ do not think chat is
what we have meant by openness,
but it is a difficult process to define
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what it means to be selectively open.
It is a tricky issue. After all, this is
fundamentally a “secret” business. (U)

One aspect of the endorsement issue is
endorsement by oversight bodies, giving
them a picture we cannot give the pub-
lic at lavge and in effect having them
vouch jor us. How would you describe
your experience with the oversight
committees?

We all have tactical frustradions, but
I am a big fan of oversight, whether
it’s from Congress, from the Presi-
denr’s Foreign Intelligence Advisory
Beard, or from within, The way |
look at it is this: intelligence, in
order to do its job, has to be out
there at the leading edge of propriety
and legality all the time. Our obliga-
tien is to penetrate targets that
represent threats to the Unired
States. To penetrate those targets,
you have to be aggressive in your
technology and in your operational
applications. You really want and
need an oversight process to protect
you from yourself. With regard to
resource debates, you might con-
clude that the interaction between
Congress and the Executive Branch
has wasted some taxpayer money,
but the products of that interaction
have been more positive than nega-
tive. In facr, dramatically positive. So
[ have an upbeat view of oversight.

)

I do hope that the Brown Comumis-
sion will come out with some
recommendations to “thin down”
our oversight burden. The number
of committees to which we are
accountable for various functions
creates a lot of drag for the Commu-
nity, using resources that could
better be expended on targets. Asa
manger, 1 want to put mission

Secret 11
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firse. I told the Brown Commission
thar if you rold me declassification
would cost $200 million per year,
and if T had the option 1o spend thar
on modernized SIGINT, I would
rather buy the SIGINT. (U)

We are headed toward a real invest-
ment crunch, and I would always
rather buy tooth than tail. (U)

Where is that crunch going to occur?

[ arm worried abouc our lack of tech-
nology and investment in
technology, about our dependence
on industry for commercial off-the-
shelf technology which is ultimately
as available to our competitors and
counterparts in other countries as it
is to us. So we have o recain our
internal research and engineering
capabilicies, and we are falling dan-
gerously below the line in those
areas, especially in SIGINT, but in
every other domain as well, (8)

One of the significant issues of the last
decade bas been the emergence of open-
source information and its impact on
policymakers. Have we managed that
effectively?

I do not think we have managed it at
all badly. We have come to the real-
ization that the posc—Cold War
world is more open and that informa-
tion exists today that would not have
been available earlier. The fundamen-
tal availability of information—
which will only accelerate—is going
to alter the context in which ingelli-
gence is produced and perceived. We
have our secret sources, but we need
open-source information to frame
our problems and provide context, to
allow us ro manage collection effi-
ciently, so we do nort target our
SCarce feSOUrces against argets we

12 Seerat

Approved for Release: 2014/09/10 C06122348

1%

I do not think we have been
successful with the current
administration in even
being defined as being
a relevant part of the
national security team.

29

can attack through open sources. We
can use open sources to cover infor-
mation we produce at classified
levels, and the creadon of the Com-
munity Open-Source Project Office,
is an important direction for us to
go. Acquiring the information, creat-
ing the internert or intelink-like
architectures, with push-pull capabili-
ties, to allow intelligence producers
to grab open-source information and
mix it effectively with secret informa-
rion—all these are crucial issues. And
there are significant issues of secu-
rity, the creation of adequate
firewalls, and so on, associated with
this effort, but these can be handled.
Open source is a important trend,
and the Community is going to have
to adapt to that. (C)

If you had the opportunity to take on,
at this stage of your career, a study ro
deal with any single aspect of our bausi-
ness that bas nagged at you, what
would that be?

I do not know. There are so many
areas of inzerest, [ am not sure {
could pick just one.

(b)(1)
(b)(3)

50 USC 3024 (1)
P.L. 86-36

problem that represent important
potential capabilities if we do it
right. If we screw it up, the conse-
quences are going to be just as
significant. (C) ’
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Clandestine activity is the thing that
has the bighest risk for embarrassment,
as you have experienced.

Sure, but there are structural changes
you can make to manage this. Coun-
terintelligence is another area of
interest, and it is an area we tend to
take for granted. The whole issue of
foreign intelligence and its coordina-
tion with law enforcement,
information warfare, information
security {especialiy as it relates to
commerce and banking)—there are
any number of areas you could deal
with. That is what makes this busi-
ness so interesting at the moment. It
will mean that DCls now and in the
furare will have te build on the work
that has been done by some of the
studies we have talked abour. No
matter where you rurn, there are
interesting issues out there. {U)

Overall, bow do you think we have
done in convincing Congress and others
that this is a principled, compeient ser
of agencies capable of performing their

mifssions?

I am not trying to be political in
making this statement, but I do not
think we have been successful wich
the current administration in even
being defined as being a relevant part
of the narional security team. And 1
am sure the DCls have been frus-
trated by it. When you have CNN
announcing that the President is
meeting with his national security
team and you know intelligence is
not represented, that is a source of
concern. {U)

That reflects the priorities of the
administrarion, with domestic issues
as first priority, economic competi-
tiveness has been the second priority,
and traditional national security
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issues have been a third prioricy.
That is not to say that there are not
issues of great concern, but intelli-
gence has to find a role in that
environment. And we cannot take it
for granted that people will continue
t0 give us the resources we need. If
we can no longer bring o the wble
the results of successful, deep-pene-
tration efforts thar have real impact
on the consumer, you are less valued,
you are going to be supported at
more and more marginal levels, and
you are going to enter into a down-
ward spiral. It is that spiral I fear.
The lesson here is that you have to
look to your first obligation, which is
to penetrate targets. Everything else
should be put in a secondary status.

(b)(1) Ifwe arc not successtul against the

b)) |

for example,
we re not that useful. We are our
there doing the job, but if we are not
delivering agains
the other targets that occupy the cur-
rent interests of the key decision-
makers, we can get into this spiral.
The challenge for the IC for tomot-
row is to deal with establishing the
partnerships that are going to allow
us to obrain deep penetration on dif-
- ficult issues. Take the relationships
between NSA and CIA. If effective
partnership becomes peripheral to
either or both, or if it is merely the
dream of a few people, it is not going
to have the needed energy and focus.

(s)

OTJC’T If’?e fdstym?‘, We seen o é’f deuef—
oping a veal emphasis on the hard
targets, figuring, for example, that we
may have a stronger role to play in

reporiing on (b)Y(1)
(0)(3)

True, but be careful. The analogy is
instructive, (b)(1)

—O)@)——

50 USC 3024 (1)

P.L.

B6-36

18 USC 798
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You cannot sit at Langley
or Fort Meade and just toss
electronic product over the

transom. You have to be

doing briefings, you have

to be interactive with the
customer,

29

- b))
(b)(3)

But because we did not have ade-
quate connections to some of our

key customersy(9)(1)

get the warning, The prisms other

US Government agenc%<(b)(1 )
(b)(3)

not providing an accurate picture of
what was happening. We therefore
created a double crisis for ourselves.
First, we warned, but the customer
did not hear the warning. The cus-
tomer was then late developing a
response, and that response then
became a liability to the administra-
tion)| - | Second,
and worse yet, they hated us even
more when Congress, through its
investigations, tried o determine
what actually happened. It became

50 USsC

3024 (i)

P.L. B6-36

Approved for Release: 2014/09/10 C06122348

Secret
Studleman

the classic intelligence conundrum of
the skunk at the garden party. The
message here is thar you camcollect
all the righe information, buc if you
cannot connect with the customer,
you have not dene your job. You can-
not sit at Langley or Fort Meade and
just toss electronic product over the
transom. You have to be doing brief-
ings, you have to be interactive with
the customer. And chis is a lesson we
are still learning. {S)

We have talked about a lot of ups and
downs affecting intelligence in this fran-
sition period. If you were speaking to
undergraduates or graduate students
considering a career intelligence, would
you encourage them?

Nothing is more wonderful. [ spoke
this morning to the National Youth
Leadership Forum, a group of high
school students interested in intelli-
gence, diplomacy, and defense. I
concluded my remarks by telling
them there was never a day—no mar-
ter how bad things got—that T did
not get up and look forward to com-
ing to work in the business of .
intelligence. It is thar fascinating, par-
ticularly if you step back and eruly
underseand its importance to the
securiry of the country. And, when
vou think about the nacure and
character of the people in the
Community, nowhere in the Federal
Government have I run across the
skills and character, even manage-
ment ability, that you find in the IC.
It is a unique set of people, and |
think even those of us in the business
need to reflect more frequently on
that, (U)

Admiral Studeman, thank you.

Secret 13
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