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can argue. has proven a for more influ­
ential technology. 

I had a conversation recently with 
the head of one of the largest of the 
computer corporations, and it was 
not until the 1950s that we began ro 
develop a viable commercial com­
puter industry. They had grudgingly 
and reluctantly modified some of 
their equipment so we could do com­
puting at NSA. (u) 

Can you identify two QT three areas of 
greatest concern-make-or-break-it 
issues-as you look to the foture of the 
Community? 

Let's center in on information sys­
tems and their impact on the two 
missions of this Agency, protecting 
US information systems and exploit­
ing foreign information systems. 
One of the biggest challenges we face 
is balancing the two, particularly 
because what we do in the Defense 
Department and in other areas of the 
US Government can influence the 
commercial marketplace. The sys­
tems or techniques that we develop 
have the capacity to come back on us 
in the form of increasingly sophisti­
cated target systems. So that's one 
challenge I think is more than a little 
significant. How to draw a policy to 

balance those two is.c;ues is extremely 
important to our continued success­
on both sides. (U) 

The second issue is that information 
systems are becoming increasingly 
complex. For example, most commu­
nications engineers believe that it's a 
lot easier ro ensure an error-free 
transmission over modern networks 
if there is an equal number of Os and 
Is in the communication string. 
And, therefore, they almost all, after 
taking lots and lots of channels, and 
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packing them together in time or 
frequency, and compressing and oth­
erwise manipulating everything in 
ways that are complex and hard to 
undo, add randomization in order to 

get an equal distribution of Os and 
ls. And randomization looks a lor 
much like encryption, unless you 
know the way it was randomized. So, 
it's the complexiry of all the different 
layers of modern information sys­
tems-whether it's the information 
layer. the compression layer. or the 
signal technology layer, or the ran­
domization layer-that together 
present a real challenge to the 51 G­
INTer. What you're saying is "undo 
all of this," and it's exceedingly diffi­
cult. (U) 

Let me add to all that the third big­
gest challenge facing us, and that is 
volume. And I could just end the sen­
tence there and everything is said. 
But let me just put it in terms that 
NSA Director Admiral McConnell 
uses in testimony/ 

(b)(1) 

(b)(3) 

J That gives you 
'--so_m_e_i,-d<ea-o7f-th'e~daunting chaHenge 

volume presents, forcing us to look 
for new technologies. (C) 

You don't have to go too for into the 
public literature to find people saying 
"volume wins," that the challenge to 
NSA and its counterparts around the 
world is going to be overwhelming. 

Volume will never win, the reason 
being that volume is not the only 
way the world is constructed. The 

"pipeline" that goes from dry x to 
city y is primarily traffic going 
between the two cities or going 
through them en route to some final 
destination. If you are interested in 
the communications from th(b)(1) 

1 (b)(3)l 

always focus on the pathway between 
that place and the nearest switch. If 
you're interested in wireless commu­
nications, you can always get dose 
enough to the communications 
you're interested in that you can 
''narrow out" a lot of the other vol­
ume. And so volume is not the only 
ingredient; you also have time and 
space discriminators. Secondly. tech­
nologies for dealing with volume are 
being developed as rapidly as the 
new information systems are 
because. guess what, the rest of the 
world also has to deal with the vol­
ume problem. (C) 

If you don't believe that, go surfing 
the Web, with something you abso­
lutely want to find, with no Web 
Search tools. You'll find out why 
someone developed Web Search 
tools. (U) 

One can probably find predictions of 
the impossibility of codebreaking going 
back into the 1920s. 

In the 1950s, when microwave and 
other point-to-point communica­
tions systems were being developed, 
it was absolutely said that NSA 
would go out of business. But, as a 
result of those communications sys­
tems. more modern means of 
collection were invented. When satel­
lite communications came along in 
rhe 1960s, we developed ways of sort­
ing through the enormous volumes 
of communications, dishes on the 
ground capable of intercepting those 

Approved for Release: 2014/09/10 C06122412 



Approved for Release: 2014/09/10 C06122412 
50 usc 3024(i) 
P.L. 86-36 

signals, and so on. So, in my view, 
virtually every communications sys­
tem that has appeared on the scene, 
while presenting challenges, ar the 
same time offers extremely exciting 
possibilities. {U) 

Do these challenges require diffirent 
relationships within the Intelligence 
Community? 

The new information systems do nor 
allow NSA to conduct its mission 
from a great distance from the target 
and in a totally passive manner. 
Therefore, the partnerships we have, 
let's say first with the military ser­
vices, because of rhe need to mix 
tactical access with national capabili­
ties, must become closer. Secondly, 

(b)(1) 
(b)(3) 

This is abso-
L,-~-~-.--.""~' 

utdy essential. There's no backing 
away from that, no matter how the 
supporting (or «nonsupporting"') 
bureaucracies may feel about it. (C) 

Do you occasionally fie! resistance? 

I've spent the last five years trying to 
tamp down that resistance, with 
some limited success. But I'm persis­
tent. {U) 

But the argument would be, to give it 
its due, that we have to put extraordi­
nary emphasis on protection of our 
information, and this of necessity limits 
how we share and how muc/1 we share. 

I believe thar's an outmoded way of 
thinking. It's outmoded for several 
reasons. First, the partnerships I men­
tioned are essential. You can't 
succeed without them. And, if you 
can't find a way to share the informa­
cion essential to the partnership, 
then you ought to be prepared to 

sign up to go our of business. Sec­
ond, the successes you may be trying 
to protect, the important sources and 
methods, have always been and will 
always be short-lived. You may be 
able to extend their life somewhat by 
closing the circle to absolute mini­
mums, but you'll also restrict 
usefulness. And you'll also restrict 
the opportunity to be successful the 
next time, when you're facing one of 
those inevitable changes. {U) 

When you were deputy director for oper­
ations {at NSA], you coined the phrase 
"S!G!NT that counts, • touching on 
what you were just saying. To acquire 
information, process it, and then hold 
onto it in such a way that it's not useful 
is not much of a public service, is it? 

I have two great fears for the future 
of the SIGINT system, and I chal­
lenge the system as much as I can to 

react to and mitigate my fears. The 
first fear is that we will collect what 
is easy to collect and pretend it satis­
fies our customers, instead of going 
after the hard-to-get {politically or 
technically) information they really 
need. The second fear is that we'll 
get the information and then go back 
to the old days of"tossing it over the 
transom," as Admiral Srudeman used 
to say, or sending it to the customer 
and saying "Well, I finished my job. 
They got it." We need to realize that 
we have an obligation to make sure 
that customers get the information, 
that they understand it, and rhat 
they use it. {U) 

Pearl Harbor can be described as a 
cryptanalytic success but a cryptologic 
failure, in that the ultimatum message 
was read in time but the information 
got to the commanders several hours 
after the attack. Thats a terrible but 
vivid model. 
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It's absolutely an important message 
for us to have learned. The other 
message, one that comes later, and 
from other wars as well, is that we 

don't always know what the person 
at the other end needs. If we rely 
exclusively on our picks of what to 
send them, as opposed to relying on 
their ability to ask us questions or 
even go through our databases to 
fin(! what's important to them, we'll 
probably fail. (U) 

Are you comfortable with a system in 
which the customer judges the success or 
foi/ure of NSA? 

I've always been comfortable with 
that, as long as the customer is judg­
ing success within their area of 
interest. I don't think we should ask 
the Commerce Department to judge 
our ability co support military opera­
tions, nor do I think we should ask 
the military to judge our ability to sup­
pan economic policy. But, yes, even if 
we didn't realize it, customers have 
been making those judgments and 
affecting our budgets all along. {U) 

More so, now? 

But more now, particularly since the 
demise of the Soviet Union. With 
that event came the drawdown of 
resources, the shift of priorities, and 
shifts in thinking about essentiality 
of intelligence. (U) 

Aside ftom the volume issue, one of the 
things you must hear-ftom the aca­
demic community, and the press, for 
example-is that we're experiencing 11 

shift in the value of information. Presi­
dents will be reacting to open-source 
information, on the Internet or on 
CNN, and that the relative value of 
cot•ertly acquired information declines. 
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I'm nor particularly interested, if I 
may call myself a consumer of intelli­
gence, and I think I am, in things 
that have already happened. I'm 
interested in two sets of things: those 
that will affect my future choices; 
and those aren' r all going to come 
from open sources. Second, I'm inter­
ested in those things that haven't 
happened yet because they're in plan­
ning. I don't think all the important 
information about critical, develop­
ing events are going ro appear in the 
open. (U) 

I also think one of the things we try 
to do too often is to pit one informa­
tion source or one intelligence source 
against another, as if it would be pos­
sible for us to "pick a winner" and do 
away with all the other sources. (U) 

If you are content to see only the 
exteriors of buildings and the exteri­
ors of missiles and tanks, then 
imagery will serve all of your needs, 
as long as you know where ro look. 
But if you want to know what's 
inside the building or have some 
doubt where mobile assets are going 
to be, you'd better have some robust 
intelligence sources like SIGlNT and 
HUMlNT that can give you that 
kind of information. So, the truth of 
the matter is that, even though as a 
Community we often don't accept 
rhis, we need each other. Imagery 
needs S!G!NT and?-'~=~=-, 
know where to look. 

'---c--c--c-~There are so many syner­
gies in intelligence sources that we 
are doing ourselves and our consum~ 
ers a disservice by "picking the best." 
I think. in that sense, open source is 
nothing more chan another source 
of information which you'd better 
be aware of in order ro obtain the 

maximum efficiency and effective­
ness of the intelligence system. Bur 
you'd better nor put all of your eggs 
in that basket. (S) 

Has the Community been successfol in 
making the case, before Congress, 
among others, that we have provided 
in.fonnation of value commensurate 
with our costs? 

I think that at this moment NSA 
and the Community in general have 
strong stock with Congress. But 
there are areas of weakness we need 
to shore up. These range from Ames 
and Guatemala to our ability co coop~ 
erate. (U) 

DC! Deutch has reaffirmed his support 
for a policy of openness. How have we 
been rkiing with that? 

Recenrly, we've done better. Obvi­
ously, the VENONA releases were 
quite significant, moving in the direc­
tion of recognizing when a story can 
be told. And that's essenrial. We're 
not going to become irresponsible. 
But we are going to become more 
responsible for being positive in our 
ability to recognize when stories can 
be released. What is often forgotten 
when we talk about protecting 
sources and methods is why we're 
charged to do that. Having spent the 
public's money to develop certain 
capabilities, the public expects us to 
maintain those capabilities as viable, 
as long as we possibly can, and to 
release those capabilities only when 
they no longer serve an intelligence 
purpose. That's an economic issue, 
but we often turn it into a passionate 
issue of different proportions. (U) 

Nor only do we have to change that 
attitude, because of the recent execu­
tive order on declassification, but, and 
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this is a very strongly held personal 
position, we owe it to the American 
people to contribute to history what 
the Intelligence Communiry has 
done, once sources and methods 
are no longer an issue. (U) 

VENONA is a classic example of 
how we can tell the story and con­
vince the public that intelligence, at 
least historically, had an impact on 
the direction of the country; on 
the direction of the world, for that 
matter. (U) 

On VENONA, there was a cost to the 
United States of retaining that infonna­
tion, in that many Americans grew up 
believing there was no Soviet spy effort. 

As you know, I was involved with 
VENONA 20 or 25 years ago. It was 
one story I believed would have to be 
told one day. It will never end the 
debate, but now it's in the hands of 
the historians to make the judgment, 
not us. (u) 

LetS talk about the creation of a 
National Imagery Agency. What can 
NSA provide in the way of lessons 
learned? 

Both Admiral McConnell and l have 
tried to be extremely helpful and bal­
anced in our presentations, 
discussing the realities of the SIG­
[NT stovepipe as a model for the 
NIA. (U) 

The realities are we don't own every­
thing. And, of course, everyone who 
wants to reorganize the Community 
into a new stovepipe wants ro own 
everything, because control makes 
it a lot easier to get on with things. 
But the real strength ofNSA is 
technical leadership and technical 
direction over the many people who 
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are engaged in SIGINT, including 
many whose budgets are determined 
outside the Consolidated Crypto-

logic Program-j (b)(1) 

(b)(3) 

I I think the imagery prob-
'-,le-m---,h'as--ct-'o be solved in a similar way. 

They'll need to decide what the tech­
nical issues are and who decides 
them. What are the resource issues 
and who will decide those? (S) 

Is it foir to ask what pitfolls you've 
warned about? 

There are some large pitfalls, with 
regard to the relationship between a 
National Imagery Agency and the 
organic resources within the military 
services, the picture-taking aircraft 
and so on. How do you balance the 
need for services dependent on those 
resources wirh national needs to 

ensure that there exists interoperabil­
ity and compatibility between 
systems? That will be a very tricky 
area, as it has been for SIGINT for a 
long time. Not yet solved! (C) 

The second area we've cautioned 
them about is when does an image 
become "intelligence," as opposed to 
"imagery intelligence?" How do you 
judge when someone is doing imag­
ery intelligence as opposed to all­
source analysis? We know how tricky 
that one is. (U) 

That raises the question of the stove­
pipes and the bridges across them. 

The term stovepipe is unfortunate. 
What we are talking about is various 
sets of professional and technical 
expertise. And we're talking about 
building a system of systems, one of 
which is a SIGINT system that has 

all of the necessary ingredients of 
training and development and sci­
ence that has to do with SIGINT. 
It's obviously best to put all of that 
into one organization where it can be 
nurtured. The same is true of imag­
ery and ofHUMINT. You don't 
want signals intelligence officers out 
walking the streets collecting human 
intelligence. They don't have the 
training or the background. (U) 

Where do you build the bridges of 
cooperation and teamwork? My view 
is at every level across the stovepipes, 
instead of trying to build them on 
top of the organizations. You look 
for teaming opportunities, whether 
in the collection arena or in the ana­
lyric arena. We need to share 
technology. we need to share infor­
mation. and we need to share 
policies. (u) 

You want to encourage people to 
develop their strengths in a given field, 
but not to act in ignorance of other 
fields, correct? 

Exactly. That's why the bridges have 
to be built at virtually every level 
across the stovepipes. You can't just 
build rhem on top. You can't have 
the DOl at CIA and the equivalents 
at NSA and DIA as the places where 
rhe bridges are built, because what 
you get is three stovepipes with a 
plank on top. (u) 

When you look to the foture and the 
need for technical leadership, what are 
your concerns? 

My greatest concern is that our cur­
rent srate of downsizing is such we 
have not had the abiliry to do any 
hiring. We will hire 89 people this 
year. The most we project for the 
near future is 1 00 to 200 each year. 
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That is irresponsible but unavoidable 
under our current authorities. (C) 

Based on current projections, that 
will not turn around for the next five 
years. And we have not been hiring 
large numbers for the last four years. 
So, it could be as long as a nine-year 
hiatus with only about 1,200-1.500 
people having come on board during 
that entire decade. (C) 

At what point does this become 
damaging? 

It's already beginning to have nega­
tive effects. Obviously, people 
coming in from colleges and universi­
ties, while not able to tackle our 
hardest problems, are more up to 
date on the latest technologies and 
are able to bring whole new ways of 
looking at things to our problems. (U) 

Back to the main question. Neither 
NSA nor CIA will ever get people 
out of colleges and universities-----Dr 
business, for that matter-that arc 
sufficiently trained or seasoned in 
this business. We'll always have to 
invest in specialized training and 
development. In that regard, I think 
NSA's strength is our professionaliza­
tion system, which codifies chat 
training in identifiable directions. 

As you look at problems you've dealt 
with over the last four or five years, 
how pleased are you with the progtess 
made in transition? 

That depends on where you sit. 
Some people outside the intelligence 
business may feel we've accom­
plished a lot, with few tools and litrle 
flexibility in making resource deci­
sions. I'm personally disappointed at 
how long it's taking. Most people 
within the agency are stunned by 
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how quickly this is occurring and 
would like to see parts of the process 
slow down. (U) 

Why am I disappointed in the pace? 
We are drawing down, we have ever 
fewer resources. It is no longer possi­
ble ro push decisions off into the 
future without it costing a great deal 
in the way of a continuing resource 
burden. If you keep open a site that 
is producing but which you know is 
no longer part of your future, it can 
cost, over five years, anywhere from 

I I 
that time. The earlier you make the 
decision to bank on the future at 
some present cost, rhe better off you 
are. That's what led me as DDO to 
make decisions resulting in rhe do­
sure of 17 sires, with rhe decisions 
made in less than a year. We've 
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decided to close three or four more 
since then. (C) 

It would not be hard to find critics of 
those decisions. 

(b)(1) 
(b)(3) 

Any last thoughts? 

One of the things I'll throw in is that 
I had the opportunity to work at 
CIA ln the Directorate of Operations 

Approved for Release: 2014/09/10 C06122412 

early in my career, and I have spent a 
great deal of my time in the interven­
ing years working closely with the 
DO and the Directorate of Science 
and Technology. As a result of those 
experiences and based on my analysis 
of what we face in the fucure, I 
believe the partnership between ClA 
and NSA can work. It requires com­
mitment at the top of the 
organizations and buy-in at rhe bot­
tom of both organizations. I don't 
think that's been achieved yet, but it 
is absolutely essential to both agen­
cies. (U) 

Thank you. 


	0006122412_0001
	0006122412_0002
	0006122412_0003
	0006122412_0004
	0006122412_0005
	0006122412_0006

