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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

______________________________ X
UNITED STATES OF AMERICA
V.- : S6 10 Cr. 162 (KMW)
SABIRHAN HASANOFF,
a/k/a “Tareq,”
Defendant.
______________________________ X.

|. PRELIMINARY STATEMENT

The Government respectfully submits this memorandum in connection with the
sentencing of Sabirhan Hasanoff (*Hasanoff”), which is scheduled for June 18, 2013, and in
response to Hasanoff’s sentencing letter of May 17, 2013 (“Deft. Sent. Ltr.”). Hasanoff is a
naturalized United States citizen who worked for years in New York at a succession of blue-chip
accounting firms. But over the course of a number of years, Hasanoff devoted himself to
supporting al Qaeda. Hasanoff acquired various items at the behest of al Qaeda --- including a
remote-control device to be used for detonating explosives. Hasanoff made large financial
contributions to al Qaeda. And Hasanoff worked to fight in Afghanistan as a “mujahid.”

Hasanoff threw in his lot with al Qaeda long after it was abundantly clear that al Qaeda’s
core mission is, simply, to kill Americans at scale. The dangers to innocents of actively working
to support al Qaeda are entirely un-missable. But that is precisely what Hasanoff did.

Hasanoff pled guilty on June 4, 2012 to the conduct described above, and that conduct
implies a United States Sentence Guidelines range of thirty years to life in prison --- a sentence
well in excess of the statutory maximum here of twenty years in prison. It is that sentence that

should be imposed. Terrorism is a crime that requires maximal deterrence. See United States v.
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Meskini, 319 F.3d 88, 93 (2d Cir. 2003). And Hasanoff revealed the content of his character by
working to support al Qaeda --- an organization devoted to the murder of American citizens, one
of whom Hasanoff had become.

But there is more. In addition to the conduct described above, Hasanoff traveled to New
York from the United Arab Emirates and --- at the direction of a senior terrorist leader --- cased
the New York Stock Exchange, prepared a rudimentary report, and sent it back to the terrorist
leader. Hasanoff now makes excuses for this appalling and dangerous conduct. But this conduct
--- which was not considered by the United States Probation Office in preparing the Presentence
Investigative Report (“PSR”) --- only underscores the conclusion that Hasanoff, a United States
citizen and a convicted supporter of al Qaeda, is a terrible candidate for this Court’s mercy.
Hasanoff should be sentenced as the Guidelines set out --- to a term of imprisonment of twenty
years.

I1. BACKGROUND

A Overview of Hasanoff’s Offense Conduct

From 2007 to late 2009, Hasanoff provided extensive support to al Qaeda. Hasanoff
made regular cash donations to individuals that he understood were affiliated with al Qaeda, for
example, and conducted surveillance of a potential domestic target for a terrorist attack.” In the
course of his work for al Qaeda, Hasanoff interacted principally with four men. Two of the men
were also United States citizens: Hasanoff’s co-defendant Wesam El-Hanafi (“El-Hanafi”) and
another man who, long after the events described in this memorandum, became a cooperating
witness (the “CW?”). The other two men were based abroad. These two men were based in

Yemen, and Hasanoff knew them not by their true names, but by their aliases, “Suffian” and “the

! Hasanoff does not object to any aspect of the detailed offense summary contained in the
PSR. See Deft. Sent. Ltr. at 53-54.
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Doctor.” Hasanoff understood that Suffian and the Doctor were affiliated with al Qaeda’ in
Yemen, with the Doctor holding a senior position within the group and responsible for arranging
travel for persons seeking to receive military-style training and to join the mujahidin fighting in
such locations as Afghanistan.

After a period of time when Hasanoff, EI-Hanafi, and the CW sent money to Suffian and
the Doctor, Suffian facilitated an in-person meeting for El-Hanafi with the Doctor in Yemen in
February 2008. The Doctor, a self-proclaimed career jihadist, received an oath of allegiance,
called bayat, from El-Hanafi; received money and various other items from Hasanoff, EI-Hanafi,
and the CW that had been solicited for the purposes of supporting terrorist causes; and professed
to be able to arrange travel for Hasanoff, EI-Hanafi, and the CW to a place where they could
receive military-style training and fight in armed combat.

In addition, the Doctor (through El-Hanafi) directed Hasanoff to conduct surveillance of
the New York Stock Exchange in Manhattan in 2008, unquestionably with the purpose of
gathering information for a future terrorist attack. Hasanoff conducted this surveillance and
subsequently sent a one-page report to the Doctor with information about the New York Stock
Exchange. The report was rudimentary and of limited use to the Doctor in his efforts to plan a
terrorist operation. But Hasanoff’s willingness to conduct surveillance of a densely-populated
and high-profile domestic target in the heart of Manhattan makes clear his commitment to

terrorism and his support for the anti-American agenda for which al Qaeda stands.

>The Government’s proof that Hasanoff and his co-conspirators believed the individuals
to whom they were providing support were affiliated with al Qaeda, as opposed to some other
terrorist organization, is based on information provided by the CW. Regardless, Hasanoff’s
intent to provide support to the mujahidin fighting against American forces in Afghanistan and
other locations overseas, and to personally join that fight, whether on behalf of al Qaeda or
another organization, is clear.
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The evidence establishing the above-described criminal conduct is extensive. It includes
information from the CW --- a close associate of Hasanoff and co-defendant EI-Hanafi in their
joint efforts to support to al Qaeda. The CW, who conspired with Hasanoff and El-Hanafi to
support al Qaeda well before he started to cooperate with the Government, has provided
extensive, detailed, and corroborated information about the various forms of support that
Hasanoff provided to al Qaeda. The evidence also includes emails sent from Hasanoff to the
CW regarding the financial support the men agreed to provide to their terrorist contacts, as well
as bank records showing money transferred by the CW to Hasanoff for that purpose. Additional
evidence consists of interviews that agents of the Federal Bureau of Investigation (“FBI”)
conducted of Suffian and the Doctor in March 2009, while Suffian and the Doctor were in the
custody of another country.® Both detainees provided reporting that was consistent with the
CW’s information, particularly with respect to EI-Hanafi’s interaction with Suffian and the
Doctor in February 2008; the taskings that Suffian and the Doctor assigned to Hasanoff, El-
Hanafi, and the CW; and the financial support and other items that Hasanoff, EI-Hanafi, and the
CW provided. The Doctor and Suffian also made entirely consistent statements regarding the
surveillance that Hasanoff conducted of the New York Stock Exchange --- which is further

corroborated by August 2008 email messages written by Hasanoff and El-Hanafi to Suffian.

® Redacted reports of the FBI’s March 2009 interviews of Suffian and the Doctor, which
were recently declassified, are attached to this memorandum as Exhibits A and B, respectively.

4
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1. Al Qaeda

Since around 1989, al Qaeda has been an international terrorist organization, dedicated to
opposing non-Islamic governments with force and violence. Usama Bin Laden served as the
leader or “emir” of al Qaeda until his death on May 2, 2011. Members of al Qaeda typically
have pledged an oath of allegiance, called bayat, to al Qaeda. The core purpose of al Qaeda, as
stated by Bin Laden and other leaders, is to support violent attacks against Americans.

Members and associates of al Qaeda have executed a number of such terrorist attacks, all
in furtherance of the organization’s unambiguously stated conspiracy to kill Americans,
including August 1998 bombings of the United States Embassies in Tanzania and Kenya, which
resulted in the deaths of approximately 224 innocent people; the October 2000 bombing of the
USS Cole in Aden Harbor, Yemen; and the attacks on the United States on September 11, 2001
in New York, Virginia, and Pennsylvania, which killed approximately 2,976 people.

2. Hasanoff’s Introduction to CC-1

Hasanoff, along with El-Hanafi and the CW, had aspired to support violent extremist
Islamic causes since at least 2003, when Hasanoff and El-Hanafi were living in Brooklyn. After
2006, at which time both were living in the UAE, Hasanoff and El-Hanafi met a supporter of al
Qaeda (“CC-17).* (PSR 1 10). Through CC-1, Hasanoff and El-Hanafi established additional
contacts with the terrorist group. (Id.). CC-1 put El-Hanafi in contact with another al Qaeda

supporter, who was based in Yemen and went by the alias “Suffian.” In turn, Suffian was

* So as to avoid the need for redactions, the co-conspirator who helped to connect
Hasanoff and El-Hanafi with al Qaeda is referred to as “CC-1" throughout the instant
memorandum. In a sealed submission also submitted today to the Court, the Government
discloses the identity of CC-1.
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associated in Yemen with a more senior al Qaeda terrorist, who went by the alias “the Doctor”
and was responsible for facilitating the travel of mujahidin. (Id. § 11).°

3. Hasanoff’s Provision of Financial Support to al Qaeda

Starting in around 2007, after Hasanoff and El-Hanafi met with CC-1, Hasanoff, El-
Hanafi, and the CW began to provide financial support to their contacts in Yemen with the
intention of supporting al Qaeda. (Id. § 12). Hasanoff and El-Hanafi often sent their donations
through Western Union or a similar company in Dubai, using fake names, as well as through a
courier in Dubai, who they understood delivered the money to their al Qaeda contacts in Yemen.
(1d.). Hasanoff hoped that sending money to al Qaeda would help the men to deepen their
connections to al Qaeda by proving their bona fides.

In connection with financial payments to al Qaeda, Hasanoff was relentless --- repeatedly
and aggressively pressing the CW to make a large contribution to al Qaeda. Thus, after the CW
agreed to contribute $6,500 to support the “brothers,” a term that was understood to be al Qaeda,
and Hasanoff paid that money on the CW’s behalf, Hasanoff regularly emailed the CW urging
the CW to send the money that he (the CW) had pledged. For example, Hasanoff asked the CW,
in an August 30, 2007 email: “You still committed to donating to the charity we discussed
earlier? Let me know as they’re asking for donations for some very worthy causes and it would
help to introduce you this way.” (1d. {1 13-20). Moreover, Hasanoff made it crystal clear that he
was not just urging the CW to make this $6,500 payment --- Hasanoff also was making such
payments to al Qaeda himself, and on a regular basis. For example, on September 10, 2007,
Hasanoff urged the CW to bring the money the CW had pledged to Dubai, and then noted that he

and El-Hanafi (“Wesam”) had already been sending money to al Qaeda on a monthly basis.

®> Mujahidin is an Arabic term used to refer to Muslims who engage in fighting a jihad,
or struggle on behalf of Islam.
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Specifically, Hasanoff asked “[p]erhaps instead of wiring money you can come with it as I’ve
got zero cash to front for you and the same with Wesam since we’ve been committed ourselves
to monthly commitments.” (Id. { 15).

Hasanoff coded these email communications to disguise the true destination and purpose
of the financial support he and his co-conspirators were providing. For example, in a September
30, 2007 email to the CW, Hasanoff used the term “clothing business” to refer to the terrorist
causes he and the CW were supporting, writing, “if you have enough, add money to the clothing
business we talked about as we’ve mentioned to the other partners that you also would be
contributing so they know you’re a partner in the business.” (Id. § 16). Three days later, on
October 2, 2007, Hasanoff again pressed the CW about his failure to contribute $6,500, as
promised, to “the business.” Hasanoff emailed the CW, “We also told the bros. about your
contribution to the business and they’re expecting it — what do | say to them as Wesam [i.e., El-
Hanafi] and I just don’t have the money to advance all of it. We’re already committing on a
monthly basis a significant portion of both of our salaries.” (Id. §17).

Hasanoff continued to hound the CW --- pressing him to make good on a promise that he
(the CW) had made to make a substantial contribution to al Qaeda. For example, in an October
11, 2007 email, Hasanoff wrote: “It’s about time you put your akhirah before your dunya — akhi,
when is it going to end? You have my wiring instructions, let me know once you’ve sent so I’ll
check my bank.” “Akhirah” is an Arabic term that means afterlife, and “dunya” means current
life. (Id. 7 18).

Bank records show that, on November 27, 2007, the CW sent $50,000 to Hasanoff’s
HSBC bank account in the UAE. Of this $50,000, $6,500 represented the money that Hasanoff

earlier had paid to al Qaeda on behalf of the CW. (lId. §20). Two days later, Hasanoff
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confirmed receipt of the CW’s payment and proposed an in-person meeting to discuss the

contacts with al Qaeda that he and El-Hanafi had established. Hasanoff wrote:
| think you may need to visit NY when I’'m there, there’s a very important
decision we all need to take on the business joint venture that the partners have
asked us to consult and decide upon. I’ll need you there to discuss it and agree
[to] it as I’d like all the partners, you, me and Abu Yousef [a code name used by
El Hanafi] to make a consultation and single decision. This is a big one and
worth your trip to NY.

The email specifically mentioned the $6,500 contribution that the CW made: “Business

partnership contributn [sic]: (24,000) — Roughly $6,500 as you mentioned.” (lId. { 19).

Hasanoff’s mention of a “very important decision” was a reference to his and El-Hanafi’s

success in establishing contact with al Qaeda in Yemen.

4. El-Hanafi’s 2008 Trip to Yemen to Meet with Suffian and the Doctor

In early 2008, El-Hanafi accepted an invitation to travel to Yemen to meet in person his
al Qaeda contacts, Suffian and the Doctor, with whom El-Hanafi had previously been
communicating over email following CC-1’s introduction. On January 17, 2008, prior to
traveling, El-Hanafi sought advice from Hasanoff for a cover story for this trip to Yemen, asking
Hasanoff over email, “help me think of a good way to take a week off from work.” Hasanoff
replied by brainstorming false excuses that El-Hanafi could provide to his employer: “1. Family
emergency requiring you to travel — ill father, etc. 2. You need to travel back home to seek
medical treatment for your neck as you don’t believe the Dubai medical center is adequately
helping you recover — so you would request for a medical leave of absence. Can’t think of
anything that may be believable.” (ld. { 21).

Travel records show that, on February 8, 2008, El-Hanafi flew from Dubai to Sana’a,
Yemen, and that he returned to Dubai on February 14, 2008. While in Yemen, El-Hanafi met

with Suffian and the Doctor; swore an oath of allegiance, called bayat, to the Doctor; delivered
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$12,000 in cash, a laptop computer, and a translation device; and received various taskings to
perform on behalf of al Qaeda. (Id. | 23).

The Government has learned the details of EI-Hanafi’s February 2008 trip to Yemen
from three sources: debriefings of the CW,° FBI interviews of Suffian, and FBI interviews of the
Doctor.” The information supplied by these three individuals about El-Hanafi’s meeting with
Suffian and the Doctor in February 2008 is detailed, and the accounts of all three witnesses
closely inter-lock. All three men have provided, in essence, a substantially similar account of El-
Hanafi’s 2008 Yemen trip.

a. Information Provided by the CW

The CW learned that EI-Hanafi’s February 2008 trip to Yemen was facilitated by Suffian,
who arranged for El-Hanafi to travel to Yemen to meet with the Doctor. Shortly after arriving in
Yemen, El-Hanafi was picked up at a previously agreed-upon location, had a hood placed over
his head, and was transported to a house, where he met with the Doctor. (Id. § 24). El-Hanafi
learned that the Doctor was responsible for sending mujahidin fighters to battle, using Yemen as
a hub. For operational security purposes, the Doctor directed EI-Hanafi not to ask any personal

questions of him and not to provide any personal information to the Doctor. In turn, EI-Hanafi,

® The CW’s knowledge of El-Hanafi’s February 2008 trip to Yemen comes from
conversations the CW had with Hasanoff and El-Hanafi in the UAE in June 2008, subsequent to
El-Hanafi’s trip. The CW visited Hasanoff and El-Hanafi in the UAE in June 2008 for a little
over three weeks. (PSR  33). During this time, Hasanoff, ElI-Hanafi, and the CW frequently
discussed their efforts to support al Qaeda and, in particular, EI-Hanafi and Hasanoff revealed
additional details concerning El-Hanafi’s February 2008 trip to Yemen. Before discussing these
subjects, Hasanoff, EI-Hanafi, and the CW would turn off their cellular telephones for
operational security purposes, reflecting their concern that their conversations could be
intercepted if they left on their cellular telephones. (Id. | 34).

” Suffian was interviewed by the FBI, with the assistance of an Arabic linguist, on March
10, 2009, March 11, 2009, and March 14, 2009. (See Exhibit A). The Doctor was interviewed
by the FBI, with the assistance of an Arabic linguist, on March 2, 2009, March 3, 2009, March 4,
2009, March 7, 2009, and March 8, 2009. (See Exhibit B).

9
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who has sophisticated technical know-how, provided instructions to the Doctor on ways for al
Qaeda to communicate covertly over the internet. (Id. § 25).

The CW also learned that EI-Hanafi swore bayat to the Doctor and al Qaeda, and told the
Doctor about his group of like-minded associates, which included Hasanoff and the CW. The
Doctor then directed El-Hanafi to recruit Hasanoff and the CW to join al Qaeda. Consistent with
this direction, while the CW was in the UAE in June 2008, El-Hanafi gave the CW the
opportunity to join al Qaeda, and the CW (like Hasanoff had before him) accepted the invitation
by swearing an oath of allegiance to El-Hanafi. (ld. | 34).

The CW further learned that the Doctor instructed El-Hanafi on how the group should
avoid detection by law enforcement --- instructions that EI-Hanafi shared with Hasanoff and the
CW. For example, the Doctor advised El-Hanafi that the group could more fluidly blend into
Western culture by not attending mosques, not growing beards, and not wearing their pants short.
(1d. 1 26). El-Hanafi also was instructed that his group should run five or six miles a day,
because physical training was necessary preparation for fighting against United States forces,
and should memorize certain parts of the Koran, because, as explained in substance to El-Hanafi,
“this is a fight for religion.” (Id. 1 30). According to the CW, Hasanoff and El-Hanafi revealed
to the CW that, upon El-Hanafi’s return from Yemen (and consistent with the instructions EI-
Hanafi received in Yemen), Hasanoff sworn allegiance to al Qaeda through El-Hanafi.

El-Hanafi also received various assignments from the Doctor, which he was instructed to
relay to Hasanoff and the CW. El-Hanafi was directed to research specific types of military
jackets, military boots, military pants, video camcorders, and remote control cars. With respect
to the remote control cars, EI-Hanafi was directed to research cars with specific frequencies of

radio signals. Al Qaeda desired these remote-control cars because they could be modified into

10
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components for explosives for use against U.S. and Coalition forces. After researching these
items, Hasanoff and El-Hanafi were supposed to purchase and ship them to al Qaeda in Yemen.
(I1d. 1 27).

The Doctor also sought Visa gift cards, because they allow the user to make purchases
covertly without revealing his or her identity, and Hasanoff bought such gift cards during one of
his trips to New York. (Id. § 28). El-Hanafi also tasked the CW with researching and
purchasing a video camera, with certain specifications, that could be used by al Qaeda to record
tactical operations against the United States military and Coalition forces, so that the footage
could later be disseminated on the Internet as propaganda. (ld. { 29).%

b. Information Provided by Suffian®

Suffian explained that he learned about some Americans who wanted to travel to fight in
jihad and who also had money that they wanted to send to support the mujahidin. Suffian made
contact with El-Hanafi, who then started wiring Suffian money for the mujahidin, using
fraudulent identities. Suffian estimated that EI-Hanafi sent Suffian approximately $10,000
before El-Hanafi traveled to meet with Suffian in February 2008. Suffian recalled that each
transfer was for $500 and El-Hanafi transmitted $2,000 per month. Suffian received the funds at
Western Union and other money exchanges, never utilizing the same money exchange office
more than once.

Suffian provided details of El-Hanafi’s February 2008 trip to meet with him and the

Doctor. El-Hanafi contacted Suffian by email upon arriving and Suffian set a time and place for

® The CW never in fact purchased a camcorder for al Qaeda. (PSR 1 29).

® The defense has urged the Court not to consider the information provided by Suffian
and the Doctor because it is “unreliable.” Deft. Sent. Ltr. at 22. Accordingly, the Government
herein sets for the information provided by Suffian and the Doctor in great detail to demonstrate
that their respective accounts corroborate each other, and are consistent with email
correspondence and travel records discussed below.

11
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them to meet. Suffian first brought EI-Hanafi to an internet café, where they accessed an email
account that they would use to communicate after EI-Hanafi’s departure. From that internet café,
El-Hanafi was brought to the Doctor’s home, where El-Hanafi stayed for two or three days.
Suffian revealed that, while at the Doctor’s house, El-Hanafi swore bayat to the Doctor. In
addition, according to Suffian, El-Hanafi hand-delivered to at the Doctor’s house $12,000 in
cash, a laptop computer, and an Atlas translation device. The Doctor was supposed to send the
computer to Afghanistan, although Suffian later took it after he had a dispute with the Doctor.
See infra.

After El-Hanafi returned to the UAE, El-Hanafi sent an additional $2,000 to Suffian.
Then, in around November 2008, El-Hanafi had an unidentified individual deliver $45,000 to
Suffian to support the mujahidin. In total, Suffian estimated that EI-Hanafi sent him and the
Doctor about $67,000. When asked what El-Hanafi expected to receive for providing this
money, Suffian explained that EI-Hanafi expected to go to “paradise.”

Suffian also reported that the three Americans --- that is, Hasanoff, EI-Hanafi, and the
CW --- wanted to travel for jihad, but the Doctor was concerned that, as Americans, they would
draw suspicion if they were to travel for jihad training. Suffian explained that Hasanoff, El-
Hanafi, and the CW wanted to go to Afghanistan and “not come back,” and that they had the
desire and expectation to die fighting in Afghanistan. Suffian noted that these three Americans
planned on selling their homes and belongings, which indicated that they did not expect to return
after receiving training in Pakistan. While Suffian did not assess El-Hanafi as someone who

would “make a good jihadi,” he did believe that EI-Hanafi was serious about traveling for jihad.

12
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Suffian advised that the Americans were supposed to travel to Pakistan some time shortly after
Suffian had traveled to Pakistan in January 2009.*°

Suffian also explained how he communicated with El-Hanafi. Suffian primarily utilized
email to communicate with El-Hanafi, and explained that they used several different email
addresses to communicate. After El-Hanafi would create a new account, he would send Suffian
an encrypted message with the new password. Suffian also revealed that he communicated with
El-Hanafi about ten times by calling El-Hanafi from public telephones.

Suffian also detailed the various pieces of equipment that Hasanoff and El-Hanafi had
sent to him, most notably remote-controlled devices capable of use in an explosives attack. The
items that Hasanoff and El-Hanafi sent to Suffian , which generally were mailed from a post
office in the UAE to Suffian, included, among other things:

¢ Remote-Controlled Devices. The Doctor asked for a remote-controlled toy car, an

advanced remote control, and a receiver, for use in an explosives attack. The toy car
was intended to serve as a cover, since it would look suspicious if the advanced
remote control and the receiver were sent alone. El-Hanafi sent Suffian an Internet
link with information about the remote control, and Suffian showed those
specifications to the Doctor. Hasanoff then sent Suffian the remote-controlled toy
car, a separate “advanced remote control,” and a receiver. Per Suffian, the advanced
remote control would be used for “explosions,” and the range for the advanced
remote would be “line of sight” or within one’s “eyesight.” Suffian gave the

advanced remote control and receiver to another individual between October and

19 Suffian also asked El-Hanafi and (through El-Hanafi) Hasanoff and the CW whether
they would be willing to conduct a martyrdom operation. El-Hanafi, Hasanoff, and the CW
communicated, via El-Hanafi, that they did not want to do a martyrdom operation, but still
desired to travel for jihad.

13
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December 2008. These items were taken so that they could be sent to the mujahidin
in Somalia.*

e Outerwear and Boots. While in the United States, EI-Hanafi bought three heavy
Columbia brand jackets, designed for cold weather, and three pairs of boots, that he
later mailed to Suffian. Suffian, the Doctor, and another individual kept the jackets.

e Three GPS Devices. El-Hanafi also bought three Garmin GPS units in the UAE and
mailed them to Suffian. The Doctor had one of these GPS devices, and another
individual had the other two.

Suffian also discussed a disagreement that the Americans (that is, EI-Hanafi, Hasanoff,
and the CW) had with the Doctor around October or November 2008. Suffian and the
Americans were frustrated with the Doctor’s failure to facilitate their travel for jihad. Suffian
felt that, to keep the money coming in, the Doctor tried to make Suffian and the Americans
believe that they were going to travel sometime soon and that they were involved in an important
operation. Suffian and El-Hanafi, however, felt that the Doctor was using the money that EI-
Hanafi and Hasanoff were sending only for his own agenda of helping his “needy friends.” El-
Hanafi and Suffian thus agreed to end their relationship with the Doctor.

c. Information Provided by the Doctor

The Doctor characterized himself as a seasoned jihadist who had sworn bayat to an
Egyptian Islamic Jihad leader, who later became al Qaeda’s second-in-command. The Doctor
also readily acknowledged that he long had hoped to conduct an attack on U.S. soil, noting his

hatred of the United States and its policies.

11 syffian did not know if the advanced remote and receiver in fact were ever sent to
Somalia.

14
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The Doctor reported that, in mid-2007, Suffian told the Doctor that he had learned about
three young men with U.S. passports, who wanted to become jihadists and were willing to
provide financial assistance to the “brothers” and to the jihad. According to the Doctor, in
February 2008, El-Hanafi, who at the time was living in Dubai, wanted to meet with the Doctor
in person. El-Hanafi offered to bring cash to support the jihad, and the Doctor also asked that
El-Hanafi bring a computer and an Atlas electronic translation device. Communicating through
Suffian, the Doctor gave instructions for EI-Hanafi’s travel and routine, including providing
advice that EI-Hanafi should shave his beard and avoid suspicious relationships.

El-Hanafi traveled to meet with the Doctor in early February 2008. Upon arriving, El-
Hanafi contacted Suffian, who then brought El-Hanafi to meet the Doctor at a restaurant where
the three of them had dinner. The Doctor was aware of El-Hanafi’s two other associates who
were also U.S. citizens (i.e., Hasanoff and the CW), and assigned each of them fake names to
use. El-Hanafi was “Khaled,” while his two associates were “Tareq” (Hasanoff) and “Umar”
(the CW). After their dinner, the Doctor invited El-Hanafi to check out of his hotel and to stay at
the Doctor’s house. Over the following two days at the Doctor’s house, the Doctor and EI-
Hanafi discussed El-Hanafi’s life in the UAE, Islam, and jihad.

The Doctor’s reporting on El-Hanafi’s two days at his house was identical to Suffian’s
reporting, and also consistent with what El-Hanafi told the CW. During this time, El-Hanafi
swore bayat to the Doctor and pledged to obey the Doctor and to “listen to him.” EIl-Hanafi
delivered to the Doctor a laptop computer and an Atlas translation device, which were for the
Doctor’s own use. El-Hanafi also gave the Doctor $12,000 in cash, understanding that the
money would go to support the families of the martyrs, “the brothers,” and others “in need,” and

agreeing to continue to send the Doctor more money in the future. The Doctor and El-Hanafi
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also discussed jihad and ways of traveling for jihad, and the Doctor recalled that EI-Hanafi
mentioned that he had attempted to travel to Iraq, via Syria, to engage in jihad, but was unable to
make it to Irag. The Doctor instructed El-Hanafi to tell his two American associates (Hasanoff
and the CW), who also wanted to travel with EI-Hanafi for jihad, that they should not
communicate with a particular individual, who the Doctor considered to be a security risk. After
El-Hanafi spent two days at the Doctor’s house, the Doctor drove El-Hanafi to Suffian so El-
Hanafi could return to the UAE. Prior to El-Hanafi’s departure, they arranged that the Doctor’s
future communications with El-Hanafi would be through Suffian.

The Doctor also reported that he learned that EI-Hanafi in fact told Hasanoff and the CW
about “a brother (i.e., the Doctor) in jihad” who could help them travel to engage in jihad. The
Doctor also learned that Hasanoff and the CW affirmed that they were “with” the Doctor, which
the Doctor understood to mean that Hasanoff and the CW had sworn bayat to him through EI-
Hanafi. Under the Doctor’s understanding of their hierarchical arrangement, El-Hanafi was
under his (the Doctor’s) command for all matters of jihad.

The Doctor explained that, as they had agreed, he continued to communicate with El-
Hanafi after the February 2008 trip through Suffian’s email account. In addition, in Internet chat
sessions, the Doctor and El-Hanafi discussed ways that El-Hanafi could send additional money.
One suggestion was sending a used car that the Doctor would sell. The Doctor, however,
abandoned this option after determining that it would not be profitable. El-Hanafi also offered to
have money hand delivered to the Doctor, but the Doctor declined this option and instructed El-
Hanafi not to send anyone from the UAE. The Doctor also learned that EI-Hanafi compiled
about $50,000 in November 2008, but the Doctor never received this money. The Doctor

estimated that, in 2008, El-Hanafi sent several Western Union wire transfers, totaling
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approximately $8,000, $4,000 of which was sent prior to EI-Hanafi’s February 2008 trip. The
Doctor recalled that EI-Hanafi would generally send $1,000 at a time, split into two $500 wire
transfers, with transfer one sent through Western Union and the other sent through a money
exchange. The transfers that occurred prior to EI-Hanafi’s visit were received by Suffian. The
Doctor reported that EI-Hanafi used different fake names each time he made these wire transfers.
Generally, El-Hanafi would send the money about two or three days after receiving a request for
the money from Suffian. In total, the Doctor estimated that he received about $20,000 from El-
Hanafi. The Doctor believed that EI-Hanafi, Hasanoff, and the CW thought that the money they
were sending to him was for their future training. The Doctor reported that he gave some of the
$12,000 that El-Hanafi delivered to families in need --- appearing to refer to families of
purported “martyrs” and others who had died in fighting jihad --- and that he also bought two
cars with the remainder of the money. The Doctor intended to resell those cars for profit, so he
would be able to send additional money to those families.

The Doctor also discussed the items that EI-Hanafi, Hasanoff, and the CW sent to him
and Suffian. The Doctor, who wanted to send shoes and jackets to the “brothers,” asked El-
Hanafi (through Suffian) to send these items to Suffian. Fulfilling these requests, EI-Hanafi sent
the Doctor three heavy, cold weather reversible jackets and three pairs of boots prior to El-
Hanafi’s February 2008 visit. The Doctor reported that, although the boots and jackets were
originally meant to be used by the Americans (i.e., Hasanoff, EI-Hanafi, and the CW) for when
they travel for jihad, the Doctor instead kept a jacket and a pair of boots for himself, and
provided the others to Suffian and another individual. In addition, as Suffian also reported, El-
Hanafi sent to the Doctor, at different times, a GPS device, binoculars, and a remote-control toy

car. The Doctor described the remote-control car as being about a foot long, battery-powered,
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and with a remote control and three other pieces. El-Hanafi believed that the range for the
remote was less than a kilometer. The Doctor explained that, during his time engaging in jihad
in Afghanistan against the Soviets, he learned about explosives and he wanted the remote-control
car to help him learn about new explosives technology. The car was given to Suffian around
November 2008.

According to the Doctor, El-Hanafi asked the Doctor to arrange for El-Hanafi, Hasanoff,
and the CW to travel to any jihad arena, whether it be Irag, Afghanistan, or Somalia, where they
would receive military-style training and then engage in fighting. The Doctor noted that the
Americans (El-Hanafi, Hasanoff, and the CW) continued to make requests to travel for training
and jihad, but the Doctor repeatedly told them their path to travel was not clear. The Doctor
believed that these individuals would be more valuable assets in connection with potential future
attacks on U.S. soil, than they would be were they to travel to Afghanistan, Pakistan, Somalia, or
another front to fight. As discussed below, the Doctor took advantage of Hasanoff’s travel to the
United States to have him conduct surveillance of a domestic target for a possible terrorist attack.

The Doctor also reported that, around November 2008, a dispute arose between him,
Suffian, and the Americans (El-Hanafi, Hasanoff, and the CW), concerning the Doctor’s use of
the money and equipment that the Americans were sending him. According to the Doctor,
Suffian told the Americans that the Doctor was the hindrance to their path to jihad, and the
Americans and Suffian were growing impatient with the Doctor’s failure to facilitate their travel
and training for jihad.

The Doctor reported that, around December 2008, he made efforts to contact EI-Hanafi to
alleviate this problem. After eventually making contact, the Doctor and El-Hanafi opened an

email account so they could communicate. According to the Doctor, El-Hanafi indicated by
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email in December 2008 that he (EI-Hanafi) was going to jihad. The Doctor responded that he
wanted to take advantage of El-Hanafi and had long-term plans for El-Hanafi, Hasanoff, and the
CW, concerning something in the future in America.
5. Hasanoff’s Surveillance of the New York Stock Exchange

In addition to information on El-Hanafi’s February 2008 trip, FBI interviews of Suffian
and the Doctor revealed that, during El-Hanafi’s February 2008 trip to Yemen, the Doctor gave
El-Hanafi --- and through El-Hanafi, Hasanoff --- an assignment that related to possible plans for
an attack on U.S. soil. Both Suffian and the Doctor reported that EI-Hanafi was tasked to direct
Hasanoff to conduct surveillance of the New York Stock Exchange, and that Hasanoff in fact
conducted that surveillance and reported to Suffian and the Doctor what he (Hasanoff) had
learned. Both detainees are remarkably consistent in their reporting about Hasanoff’s
surveillance, and their statements are corroborated by emails written by El-Hanafi and Hasanoff.

Specifically, the Doctor stated that he had contemplated an attack on the New York Stock
Exchange, but that he had very little information about the site, including its location, size and
security. Accordingly, the Doctor asked that Hasanoff perform surveillance of the New York
Stock Exchange, which information the Doctor hoped would be beneficial for purposes of
planning an attack in the United States. In the Doctor’s eyes, Hasanoff, EI-Hanafi, and the CW
were ideal for these plans, and he believed that the three Americans would be better put to use
for attacks on U.S. soil rather than traveling to fight in Afghanistan, Pakistan, Somalia, or
another front. The Doctor also recalled that, around May or June of 2008, El-Hanafi advised him
(through Suffian) that Hasanoff would be traveling from the UAE to the United States. The
Doctor also reported that he received information concerning the New York Stock Exchange

from Hasanoff following that trip.
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Suffian’s account of relevant events is very closely consistent with the Doctor’s account.
Suffian likewise reported that Hasanoff traveled to New York shortly after EI-Hanafi’s visit in
February 2008, on instructions from the Doctor relayed through himself and El-Hanafi."

Suffian and the Doctor’s statements about Hasanoff’s surveillance of the New York
Stock Exchange are strongly corroborated not only by Hasanoff’s travel to New York City, but
also by communications, written over email, that EI-Hanafi and Hasanoff had with Suffian in
August 2008. For instance, on August 4, 2008, Hasanoff wrote a message to Suffian in which
he explained that he had not yet been able to conduct the surveillance because he had been sick,
but planned to do so in the next two days. Specifically, Hasanoff wrote, “How are you brothers?
I am visiting the place you asked about in two days -- | will email you once | have visited there.
Let me know if you need anything more from me while I am here. | have been sick for some
days so | couldn’t go earlier.” At the time Hasanoff wrote this email, he was in the United States,
as he had landed at John F. Kennedy Airport in Queens, New York, on July 29, 2008. On
August 7, 2008, Hasanoff, while still in the United States, wrote another message to Suffian in
which he communicated that he had conducted the surveillance. Specifically, Hasanoff wrote, “I
will find out your request. | have visited the tourist locations you asked me about and will report

to you after two weeks in more detail.”

12 Travel records show that Hasanoff flew from Dubai to John F. Kennedy Airport in
New York City on July 29, 2008, and that he flew back from John F. Kennedy Airport to Dubai
on August 15, 2008.

13 Both Hasanoff’s and El-Hanafi’s emails to Suffian were written over email accounts
that incorporated the phrase “andcompany@yahoo.com” with different letter combinations
before and after the word “and” that signified the participants in the communication. Suffian
elaborated on how those email accounts were used. For example, Suffian explained to the FBI
that communication between El-Hanafi and Suffian occurred over the
kandscompany@yahoo.com account, with the “k” standing for Khaled, an alias El-Hanafi used,
and the “s” for Salah, an alias Suffian used.
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Hasanoff returned from the United States to Dubai on August 15, 2008. Three days later,
El-Hanafi wrote an email message to Suffian confirming that Hasanoff had returned to the UAE
and promising to provide Suffian with an update in the near future. Specifically, EI-Hanafi
wrote, “Tariq [Hasanoff] is back and al hamidoilallah.** 1 will give you information from him on
his visit and update you in a few days.”

As both the Doctor and Suffian reported to the FBI, Hasanoff subsequently sent the
Doctor a report of his surveillance of the New York Stock Exchange. According to the Doctor,
Hasanoff sent a one-page report to Suffian, via email, which Suffian printed out for the Doctor.
In the report, Hasanoff relayed that the New York Stock Exchange was surrounded by
approximately four streets that were blocked off from vehicular traffic and that someone would
have to walk to the building. The Doctor revealed that, although the information provided by
Hasanoff could be used by someone who wanted to do an operation, he was not satisfied with the
report, and he accordingly disposed of it. (The report apparently lacked sufficient detail about
New York Stock Exchange security matters to be as helpful as the Doctor had hoped.)

6. Hasanoff’s Desire to Receive Military-Style Training and to Fight
Jihad Overseas

Throughout their dealings with the Doctor and Suffian, Hasanoff, EI-Hanafi, and the CW
repeatedly articulated their strong and unwavering desire to travel overseas for the purposes of
receiving military-style training and then fighting jihad. There can be no serious question about
the sincerity of their desire to do so. Suffian, for example, told the FBI that the three Americans
planned on selling their homes and belongings before traveling, clear evidence that they intended
to fight, possibly dying in battle, and not returning to their families. Moreover, as noted above,

the Doctor’s failure to facilitate their travel for the purposes of foreign fighting caused a

1% The phrase, “al hamdillah,” is an Arabic expression that translates to, “Praise to God.”
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significant rift in the relationship between not only Hasanoff and El-Hanafi and the Doctor, but
also between Suffian and the Doctor.

By the end of 2008, Hasanoff, EI-Hanafi, and the CW were awaiting instructions from
the Doctor and were preparing to be sent to fight in Afghanistan or Irag. If they were directed to
go to Afghanistan, they would have had to travel first to Pakistan and to wait there until al Qaeda
secured a route to Afghanistan. If they were instructed to go to Iraq, they would have traveled to
either Syria or Saudi Arabia, and then would have crossed into Irag. Hasanoff and El-Hanafi
previously had traveled to Syria and Turkey in an unsuccessful attempt to travel to Iraq to join in
the fighting.

Hasanoff, EI-Hanafi, and the CW regularly discussed the possible locations where they
could fight, including Afghanistan, Iraq, and Somalia. In electronic communications throughout
2009, Hasanoff, EI-Hanafi, and the CW discussed, using slightly coded language, their desire to
fight, their general efforts to support terrorist causes overseas, and how they might identify
additional contacts within al Qaeda who could facilitate their travel. According to the CW,
during these communications, the CW participated from the United States, while Hasanoff and
El-Hanafi were together in the UAE. *°

Thus, for example, in a January 24, 2009 electronic communication involving Hasanoff
(attached as Exhibit C), ElI-Hanafi and the CW, the three men discussed their loss of contact with
the Doctor, and the locations where they could travel for jihad. El-Hanafi wrote, “I lost contact

completely[.] I think something happened over there,” adding, “I think he’s been hospitalized.”

15 As noted, the CW explained that Hasanoff and El-Hanafi were often sitting together at
a computer terminal in the UAE during their communications with the CW in the U.S.
Accordingly, it is sometimes difficult to determine whether Hasanoff or EI-Hanafi is physically
typing each message. Where the particular “speaker” is identifiable either through context or by
information provided by the CW, that person is noted in the text.
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According to the CW, El-Hanafi was referring to losing contact with the Doctor, with
“hospitalized” being code for being in prison --- which he in fact was. The CW told El-Hanafi
that “now it’s time to move on” and noted that they had a “couple of options.” First, Hasanoff,
El-Hanafi and the CW could travel to Yemen to attempt to establish new al Qaeda contacts: “we
either can go visit ur hospitalized friend and then from there . . . we can go to his city . . . and
from there we can pick up a new trip.” Second, they could travel to Afghanistan or another
country in the region to join fighting in support of al Qaeda. Their third option was to travel to
Somalia to support al-Shabaab, a designated foreign terrorist organization that operates primarily
out of Somalia.

El-Hanafi proposed two business ventures that could provide a cover for the true purpose
of their travel: “1) send a car there 4x4 and try to sell it . . . 2) send women’s clothing like the
ones our friend is doing business in.” These businesses also could help sustain them financially
while they sought to establish new contacts to facilitate their travel to receive training and to
fight in jihad.

Hasanoff, EI-Hanafi and the CW also made clear that the purpose of their travel was to
engage in fighting and not return. When El-Hanafi asked, “so our first trip is just to discovery?”,
the CW replied, “noool.] one way[.] and whatever it takes,” further adding, “just remember if
we give it 100%, it’ll give us back everything.” Toward the end of the January 24, 2009 chat,
they determined that traveling to Somalia would be the easiest option, although they would have
to wait until the “airport” was under “their control.” Based on information from the CW, here,
they were referring to al-Shabaab gaining control of the airport --- a reference to the much

fought-over Mogadishu International Airport.
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In a March 7, 2009 electronic communication (attached as Exhibit D), Hasanoff, El-
Hanafi, and the CW continued to speak in coded language about their concern for their former al
Qaeda contacts, i.e., Suffian and the Doctor, and their disappearance’s impact on their ability to
fight. For instance, the CW commented, “I hope the other guys are out of the hospital.”
Suspecting that Suffian and the Doctor had been imprisoned, the group was desperate to
establish new contacts that could facilitate their travel for jihad. In an effort at least in part to
establish a new contact with al Qaeda, Hasanoff and El-Hanafi asked the CW to join them for an
Umrah trip (a pilgrimage to Mecca in Saudi Arabia) around June 2009. Around this time,
Hasanoff and El-Hanafi also reinitiated contact with CC-1. Hasanoff and El-Hanafi hoped that
CC-1, who was involved in facilitating travel for al Qaeda fighters, could help them reestablish
communication with al Qaeda.

Hasanoff, El-Hanafi, and the CW had another electronic communication on June 12,
2009 (attached as Exhibit E). In this communication, Hasanoff, EI-Hanafi, and the CW
discussed their trip to Saudi Arabia, their efforts to make new contacts within al Qaeda, and
concern that their prior al Qaeda contacts had been arrested. The June 12, 2009 conversation
began with El-Hanafi confirming Hasanoff’s presence: “me and the other brother are here.” EI-
Hanafi asked the CW, “have u applied for visa already?”, and the CW responded that he had
started the process. During this conversation, Hasanoff and El-Hanafi recited much of their
history with CC-1 (referred to as “sammy”), Suffian (referred to as “the communicator”), and the
Doctor (referred to as “the manager”):

I need to tell u the story from the beginning so u can have info then we can all

make a decision[.] as u know[,] we met a brother “sammy” a few years ago while

he was here visiting[.] he’s the one that introduced us to the manager and the

communicator. . . . We worked with both sammy and these guys for about 8 or 9

months simultaneously[,] then the manager and the communicator asked us to join
their team officially[.] once we did.....they told us not to speak with sammy at
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all[.] sammy is a very good brother.....but, he is known all over and watched[.]

anyone who is in contact with him....will get the same treatment[.] so they said if

u want us to help u study abroad u need to stop contacting sammyy.]

This account confirms information provided by the CW, Suffian, and the Doctor: Hasanoff and
El-Hanafi met CC-1 in the UAE; CC-1 introduced El-Hanafi to the al Qaeda contacts (the
Doctor, a/k/a “the manager,” and Suffian, a/k/a “the communicator”); Hasanoff and El-Hanafi
agreed to assist al Qaeda (“join their team officially”); and the Doctor instructed El-Hanafi to
cease communications with CC-1, a too-prominent jihadist.

B. Hasanoff’s Guilty Plea

On June 4, 2012, Hasanoff pled guilty to Information S6 10 Cr. 162 (KMW) (the
“Information”), pursuant to a plea agreement with the Government. The Information charged
two counts: (1) providing, and attempting to provide, material support and resources to a
designated foreign terrorist organization, namely, al Qaeda, in violation of Title 18, United States
Code, Section 2339B; and (2) conspiring to provide material support and resources to a
designated foreign terrorist organization, namely, al Qaeda, in violation of Title 18, United States
Code, Section 371.

Pursuant to the terms of Hasanoff’s plea agreement with the Government, the parties
stipulated to an advisory Guidelines offense level of 37, calculated as follows: (1) because
Counts One and Two involve the same act or transaction, the counts are grouped, pursuant to
U.S.S.G. 8 3D1.2(a); (2) the base offense level for the two offenses is 26, pursuant to U.S.S.G. §
2M5.3; (3) because the offenses involved the provision of funds or other material support or
resources with the intent, knowledge, or reason to believe that they were to be used to commit or
assist in the commission of a violent act, two levels are added, pursuant to U.S.S.G. § 2M5.3(b);

(4) because the offenses were felonies that involved, or were intended to promote, a federal
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crime of terrorism, 12 levels are added, pursuant to U.S.S.G. § 3A1.4(a); and (5) a three-level
reduction for acceptance of responsibility is warranted, pursuant to U.S.S.G. § 3E1.1(b), (b). In
addition, although Hasanoff had no prior criminal history, because the offenses were felonies
that involved, or were intended to promote, a federal crime of terrorism, Hasanoff’s Criminal
History Category is VI, pursuant to U.S.S.G. § 3A1.4(b).

Based on this calculation, the parties agreed that the advisory Guidelines range is 360
months to life. However, because the combined statutory maximum sentence for Counts One
and Two is twenty years, the parties stipulated to an applicable Guidelines range of twenty years’
imprisonment. The parties further agreed that, after determining Hasanoff’s ability to pay, the
Court may impose a fine pursuant to U.S.S.G. § 5E1.2 and that, at Guidelines offense level 37,
the applicable fine range is $20,000 to $200,000.

Hasanoff also admitted the forfeiture allegations in the Information. In his plea
agreement with the Government, Hasanoff agreed to forfeit to the United States:

(i) all right, title, and interest in all assets, foreign and domestic, affording a

source of influence over al Qaeda; (ii) all right, title and interest in all assets,

foreign and domestic, acquired and maintained with the intent and for the purpose

of supporting, planning, conducting, and concealing a Federal crime of terrorism

against the United States, citizens and residents of the United States, and their

property; and (iii) all right, title and interest in all assets, foreign and domestic,
derived from, involved in, and used and intended to be used to commit a Federal
crime of terrorism against the United States, citizens and residents of the United

States, and their property.

On or about June 4, 2012, this Court entered a consent order of forfeiture consistent with the
terms of the plea agreement. Under the terms of the plea agreement, payment of forfeiture shall

not be treated as satisfaction of any other penalty that the Court may impose on Hasanoff,

including the imposition of a fine.
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During his guilty plea allocution, Hasanoff acknowledged that he provided, and
conspired to provide, material support and resources to al Qaeda, knowing full well the purpose
and objective of the terrorist group. Hasanoff explained, “Starting in around 2007, | agreed with
other persons to provide material support to a designated foreign terrorist organization,” and that
this “organization was al Qaeda.” Transcript, United States v. Hasanoff, 10 Cr. 162 (KMW)
(June 4, 2012), at 15-16. Hasanoff further admitted that he knew that al Qaeda was a designated
terrorist organization. See id. at 16.

C. The Presentence Investigative Report

The Probation Department issued its Presentence Investigation Report (“PSR”) in this
case on October 15, 2012. In the PSR, the Probation Department calculated an offense level of
37, a Criminal History Category of 1V, and a resulting applicable Guidelines range of 240
months’ imprisonment, in light of the statutory maximum sentence. See PSR { 42-56, 91. This
Guidelines calculation and sentencing range reflected the same offense level and criminal history
calculations contained in the plea agreement. See id.  92.

The Probation Department recommended a term of imprisonment of 13 years’
imprisonment. See PSR p. 21. In arriving at this recommendation, the Probation Department
observed that Hasanoff “willingly participated and actively took steps in furtherance of the
conspiracy to aid” al Qaeda. Id. The Probation Department noted, however, that, because
Hasanoff declined to provide a statement at the time of his presentence interview, “we are
unaware of his motivation to commit the instant offense.” 1d. at pp. 21-22. In addition, the
Probation Department observed that, “during his plea allocution, Hasanoff recited the minimum
requirements for an acceptable plea to the Court.” 1d. at p. 22. The Probation Department thus

observed that, “[b]ecause of his lack of candor, lack of any expression of remorse or an
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explanation for his motivation, we do not believe that Hasanoff has fully accepted responsibility
for his actions.” Nonetheless, the Probation Department recommended a sentence of 13 years’
imprisonment, well below the advisory Guidelines range of twenty years’ imprisonment. In
reaching this conclusion, the Probation Department observed that this District

has been host to large-scale terrorist defendants prior to the convictions of

Hasanoff and El-Hanafi, all of whom potentially could have caused destruction to

the United States and a significant loss of life to its citizens. Some of these

defendants were sentenced to periods of 12 years’ incarceration and some of them

to a term of life incarceration. We believe, as shown by his actions, his personal

circumstances and his apparent intent, that Hasanoff falls more in-line with the

former group of defendants.
PSR p. 22. The Government strongly disagrees with the Probation Department’s analysis and
recommended sentence. The Government also notes that the information from the Doctor and
Suffian, including their reporting on Hasanoff’s surveillance of the New York Stock Exchange,
and the email messages written by El-Hanafi and Hasanoff concerning that surveillance, had not
yet been declassified, and therefore were not considered by the Probation Department at the time
the PSR was drafted.

I1l. ARGUMENT

The offense conduct in this case is enormously serious --- providing material support to al
Qaeda that included money, technical advice, and equipment sought by the terrorist group to
engage in further violence against Americans, and surveilling a potential target in New York
City for a domestic terrorist attack. Against this backdrop, it is frankly hard to see why a lenient,
below-Guidelines sentence would be appropriate here. An American citizen who works with al
Qaeda --- and works to further a terror plot on United States soil --- should be treated as firmly as

the Guidelines envision, both because of the depravity of assisting al Qaeda and because would-

be terrorists must be made aware that the courts of the United States will impose long sentences
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on anyone who would work to assist al Qaeda, especially through actions taken right here in
Manhattan.
A. Applicable Law

The United States Sentencing Guidelines (the “Guidelines”) still provide strong guidance
to the Court in light of United States v. Booker, 543 U.S. 220 (2005) and United States v.
Croshy, 397 F.3d 103 (2d Cir. 2005). Although Booker held that the Guidelines are no longer
mandatory, it held also that the Guidelines remain in place and that district courts must “consult”
the Guidelines and “take them into account” when sentencing. 543 U.S. at 264. “[A] district
court should begin all sentencing proceedings by correctly calculating the applicable Guidelines
range” — that “should be the starting point and the initial benchmark.” Gall v. United States,
552 U.S. 38, 50 (2007).

After that calculation, a sentencing judge must consider seven factors outlined in Title 18,
United States Code, Section 3553(a): “the nature and circumstances of the offense and the
history and characteristics of the defendant,” 18 U.S.C. § 3553(a)(1); the four legitimate
purposes of sentencing, see id. 8 3553(a)(2); “the kinds of sentences available,” id. § 3553(a)(3);
the Guidelines range itself, see id. 8 3553(a)(4); any relevant policy statement by the Sentencing
Commission, see id. 8 3553(a)(5); “the need to avoid unwarranted sentence disparities among
defendants,” id. 8 3553(a)(6); and “the need to provide restitution to any victims,” id. §
3553(a)(7). See Gall, 552 U.S. at 49-50 & n.6.

In determining the appropriate sentence, the statute directs judges to “impose a sentence
sufficient, but not greater than necessary, to comply with the purposes” of sentencing, which are:

(A)  toreflect the seriousness of the offense, to promote respect for the law,
and to provide just punishment for the offense

(B) to afford adequate deterrence to criminal conduct;
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(C)  to protect the public from further crimes of the defendant; and

(D)  to provide the defendant with needed educational or vocational training,
medical care, or other correctional treatment in the most effective manner.

18 U.S.C. 8 3553(a)(2).

Courts may not presume that the appropriate sentence necessarily lies within Guidelines
range, but “the fact that § 3553(a) explicitly directs sentencing courts to consider the Guidelines
supports the premise that district courts must begin their analysis with the Guidelines and remain
cognizant of them throughout the sentencing process.” Gall, 552 U.S. at 50 n.6. Their relevance
throughout the sentencing process stems in part from the fact that, while the Guidelines are
advisory, “the sentencing statutes envision both the sentencing judge and the Commission as
carrying out the same basic § 3553(a) objectives,” Rita v. United States, 551 U.S. 338, 348
(2007), and the Guidelines are “the product of careful study based on extensive empirical
evidence derived from the review of thousands of individual sentencing decisions,” Gall, 522
U.S. at 46; see also Rita, 551 U.S. at 349. To the extent a sentencing court varies from the
Guidelines sentence, “[it] must consider the extent of the deviation and ensure that the
justification is sufficiently compelling to support the degree of the variance.” Gall, 552 U.S. at
50.

B. The Court Should Impose a Guidelines Sentence of Twenty Years’ Imprisonment

Pursuant to Gall, the sentencing analysis starts with the advisory Guidelines range. See
also 18 U.S.C. § 3553(a)(4). The parties agree that in this case, if not for the combined statutory
maximum of twenty years’ imprisonment, the applicable Guidelines range would be 360 months
to life. However, because the combined statutory maximum sentence is twenty years, the

applicable Guidelines range is twenty years’ imprisonment. This Guidelines range reflects the
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considered judgment of the Sentencing Commission, after examining “tens of thousands of
sentences and work[ing] with the help of many others in the law enforcement community over a
long period of time” in an effort to fulfill the same objectives set out in Section 3553(a). Rita,
551 U.S. at 349. The Guidelines “seek to embody the § 3553(a) considerations, both in principle
and in practice,” and accordingly, the Guidelines “reflect a rough approximation of sentences
that might achieve § 3553(a)’s objectives.” Id.

A sentence of twenty years’ imprisonment is appropriate to address the goals of
punishment and deterrence and in light of the nature of the offense in this case. Hasanoff’s
offense is an enormously serious one, both in terms of the nature of his conduct and the length of
his involvement. As noted, Hasanoff’s initiation into extremist ideology began in 2003, when he
was living in Brooklyn, New York, as a naturalized United States citizen. In 2007, Hasanoff
began to provide financial and other forms of support to al Qaeda, and continued to do so
through approximately March 2010. Hasanoff provided various forms of support which he
intended to be utilized to support the mujahidin fighting against his fellow citizens --- American
forces in Afghanistan and other locations overseas. Hasanoff sent not only money, which could
be used in various ways to further acts of terrorism, but also provided a device that he understood
could be modified to trigger an explosive. Moreover, Hasanoff was not only provided support
from afar, but also repeatedly expressed his desire personally to join armed combat against
Coalition forces in Afghanistan and elsewhere. Furthermore, his efforts were not solely directed
abroad. Hasanoff conducted surveillance of the New York Stock Exchange in Manhattan which
was reported back to his terrorist contacts, knowing full well that this surveillance information
was sought so that it could be used for a domestic terrorist attack. Moreover, Hasanoff cannot

claim that influences or difficult circumstances beyond his control led to his desire to engage in
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jihad and assist al Qaeda. Rather, he was financially comfortable, had stable employment, and
enjoyed a supportive and intact family. In all, the length and severity of Hasanoff’s conduct calls
for a term of imprisonment that will not only deter others from engaging in similarly dangerous
conduct, but will also deter Hasanoff from future crimes and protect the public. Nothing less
than a sentence at the statutory maximum of twenty years would accomplish those goals.®

C. The Defense’s Counter-Arguments Are Unavailing

1. The Guidelines Terrorism Enhancement Does Not Overstate the
Seriousness of this Offense

The application of U.S.S.G. § 3A1.4(a) does not overstate the seriousness of Hasanoff’s
criminal conduct. In 1994, Congress mandated that the Sentencing Commission provide for a
Guidelines enhancement for terrorism offenses to ensure that those convicted of such crimes
receive punishment commensurate with the extraordinary nature of their conduct. See United
States v. Stewart, 590 F.3d 93, 172 (2d Cir. 2009) (citing Violent Crime Control and Law
Enforcement Act of 1994, Pub. L. 103-322, § 120004, 108 Stat. 1796, 2022). The resulting
“terrorism enhancement” at U.S.S.G. 8 3A1.4 reflects Congress’s intent that defendants
convicted of terrorism offenses serve sentences appropriate to their uniquely dangerous crimes.

As Judge Walker explained in his concurrence in Stewart:

18 pyrsuant to the Consent Order of Forfeiture, Hasanoff must forfeit to the Government,
among other things, “all right, title and interest in all assets, foreign and domestic, derived from,
involved in, and used and intended to be used to commit a Federal crime of terrorism against the
United States, citizens and residents of the United States, and their property.” Based on
information provided by the CW, Suffian, and the Doctor, Hasanoff and El-Hanafi sent to
Suffian and the Doctor approximately $67,000. In addition, Hasanoff and El-Hanafi provided
such items as a laptop computer, an Atlas translation device, a remote-control car with an
advanced remote control and receiver, three heavy jackets, three boots, three GPS devices,
binoculars, and two Casio G-Shock watches. Taking into account the value of these items, the
Government estimates the total amount of forfeiture for Hasanoff and El-Hanafi to be $70,000,
for which Hasanoff and El-Hanafi should be jointly and severally liable.
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The import of this enhancement “could not be clearer’: It reflects

Congress’ and the Commission’s policy judgment ‘that an act of

terrorism represents a particularly grave threat because of the

dangerousness of the crime and the difficulty of deterring and

rehabilitating the criminal, and thus that terrorists and their

supporters should be incapacitated for a longer period of time.’
Id. at 172-73 (quoting Meskini, 319 F.3d at 91-92). The enhancement appropriately assesses the
seriousness of the offense in this case. As noted, the defendant is a naturalized U.S. citizen who
turned his back on this country when he engaged in a conspiracy with the goal of supporting a
terrorist organization that targets Americans. Moreover, the defendant’s commitment to support
terrorism was not a momentary lapse in an otherwise law-abiding life, but rather spanned several
years. In connection with that offense, Hasanoff and his co-conspirators did more than exhibit a
philosophical commitment to the cause, they provided real support in the form of money,
technical training and equipment; sought a pathway to fight on behalf of al Qaeda overseas; and
provided information which presumably would be used in connection with a domestic terrorist
attack. This conduct falls squarely within the kind of dangerous activity that Congress has
deemed worthy of significant punishment through the application of the terrorism enhancement.
To vary downward to the extent requested by the defense would thwart Congress’s intent to
ensure that acts of terrorism are severely punished and disregard the nature of the defendant’s
conduct.

Further, the enhancement’s impact on Hasanoff’s applicable Criminal History Category

(“CHC”) does not “constitute a gross overstatement of his criminal history,” as the defense

suggests. Deft. Sent. Ltr. at 12.*" Rather, the effect of the enhancement on the applicable CHC

71t should be noted that Hasanoff’s argument for a downward departure based on his
Criminal History Category is expressly barred by his Plea Agreement and should be denied.
Deft. Sent. Ltr. at 12, 14. As made clear on page 4 of Hasanoff’s Plea Agreement:
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reflects the Commission’s assessment of the need for deterrence and likelihood of recidivism in
terrorist offenses. As the Second Circuit has previously recognized, “the Sentencing
Commission had a rational basis for creating a uniform criminal history category for all terrorists
under [U.S.S.G.] 8 3A1.4(b), because even terrorists with no prior criminal behavior are unique
among criminals in the likelihood of recidivism, the difficulty of rehabilitation, and the need for
incapacitation.” Stewart, 590 F.3d at 143 (citing Meskini, 319 F.3d at 92).

The enhancement accurately reflects the risk of recidivism in this case. The defense
articulates numerous factors which, they contend, suggest that Hasanoff is unlikely to recidivate,
including his age, “long history as a productive member of society,” and the punishment he has
already suffered, including the loss of his business and the strain on his loved ones. Deft. Sent.
Ltr. at 51, 53. However, almost all of those considerations were present before and during the
time period of the offense and did not serve to deter Hasanoff’s conduct in any way. If anything,
the fact that Hasanoff enjoyed a supportive family, work and social life and was an integral, if
not essential, contributor to the financial and personal well-being of so many family members
and associates, yet was nonetheless willing to abandon all of that for the opportunity to fight on
behalf of a terrorist organization, suggests a likelihood of recidivism. Moreover, his contention

that no actual harm resulted from his conduct, and his failure to acknowledge the significance of

The parties agree that neither a downward nor an upward departure from the
Stipulated Guidelines Sentence set forth above is warranted. Accordingly, neither
party will seek any departure or adjustment pursuant to the Guidelines that is not
set forth herein. Nor will either party suggest that the Probation Office consider
such a departure or adjustment under the Guidelines, or suggest that the Court sua
sponte consider any such departure or adjustment.

When Hasanoff entered his guilty plea before this Court on June 4, 2012, he confirmed that he
fully understood the terms of the plea agreement that he entered with the Government. See
Transcript, June 4, 2012, at p. 14. To the extent the defense wishes to argue that the Guidelines
overstate the defendant’s criminal history, the argument should be made under 18 U.S.C. §
3553(a).
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his surveillance of the New York Stock Exchange, discussed infra, suggest that Hasanoff still
lacks a full appreciation of his criminal conduct.

Furthermore, despite the defense’s contrary assertion, a Guidelines sentence here would
not run afoul of the concerns articulated in United States v. Dorvee, 616 F.3d 174 (2d Cir. 2010).
The Second Circuit’s decision in that case was based in part on its assessment that the relevant
Guideline was “irrational[]” and, “unless carefully applied, [could] easily generate unreasonable
results.” 616 F.3d at 187-88. By contrast, the Second Circuit has expressly endorsed the
“rational[ity]” of the terrorism enhancement. See Meskini, 319 F.3d at 92. Further, this case
does not implicate Dorvee’s concern about “Guidelines projections near or exceeding the
statutory maximum, even in run-of-the mill cases.” See Deft. Sent. Ltr. at 8-11 (quoting Dorvee,
616 F.3d at 186). As described at length in the Government’s submission, this case is not “run-
of-the-mill.” The defendant’s U.S. citizenship, the length of his involvement in the conspiracy,
the various kinds of support provided, his willingness to travel to fight on behalf of al Qaeda
overseas, and his provision of information concerning the New York Stock Exchange merit a
sentence at the statutory maximum.

2. A Term of Imprisonment of Twenty Years Would Not Create
Unwarranted Sentencing Disparities

The defendant contends that a sentence of twenty years would create an unwarranted
disparity as compared to sentences handed down to similarly situated defendants, and even
defendants who have committed more serious crimes. See Def. Ltr. at 30-39. As set forth
below, a twenty-year sentence is commensurate with the defendant’s criminal conduct and would
not create unwarranted sentencing disparities. A term of imprisonment of 20 years would
properly reflect the seriousness of the conduct at issue. In advocating for a sentence of 13 years’

imprisonment, and emphasizing “the need to avoid unwarranted sentence disparities among
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defendants with similar records who have been found guilty of similar conduct,” 18 U.S.C. §
3553(a)(6), Hasanoff cites an extensive list of sentences imposed in prior terrorism cases across
the country. See Deft. Sent. Ltr. at 30-39. Hasanoff, however, fails to demonstrate that his
conduct — providing material support and resources for al Qaeda, including surveillance of a
high-profile institution in a major metropolitan area for purposes of a potential future attack — is
any way similar to the conduct of the defendants in the panoply of cases he cites.

Moreover, a number of the defendants that Hasanoff refers to who were convicted of
providing material support to a terrorist organization received sentences either at or close to the
applicable statutory maximum. See, e.g., United States v. Shah, 05 Cr 673-LAP (S.D.N.Y.);
United States v. Hashmi, 06 Cr. 442-LAP (S.D.N.Y.). In addition, unlike Hasanoff, a number of
the defendants mentioned by Hasanoff had cooperated with the Government and received the
benefit of their cooperation at sentencing. See United States v. Lindh, 02-Cr-00037-TSE (E.D.
Va.); United States v. Goba, 02-cr-00214-WMS-HKS (N.D.N.Y.); United States v. Alwan, 02-
cr-00214-WMS-HKS (N.D.N.Y.); United States v. Mosed, 02-cr-00214-WMS-HKS (N.D.N.Y.);
United States v. Taher, 02-cr-00214-WMS-HKS (N.D.N.Y.); United States v. Galab, 02-cr-
00214-WMS-HKS (N.D.N.Y.); United States v. al-Bakri, 02-cr-00214-WMS-HKS (N.D.N.Y.)

Finally, the defendant purports to compare his case to those prosecutions that were the
result of undercover or “sting” operations. While there is no doubt that the defendants in those
cases engaged in serious, criminal conduct, those cases are inapposite to the facts here because,

in the vast majority of sting operations, the terrorist plot does not pose a risk of harm to the
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public because of the involvement of undercover law enforcement personnel. Such was not the
case here.*®

3. This Court Should Reject Hasanoff’s Purported Lack of Harm and
Terrorism Contacts as a Basis for a Non-Guidelines Sentence

The defense contention that “[no] negative consequences result[ed] from Mr. Hasanoff’s
offense conduct,” Deft. Sent. Ltr. at 21, and that he was a “victim[] of a rudimentary fraud to a
greater degree than [he] ever [was a] perpetrator[] of terrorism-related crimes,” Deft. Sent. Ltr. at
27, is neither factually supported nor a sound basis for leniency in this case. First, Hasanoff and
his co-conspirators provided a significant sum of money and numerous other goods --- including
an advanced remote control device, boots, binoculars, and GPS equipment --- to Suffian and the
Doctor, a self-described jihadist. However these items were ultimately used, it was plainly
Hasanoff’s intention that they be used to assist al Qaeda.

Further, at least some portion of the money Hasanoff and his co-conspirators provided
was passed along to “needy” individuals, which were described to include the families of
martyrs, “the brothers,” and others “in need.” Such payments to support the families of
individuals who died in support of al Qaeda’s terrorist agenda are clearly harmful in that they
incentivize and support terrorist activity. In addition, Suffian reported that the remote controlled
car with advanced remote and receiver that Hasanoff purchased, which was requested for the
purpose of an explosive operation, was passed on to another individual between October and
December 2008. What use was made of that device cannot be definitively known, but certainly

could be devastating. Finally, Hasanoff’s co-conspirator, EI-Hanafi, who has sophisticated

'8 The Government further notes that Hasanoff’s citation to “the average sentence for
persons charged with terrorism” as 236 months or 19.7 years is slightly misleading. See Deft.
Sent. Ltr. at 40. As the report to which Hasanoff cites points out, that average was not a true
average because it did not adequately account for life sentences, but instead treated each life
sentence as if it was a sentence of 30 years’ imprisonment.
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technical know-how, instructed the Doctor on ways to covertly communicate over the internet.
Such technical instruction is valuable and serves to potentially thwart future law enforcement
efforts to combat terrorism. In sum, while the specific consequences of Hasanoff and his co-
conspirator’s support cannot be known for certain, the potential impact of his contributions and
his unwavering intent to provide them is significant, and his categorical assertion that no
negative consequences flowed from his actions is patently inaccurate. Moreover, it certainly
cannot be said that the Doctor’s request for information concerning the New York Stock
Exchange, and Hasanoff’s willing provision of same, amounts to some sort of fraud perpetrated
on him. Although Hasanoff’s information was ultimately discarded, the Doctor described a
sincere interest in targeting locations in the United States and further stated that he, lacked
information about the Stock Exchange, including such rudimentary information as its location,
size, and security and had tasked Hasanoff to collect information for that reason.

In particular, Hasanoff’s contention that he “never had any access to terrorism networks
or Islamic extremists,” Deft. Sent. Ltr. at 27, is simply inaccurate. El-Hanafi and Hasanoff made
contact in the UAE with CC-1 --- an individual affiliated with al Qaeda who was able to
facilitate an introduction for El-Hanafi and Hasanoff to the Doctor and Suffian. Indeed, CC-1 in
fact put EI-Hanafi in contact with Suffian and Suffian then arranged for El-Hanafi to travel to
Yemen to meet with Doctor. As the Doctor admitted during his FBI interview, he is a career
jihadist who has fought in Afghanistan against the Soviets, has knowledge about explosives, and
was dedicated to conducting a terrorist attack on U.S. soil because of his deep-seated hatred for
America. To be clear, Hasanoff aspired to make contact with “terrorism networks” --- and he

succeeded.
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Second, to the extent that the harm caused by Hasanoff’s conduct was not as significant
as it could have been, the Court should not discount his sentence because --- despite his genuine
efforts and due to events beyond his control --- he did not fully accomplish his criminal
intentions. Congress and the Sentencing Commission did not condition application of the
terrorism enhancement on the achievement of actual harm. While the Second Circuit has noted
that it is not unreasonable for the sentencing court to consider the absence of harm or injury
when determining a just sentence, Stewart, 590 F.3d at 139, the Court nonetheless noted that the
existence of actual injury is often a “fortuitous” result unrelated to the defendant’s actual
intentions. It is for this reason that Judge Walker commented:

Actual harm is a flawed metric when determining culpability in material support

prosecutions. Precisely because of the devastating consequences at stake, it is,

and should be, the focus of enforcement authorities to make every effort to

prevent those consequences before they occur. When enforcement authorities are

successful, it is to their great credit and their efforts should in no sense lessen the

deterrent effect of punishment by conferring a sentencing benefit on those whose
efforts were thwarted.

Id. at 178. While Hasanoff could not control how the recipients of his support would utilize
those materials, he certainly intended for those materials to be used to support al Qaeda’s goals
and to facilitate his pathway to fight on behalf of al Qaeda.

Finally, Hasanoff’s conduct with respect to the New York Stock Exchange bears noting
in this context. It is not disputed that Hasanoff was asked to provide certain information
concerning the New York Stock Exchange, which presumably would be used in connection with
a terrorist attack. It is also not disputed that Hasanoff did perform that task, and provided at least
some information to the Doctor, whom Hasanoff believed was a seasoned anti-American jihadist
who could secure Hasanoff and his co-conspirators access to fighting American forces abroad.

In his submission, Hasanoff attempts to downplay this egregious conduct with the self-serving

assertion that he “did not intend to join or participate in, any plan to conduct any violent activity
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within the U.S.,” but provided certain information about the New York Stock Exchange because
he believed the request was in reality an attempt to assess his “commitment to engage in jihad
overseas.” Deft. Sent. Ltr. at 30. Accordingly, Hasanoff claims to have attempted to strike a
delicate balance between providing information that would “satisfy the Yemeni detainees that
[Hasanoff] was indeed committed to jihad” but that he “believed would not be helpful” for an
actual attack. Deft. Sent. Ltr. at 30. Neither the Government nor the Court can divine
Hasanoff’s true intent. But, even accepting Hasanoff’s self-serving explanation as true, this
incident is extremely telling for two important reasons. First, it exhibits the sheer strength of
Hasanoff’s personal desire to engage in jihad. It is simply appalling that Hasanoff, a U.S.
citizen, would willingly travel from the UAE to the United States and perform surveillance of a
high-profile and well-trafficked location to provide to an individual bent on harming Americans
as the price of his admission to himself fight Americans abroad. Second, this incident reveals
that Hasanoff was willing to take the risk that he would contribute to a potentially devastating
attack in New York City in order to achieve his objective of overseas jihad. In sum, this incident
exhibits the force of Hasanoff’s desire and commitment to further the anti-American objectives
of a terrorist organization. Hasanoff should not receive a sentencing benefit simply because his
criminal conduct was thankfully not as devastating to the public safety as it might have been.

4, This Court Should Consider the Information Provided by Suffian and
the Doctor When Imposing Hasanoff’s Sentence

Hasanoff argues that the Court should not consider the interviews of the Doctor and
Suffian, as reported in FBI interview reports, arguing that the information is hearsay and violates
Hasanoff’s rights under the Fifth and Sixth Amendments. See Deft. Sent. Ltr. at 22-24.
Hasanoff does not appear to dispute the accuracy of the information contained in the interview

reports of the Doctor and Suffian, but rather contends that the Court should decline to take that
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information into consideration as a matter of law. He is wrong. Under well-settled law, the
Court should consider these statements as they contain powerful indicia of reliability.

The two detainees --- known to Hasanoff as the Doctor and Suffian --- are not available
and cannot be called as witnesses at a sentencing hearing. However, while their statements
would not have been admissible at trial, they may be considered at sentencing, where hearsay is
admissible. The defendant’s argument that reliance on the testimony regarding detainee
interviews would violate the Confrontation Clause of the Sixth Amendment is wrong. The
Second Circuit has squarely rejected this argument.

In United States v. Martinez, 413 F.3d 239 (2d Cir. 2005), the defendant appealed his
sentence on the ground that the district court relied on hearsay testimony in determining the
application of a sentencing enhancement in violation of his Fifth and Sixth Amendment rights.
Martinez, 413 F.3d at 241. As to the Sixth Amendment claim, the Second Circuit affirmed the
district court’s sentencing decision in which it relied on hearsay testimony at the Fatico. The
Second Circuit noted that the Confrontation Clause does not apply in the sentencing context as it
does at trial. The Martinez court stated,

Both the Supreme Court and this Court . . . have consistently held that the right of

confrontation does not apply to the sentencing context and does not prohibit the

consideration of hearsay testimony in sentencing proceedings.
Id. at 242. See also United States v. Reese, 33 F.3d 166, 174 (2d Cir. 1994) (*“when determining
sentence, a sentencing court is free to consider hearsay evidence”); Fed. R. Evid. 1101(d)(3)
(hearsay rule inapplicable at sentencing); 18 U.S.C. § 3661 (“No limitation shall be placed on the
information concerning the background, character, and conduct of a person convicted of an

offense which a court of the United States may receive and consider for the purpose of imposing

an appropriate sentence.”).
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Hasanoff also contends that the statements by the Doctor and Suffian are unreliable and
therefore should not be considered. See Def. Sent. Ltr. at 22, 25. Hasanoff primarily argues that
the Doctor and Suffian’s statements should not be credited because they were likely tortured
while in custody by foreign officials at times other than when the FBI conducted its interviews.
See id. at 25-27. The defendant, however, provides nothing beyond pure speculation as to
whether these particular detainees (the Doctor and Suffian) were in fact tortured. Such
speculation is insufficient as a grounds to discount the statements. Cf. United States v. Holy
Land Foundation for Relief and Development, 3:04-CR-240-G, 2007 WL 2059722, at *5-6 (N.D.
Tex. July 16, 2007) (rejecting motion by defendant to preclude expert from relying on hearsay
allegedly obtained as a result of torture in absence of evidence of torture).'® Importantly, the
detainees’ statements bear powerful “indicia of reliability,” United States v. Slevin, 106 F.3d
1086, 1091 (2d Cir. 1996), as the statements are strongly corroborated by other evidence in this
case. First, both detainees were interviewed separately and on different dates, and, as described
supra, their accounts of their dealings with ElI-Hanafi and Hasanoff, including Hasanoff’s
surveillance of the New York Stock Exchange, are remarkably consistent. Second, the CW
provided information entirely consistent with that provided by both the Doctor and Suffian,
regarding El-Hanafi’s trip to Yemen in February 2008; the support Hasanoff, El-Hanafi, and the
CW provided to the Doctor and Suffian; and the taskings they received from the Doctor and

Suffian.

19 The facts of United States v. Ghailani, 743 F.Supp.2d 261 (S.D.N.Y. 2010), which the
defendant cites to in support of his argument to disregard the statements of the Doctor and
Suffian are not instructive. Def. Sent. Ltr. at 27. For example, in Ghailani, for purposes of the
motion to preclude the testimony of a Government witness, the Government did not dispute that
the statements of the defendant that led to the discovery of the witness were obtained through
coercion. See Ghailani, 743 F.Supp.2d at 267. Here, there is no evidence of such coercion.
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And in particular, the information that both the Doctor and Suffian provided about the
surveillance of the New York Stock Exchange is particularly reliable in light of the extensive
corroboration from independent evidence. First, travel records show that Hasanoff flew from
Dubai to John F. Kennedy Airport in New York City on July 29, 2008, and that he flew back
from John F. Kennedy Airport to Dubai on August 15, 2008. In addition, there were multiple
communications over email by Hasanoff and El-Hanafi regarding Hasanoff’s surveillance of the
New York Stock Exchange. On August 4, 2008, Hasanoff wrote to Suffian, explaining that he
had not yet been able to conduct the surveillance because he had been sick, but “am visiting the
place you asked about in two days.” Three days later, on August 7, 2008, Hasanoff wrote
another message to Suffian confirming that he had conducted the surveillance, stating that he had
“visited the tourist locations you asked me about and will report to you after two weeks in more
detail.” Then, on August 18, 2008, after Hasanoff had returned to Dubai, EI-Hanafi wrote to
Suffian confirming that Hasanoff returned (“Tariq is back’) and promising that he “will give you

information from him on his visit and update you in a few days.”

43



Case 1:10-cr-00162-KMW Document 126 Filed 05/31/13 Page 46 of 47

IV. CONCLUSION
For the reasons set forth above, the Court should impose a sentence at the statutory
maximum of twenty years’ imprisonment, should order forfeiture in the amount of $70,000 for
which the defendant are jointly and severally liable, and should impose a fine.

Dated: New York, New York
May 31, 2013

Respectfully submitted,

PREET BHARARA

United States Attorney for the

Southern District of New York

Attorney for the United States of America

By: /sl
John P. Cronan / Aimee Hector
Glen A. Kopp / Michael D. Lockard
Assistant United States Attorneys
Tel.: (212) 637-2779/2203/2210/2193
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To:
Re:

03/12/2009

Synopsis: !I. To document interviews conducted on 03/10/2009,
03/11/2009, and 03/14/2009 of captioned subject [EEEY 0

Administrative: -
capacity as an FBI detai
interviews.

e |, who was acting in the
, was also present during the

lee

Details: § On 03/10, 03/11, and 03/14/2009, FBI personnel
conducted direct interviews of captioned subject Deﬁk@e&(ﬁﬂéﬁéﬁ#i
eleiredtogesubiec,. - o0 o 0

IIH The interview on 03/10/2009 began at approximately 4:35pm
and lasted until approximately 10:30pm (there was a prayer break from
6:30pm until approximately 7:30pm). On 03/11/2009, the interview
began at approximately 4:00pm and concluded at approximately 9:00pm
{(there was a prayer break from 6:30pm until approximately 7:45pm).
On 03/14/2009, the interview began at approximately 3:50pm and was
concluded at 9:00pm (there was a prayer break from 6:30 - 7:30pm) .
During the interviews, Subject was offered food and water. The
interviews were conducted with the interviewers primarily speaking
in English and the Subject speaking in Arabic (mostly Egyptian
dialect), with FBI Linguist providing translation. Subject
comprehends English rather well and provided some responses in
English.

Methods of Communication by Subject and His Associates:

III Subject provided the following information regarding his
and his associates' methods for communication:
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To: - oo
Re: B0 CEEEEEESE, 03/12/2009

: L . . . - o .| was created by
"Khaled" and Subject to communicate with each other. Subject advised that the "k" is for
Khaled and the gelgis==08 Salah is Subject's alias, which Subject provided to the
Americans (Khaled Tarl and Umar). Subject advised that the last letter in the email
address before g STl el would be changed from time to time, along with the
password. Khaled would be respon51ble for creating a new email account and password
and providing it to Sub'ect Khaled would wrlte an enct ted message,
s ‘ . advising Subject of the new
account and password. Subj ect used this emall account the last time
he communicated with Khaled, approximately 2 days before he was
arrested. Subject stated he believed that Khaled must know
Subject was arrested because communication between the two was
stopped. Subject further explained that Khaled would check the
almost every day. If Subject were to be released
from prison, he did not think the Americans (Khaled, Tariq, and
Umar) would continue to check the account, or they would be
suspicious, due to the length of time with no contact in the
account. Additionally, Subject advised that [Bcifssre @
had access to this email account and password.

- Subject advised that he and Khaled utlllzed approximately
20, maybe more, variations of the [Eiflsee s il ' - email
accounts. He clarified that all of the variants of the email account
started with gelhsbederige | (with no variants in that portion). The
only changes were between the BgH in company and the m symbol prior
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To:
Re: , 03/12/2009
the f lie & =1, Subject stated that Khaled (who controlled all the

changes in the variants) would either enter a letter, two letters,
a letter and number, or two numbers (in the space between the E and
the @ sign). Letters ? through “ were possible variations used
between the ﬂ and the 8 sign. Additionally, Subject specifically
indicated that email accounts utilizing "c","d","j" were pOSSlbly
utilized (as such kandscompanyc@yahoo.com; kandscompanyd@yahoo com:and
e e ceigl were all possible variants of the email he used
to communicate with Khaled. Also, the passwords of these new email
accounts varied significantly from the previous passwords and were
usually "long sentences".

{(Note: Subject positively identified a photograph (E.42) of Wesam
Al-Hanafi as "Khaled".)

Bl In addition to Subject's email accounts, he utilized the following mail box in [ to
receive three packages from Khaled sent from the government post office in the U.A.E.

11680 (or 11860, his recollection was unclear)
This box was located at an Express Mail Service store in

III Subject also maintained three cellular telephones.

Subject had 3 mobile telephone numbers:

-One he used to contact Lo
-One he used to contact .
~Personal cell phone [Ei

III Subject utilized public telephones (call centers) to
contact Khaled. Subject clarified that he was in regular telephonic
contact with and that is why he had
special designated telephones to contact them. Meanwhile, Subject
primarily utilized email to communicate with Khaled. Subject
explained that he had telephoned Khaled less than ten times and the
last time he called Khaled was approximately two months before
Subject was arrested (this would put the last telephonic contact
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To: '
Re: ., 03/12/2009
circa approx. November 2008). Additionally, Subject stated he only

used his personal cellular phone for personal matters, while using
the other two phones for matters related to the jihad. Subject
advised that he stored — telephone number in Sub'ect S
phone and saved it under another name (unspecified). s

numbers were the only numbers stored in hlS phone
designated for those two associates.

- Separately, Subject denied ever calling the United States.
He claimed he had distant relatives in the U.S. from his father's
side but never called them. Subject further stated that he never
let anyone use his mobile phones to call the U.S. or anywhere else.
Subject stated his relatives previously resided in Manhattan and now
res:Lded 1n the U. A E. Subject 1dent1f1ed h:Ls relatlves as @ .

H Subject would purchase new SIM cards/new phone numbers by
using other people's identification documents. Subject would go to
an internet cafe and go into the cafe's server and retrieve digital
copies of identification documents scanned by other cafe customers.
These copies would be of [l identification cards which other
customers were making copies of to provide to merchants in order to
satisfy requirements to purchase 3IM cards. Subject would print the
digital copy and give it to _, who attached it to the
application to get a SIM card for a cellular telephone. Subject
‘advised that cellular telephone number merchants did not care if the
photo/ID card was of the person attempting to get the number or not,
they were simply required to attach a copy of the photo identification
card to the application.

- Subject changed his phone and phone numbers approximately

two to three times. Subject advised he had numerous fake
identification cards.

Subject's Proposed Travel fo Jihad/Connections to Pakistan:

B subject advised that he was arrested on 01/01/2009 for
communicating with individuals in Pakistan for his scheduled travel
to Pakistan for jihad. Approximately three to four months before
Subject was arrested and detained, Subject decided that he wanted
to travel for jihad. Subject's friend, 1dent1fled as .

, was going to facilitate this travel. KEEiE o
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To:

Re: 2, 03/12/2009

s - . B Subject had known L for over two years, but lost
contact with him until approximately three to four months before
being arrested. When asked where Subject thought EEEeE

currently located, Subject stated that he was either captured or a
fugitive. Furthermore, [ 8 was planning on traveling to
Somalia for jihad, and the last time Subject saw was in
December 2008.

- Subject advised that — was in

communlcatlon with a Pakistan- basedtlnd1v1dual 1dent1f1ed as :
" - rAddltlonally(

Subject was introduced to g s . -
and Subject were in telephonlc contact on approx1mately
ten occasions in December 2008. Subject utilized telephone numbers
in other people's names to contact _

Subject also utilized the internet to communicate with

. Subject opened the emall account

- - I provided this email account to
e Lo subsequently added Subject to hlS Yahoo
messenger buddy list. Subjectf = - - =
communicated together utilizing Yahoo messenger and emall

III Approximately five to six days after Subject was arrested
(Subject stated he was arrested on Thursday, 01/01/2009), he was
supposed to travel for jihad. On Saturday, 01/03/2009, Subject was
planning on going to the in _, where he expected
to obtain a student visa to valid for one year. After that,
he was planning on purchasing an airline ticket to fly to
Once in -, he would obtain an _ visa and proceed to fly
to [lel- Once in -, he would meet an unidentified individual who
would smuggle Subject into .  Subject advised that prior to
his departure from was g01ng to send,Subject
the phone number and address of the "cut-out" in g -
... || vere going to travel with Subject to
for jihad Subject also explained that the trlp to
idea and that the plan to go to : ’

was his

Subjects Thoughts on Suicide and Martyrdom:

B prior to Subject's planned travel, he stated that he applied
to an English Academy in — (unspecified) and received a letter
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To:

Re: E |, 03/12/20009

from the school showing that he applied to attend. Subject claims
that this letter (that he claimed was on his person when he was
arrested) would certainly enable him to get a student visa to

Subject indicated that an individual only identified as , who
subject,met onralaus traveling from , advised Subject
thatrmm' i | had studied at an unspecified English Academy in

= and that he still had an associate there named

got Subject in contact with _ (NFI) and Subject requested that
help him apply to the Academy. Subsequently, _ provided

Subject with steps on how to apply. The Academy allegedly sent a

letter to Subject, who claimed that it could be used to get him a

visa to

v I!I With respect to martyrdom operations, Subject advised that
there is a disagreement in the Muslim world with regard to its
acceptability and there are two or three schools of thought. The
first group condones martyrdom operations and considers it halal
(acceptable under Islamic code), but anyone committing suicide out
of despair would burn in hell. The second group considers martyrdom
operations to be suicide, therefore it is considered haram
(unacceptable under Islamic code) under all circumstances. The
third group considers that martyrdom operations could be considered
halal if the operation was conducted for the right reasons and
targeted the appropriate individuals, which Subject explained was
the Americans and non-believers. Subject stated he was aligned with
the third group, and Subject further explained that Islam forbids
the intent of killing women and children or innocents. If they are
killed, and it is not the attackers intention, but they happened to
be in the way of an appropriate target it is acceptable.
Additionally, Subject cited an Egyptian cleric who condoned 9/11.
This cleric stated that martyrdom was haram but said that the 9/11
operation was "our destiny" and was therefore halal. Subject
indicated that he would not personally do a martyrdom operation
because he would rather be killed by someone else's hand and not his
own. He also advised that — had offered a martyrdom
operation to Subject but Subject declined.

III Subject stated "every day I want to die and to be killed
by Americans during battle would be best". Subject further
elaborated he would want to kill as many Americans as he possible
could, the more the better. This would give him greater rewards in
heaven. At one point during the interview, Subject stated that it
would be impossible for him to have a friendly relationship with the
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To:

Re: (B0 |, 03/12/2009

American investigators, because if he would have met them under
different circumstance outside, for example in Afghanistan, only one
of them would survive the meeting, stating "I would kill you or you
would kill me", therefore, "we could never be friends."

. Prior to his planned travel to @, Subject stated that
he was going to provide Khaled and the Amerlcans the telephone number
and email address of — but was unable to do so because
of his capture and detention.

Subject and Americans/Americans Travel for Jihad:

- ‘ that he knew Americans who want ,d to travel o thad a

'these mdnnduais als 1d money they wanted to provide to the mujahideen, ]
. , knew Khated from his time in the U.A.E. Upon his return to ;

'commumcated wrth the U. A E -based Americans by telephone and email (NFI). While in.

; provided Subject Wlth Khaled's email address (NFI). Khaled advised Subject that -

.'he wanted to send money 1o Subject to support the mujahideen until it was his tlme e travel for -
thad As a result Kha|ed sent money, via Western Union, to Subject '

- Subject stated that Khaled sent the money using fraudulent
identities, but Subject could not recall the names Khaled utilized.
Khaled sent approximately $10,000 before he traveled to — in
February 2008. Each transfer was for $500 and Khaled transmitted
$2,000 per month. Subject advised that he received the transfer
number and Khaled's fraudulent name by email. Subject utilized his
own name to receive the funds in : e ! =
at Western Union and affiliated money exchanges

Subject used several money exchange offices in
never utilizing the same one more than once.
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Re: (B B 03/12/2009

- In February 2008, Khaled purchased his airline ticket and
provided the arrival information to Subject via email (Subject does
not recall which email account he used). Khaled then traveled
the u AE- o meet Sub,tectand Detamee.z_w.,.y_ e . Khaled stayed

| where advised

him to stay. Upon his arrival, Khaled emailed Subject to notlfy him
that he had arrived, and Subject provided Khaled with a meeting time
and place. Subject met with Khaled on ﬁ
. vhere they went into an internet cafe. In the internet
cafe, Subject and Khaled opened the — email

account to communicate with each other upon Khaled's departure from
B. KXhaled advised subject that he would occasionally create a
new ema:Ll account and the account name would be similar to

o Il | except that he would insert a letter, two
letters, a letter and a number, or two numbers before the »

- After the internet cafe, the two met Detainee-2 | who
brought Khaled to [iH[EEelitatiln: Khaled spent two to three
days at Detalnee 2‘ home, after which he returned to the hotel in

. elic7a house, Khaled gave § S12,000 USD that
he brought w1th hlm froI Additionally, Subject advised that
Khaled swore bayat to [Bacintdl while at PEELPIIINNEEE. Subject
claimed that it was also understood that Subject had promised
obedience to concerning travel for jihad. Khaled spent
approximately five to six days in .

- When Khaled returned to UAE , he sent an addltlonal $2 000
to Subject to the [ - e : In
approximately November 2008 Khaled wanted to have someone hand carry
money to - Khaled provided $45,000 USD to an unidentified man
who delivered it to Subject in _ Subject stated that his
associate (Ml sent this unidentified man to the to directly
receive $45,000 in cash from Khaled. Subject added that

introduced - to Subject. The money was to support the
mujahideen (NFI).
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To:

Re: i\, 03/12/2009

— gave Subject the $45,000 from Khaled. Subject held
on to $20,000, which was taken during his arrest. $11,000 went to
received $9,000. , .
82, 100 who provided the money to the wife of &
in Subject was planning on taking the $20, OOO w1th him
to e Separately, Khaled wanted to take an addltlonal
§15, OOO ey - - Since [l £ | was
out fo the picture at this p01nt he never received any of thlS money.
Separately, _ requested $15,000 from Subject for someone to
undertake an explosive operation in Afghanistan (NFI).

- Subject advised that the three Americans wanted to travel
to jihad and that he was not aware of any additional Americans that
wanted to travel. Subject claimed that did not want
the Americans to travel to -for training because -was a

dangerous place for Americans and it would be suspicious for them
to be in

- Subject provided the following descriptive information on
the three Americans:

- Subject explained that the Americans travel between the
United States, Europe, and Australia and have businesses there (NFI).
Subject stated that Khaled is American of Egyptian ancestry, who
works in the U.A.E. in "Information Technology", and has a high
income. Subject stated that Khaled can not write Arabic but can
speak and read it. Furthermore, Subject stated that he did not feel

that Khaled would not make a good jihadi (NFI). Subject added that
when Arabs go to the U.S., they "become worse than the Americans and
would drink and chase girls..." However, Subject did believe Khaled

was serious about traveling for jihad.

- Tarig was located in the U.A.E., his ancestry is Uzbeki,
travels to Australia and has a business there. In addition to
American citizenship, Tariqg also has Australian citizenship. Tarig
visited the United States on two occasions between February 2008 and
the time Subject was arrested.

- Umar was identified as an Arab American located in the United
States, but who moved around (NFI).

- Subject added that the Americans were supposed to travel
to Pakistan sometime shortly after Subject traveled to Pakistan in
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To:
Re:

03/12/2009

January 2009,

Subject was supposed to get the Americans in touch
with Ee iz Sy

B The Americans (Khaled, Tarig, and Umar) wanted to go to
Afghanistan and "not come back”. Subject further explained that the
Americans had the desire and expectation to die fighting in
Afghanistan. The Americans planned on selling their homes and
belongings. When asked if it was possible that the Americans could
go to Pakistan for training and return, Subject stated that it was
not possible because when the Americans sold their belongings, their
families undoubtedly became suspicious and this might make the
authorities aware of their activities abroad. Additionally,

told Subject that if anyone wanted to conduct a martyrdom
operation, he would receive them right away. Subject asked Khaled
(via email), who in turn asked Tariq and Umar, if they would be willing
to conduct a martyrdom operation. The Americans, via Khaled,
advised Subject that they did not want to do a martyrdom operation
but still wanted to travel for jihad. Additionally, Subject was
certain the Americans knew he was arrested because his communication
with them had ceased.

(Note: During the first interview of Subject, he jumped to the
conclusion that all of the Americans were arrested.)

New York Stock Exchange Plot:

- Tarig went to New York shortly after Khaled's visit to _
(February 2008). [BEEhSe#A 81| asked Tariqg, via Subject and
Khaled, to "check out"™ the New York Stock Exchange (NYSE) and the
"biggest dam" in the United States, but did not specify to Tarig which
dam that would be. also requested that Tariq get "us" some
information on the NSYE and dam. Subject advised that Tarig sent
back, via email, "silly" and simple information on the NYSE and never
actually visited any dam, and therefore, no information was provided
concerning any dam.

- Tariqg's report on the NYSE was sent to Khaled by email. The
report was less than one page and written in English, which Subject
translated into Arabic using computer software. The report
contained information stating the it was forbidden for automobiles
to park next to the NYSE, and Police dogs and "civilian"” police
conducted patrols. Subject stated (sarcastically) that [l -ra
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To:

Re: ., 03/12/2009

probably burned the report and "warmed his hands with it", and did
not transmit it to any one. (This response seemed tc be from the
frustration that had been stringing them along with no real
plans for an operation).

’ Subject advised that Tarig and Khaled both knew they were
collecting information on the NYSE for a possible operation.

- When asked if there was a planned operation against the NYSE

by the Americans, Subject responded with a definitive "No". Subject
stated that the three Amerlcans had no experience "in security or
movement". Furthermore, did not have an real intention

to plan or coordinate such an operatlon el 22 | plan was to take
the Americans' money. For example, PBEElilf was planning on using
the $45,000 to open an appliance store in [I (Note: Subject
stated [Bacli o never received any of the $45,000.) Addltlonally,
Subj ect clalmed he dld not discuss the NYSE plan with ghteaiea S oy
e . or anyone else. However, Subject dld state
e and hlS associates were interested in recruiting and

utilizing Americans for operations. Furthermore, Al-Qa'ida (AQ) in
Pakistan would like to have operatives in the United States. Subject
added that whoever goes to AQ, if his circumstances (i.e.: desire)
and security circumstances in his home country permit him to go back
to his home country, that AQ member would go back home for the purpose
of conducting operations.

Disagreement Between Subject, Americans, and [sEcliE-rell:

‘ Subject advised that in October/November 2008 Subject, the
Americans (Khaled, Tariqg, and Umar) , and began to disagree
(i.e.: "the problem") due to percelved manipulation and
deception. Subject advised that he and the Americans were
frustrated with [BEElEEASE 1ack of assistance to get them to travel
for jihad. Additionally, Subject and Khaled, in particular, felt
that el was using the money Khaled sent to only help [BSElL
"needy friends". Subject stated that was "stringing" the
Americans along in order to keep the flow of money coming into h
To keep the money coming in, wanted to make Subject and the
Americans think they were going to travel sometime soon and to keep
them feeling like they were involved in an 1mportant operation.
Subject was also angry and frustrated with because Subject
felt that he (Subject) would be blamed by the Amerlcans due to their
lack of travel to jihad because they primarily dealt with Subject.
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To: From:
Re: , 03/12/2009

u Additionally, Subject claimed [sfagfemedl put him in danger
because Subject was the conduit between the Americans and [gfhg
and no one knew BEEil:: ¥ ] real name, where he lived, etc, and Subject
would become the "scapegoat" (subject used the word "scapegoat" in
English) if he were captured Suject also stated that if Subject were
able to travel to jihad, would lose his "servant" (referring
to himself).

" Khaled agreed with Subject to end their relatlonshlp with

. Khaled and Subject both areed that EBZn ] was taking
the money for his own agenda. contacted Khaled by telephone
and email to explain his side of the story. created a new
email account to communicate with Khaled.

BB subject advised that he had a verbal argument with Detainee 2
and that Subject cursed him [ESeliccans -

Equipment Sent By Americans to -_

- Khaled and Tariq sent, by mail from the U.A.E., three GPS
units, a pair of binoculars, a remote control car with remote and
an additional, more advanced remote control and receiver, three
jackets, three pairs of boots, and two watches. Khaled sent the
equipment from a post office in the (NFI) and Subject utilized
a mailbox located at "Express Mall Seerce" w1th the followrng
address e - ey S e

P ’ ' ' It would usually take betwee
three days to receive the package once it was shipped from
Khaled would also email Subject and notify him that a package was
en route. Subject advised that four ackaes were shipped to h,
and Subject recelved three and Sy received one at his
post office box on [ G and provided it to
BEIEISlPE. Subject received the last package between November and
December 2008. This package contained a GPS unit, a pair of boots,
and a watch.

- In addition to the items Khaled mailed to subject, Khaled
also hand carried a laptop computer and Atlas translation device
during his visit to ﬁ in February 2008.

- To summarize, the following items were sent from Khaled
to Subject through the mail on separate occasions:
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To:

Re: , 03/12/2009

Three Jackets:

! The jackets were purchased in the U.S. during Khaled's trip
there (NFI). Khaled subsequently mailed them from =i s | to
Subject. The jackets were described as heavy jackets designed for
extremely cold weather. The brand name of the jackets was
"Columbia". Subject stated that he kept a jacket and EBlrElElEa=lall]

each ‘kept a jacket as well.

Three Pairs of Boots:

- Khaled bought the boots in the U.A.E. and mailed them to
Subject. Subject advised the brand name of the boots were Columbia.

Three GPS Units:

- The GPS units were sent after Khaled's wvisit. Khaled
purchased the units in the U.A.E. and mailed them to Subject. The
devices were handheld "Garmin" units. — had two of
the GPS devices and had one as well.

Remote~-Controlled Car with Remote and an Additional Advanced
Remote Control and Receiver:

B BB rcquested a remote-controlled toy care, an
advanced remote control, and receiver for an explosive operation

(NFI). The toy car was supposed to be used as "cover", because it
would look suspicious if the advance remote and receiver were sent
alone. Tarig bought the toy car and advanced remote control in the
United States. Khaled sent an internet link with information about

the remote control to Subject, who wrote down its specifications and
showed them to . Tarig sent the remote-controlled toy car,
along with a separate "advanced remote control" and receiver from
g e s ] to Subject. Subject admitted that the advanced remote
would be used for "explosions". The range for the advanced remote
is "line of sight" or within one's "eye sight".

- Subject advised that he gave the advanced remote and
recelver to — between October and December 2008.
took them so he could send them to the mujahideen in

Somalia. Subject is unaware if the advanced remote and receiver were
ever sent to Somalia. :
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To:

‘Re: , 03/12/2009

! The car and its original remote are with [BIEUiEEH
The remote for the car is not very powerful and had a small range
and could not be used for operations.

Laptop Computer:

III Khaled bought the computer which was a "Le nouveau"
{(phonetic) brand. Khaled brought the computer from QECHOFAG=E to
in February 2008. pEeigsdi il was supposed to send the
computer to Afghanistan (NFI); however, Subject took the computer
back during the "problem"/argument with .

~’f’Subjectrmade conflicting statements, at one time he stated
that B el ) currently has the laptop, and later advised that
Subject's associate - had the laptop for internet use.

Binoculars:

III Tarig purchased the set of binoculars in the U.S. during
one of his trips. He them mailed them to Subject from the
- had them most recently, as far as Subject knew. These
binoculars were described as "regular" and did not have night vision.

Two Watches:

| Khaled bought the two watches in the U.S. and mailed them

.| to Subject The watches were described as "Casio

- G Shock" watches. ||| had one watch and Subject kept
the other.

III During the "problem"/argument between the
Subject/Bmericans and [BEcls=, Subject took back the Atlas
translation device, laptop computer, advanced remote control, two
watches, and the two GPS units.

. From the items retrieved from , Subject sent —

2 GPS units, the advanced remote control, one Columbia
jacket and 2 pairs of Columbia boots. Subject sent _ the laptop
computer. Subject kept the Atlas device, one watch, one jacket, and
one pair of boots.
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To:

Re: = [ 03/12/2009

III Separately, after the problem and subsequent realignment
of allegiance to = e ied i 0 0 ¥ £ @ reguested GPS
devices, an electrical toolbox, walkle talkles, a laptop computer,
a video camera, a "scegnal generator" (to create certain waves
(NFI)), and a "mobile factory" However, these items were never
purchased or sent. [ IR requested a high quality set of
electrical tools in a toolbox, containing such items as an ampmeter
and voltmeter. These tools would be used for explosive
manufacturing (electrical circuitry). Subject has researched the
items online, ut they were never purchased or sent.

III The "mobile factory" was for manufacturing chemicals for
explosives production. Subject asked Khaled to look for one, but
Khaled did not know what the 1tem was. This ocurred right before
Sub'ect was ca-tured _;;,‘ ' . M

: : ? would send the 1tem to Pakistan for Khaled if he were
to purchase the item.

Summary of Khaled's Financial Support:

B xhaled provided PEGI4 and/or Subject; $10,000 by wire
transfer, $12,000 hand carried by Khaled, and $45,000 hand carried
from the U.A.E. by _ unspecified. When Subject was asked what
Khaled expected from providing approximately $67,000 to ,
Subject stated that Khaled expected to go to "paradise".

Sub'eopjs Associates/Miscellanous Individuals:
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To: From:
Re: , 03/12/2009
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Re: , 03/12/2009
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To: From:
Re: , 03/12/2009
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To: From:
Re: , 03/12/2009
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To:
Re:

New York From: v
EEEmE | )3 /02/2000

Synopsis: - To document an interview conducted on 03/02/2009 of
captioned subject HE s B

Details: H On 03/02/2009, FI rsonnel conducted a direct
1nterv1ew of captloned subj ect | ee 2 (heremafter referred

- The interview began at approximately 5:30pm local time as
the Subject was brought to the interview room in handcuffs and was
blindfolded. The Subject's blindfold was removed and FBI personnel
introduced themselves as employees of the U.S. Department of Justice
and the subject was not/not provided Miranda warnings. After
greetings were exchanged, interviewers asked subject how long he has
been detained, to which he replied that he had been detained for
approximately 7 weeks.

- The FBI interviewers. spent the majority of the interview
session building rapport with the Subject and to make him feel
comfortable. The Subject was told that the "Department of Justice"
was here in [BlEEE to obtain information from the Subject pertaining
to a group of Americans that the Subject was associated with and their
alleged plot to attack the U.S. Homeland. The Subject was advised,
by FBI interviewers, that they were not there to file charges against
him but rather seeking information on the Americans and others that
the subject is associated with and their potential plans to attack
the U.S.

As interviewers mentioned names of former Egyptian Islamic Jihad
members that we felt that Subject would be familiar with, Subject
nodded his agreement that he was famlllar w:Lth them Some of the
names mentloned were: EE i SR
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Tos

New Yorkerrom:
Re: ST

03/02/2009

I!l At approximately 6:20pm local time, Subject said he would
like to make a statement, but subsequently requested a prayer break.
The subject was escorted by [Jjj personnel out of the room for his
prayer.

- At approximately 7:40pm local time, the subject was brought
back in the interview room. (Note: During the prayer break, the
facility lost power and most of the remainder of the interview was
conducted by candle light.) Upon his return to the room, the subject
explained why he has committed jihad and made statements justifying
attacks against American interests.

III The subject stated that Islam is peaceful and that attacks
against American interests were only reactions to America's actions
and policies directed against Muslims. He added that attacks
against American interests were not out of hatred of American
citizens, but were rather attacks against America's policies,
particularly its Middle Eastern policies, policies against
"Muslims", and American "Imperialism". He explained that Muslims
are only defending themselves against America's oppression of them
and America's attempts to steal their land. Furthermore, the
subject advised that he was not a member of Al-Qa'ida, but that he
had fought in Afghanistan against the Soviets and communism, had been
in the Sudan with Usama Bin Laden and had traveled to

'ﬂl FBI interviewers thanked the subject for sharing his views
with them and advised that they understood his frustrations.

III Subject agreed to provide the FBI interviewers with the
information they needed and he stated he would answer any gquestions
they had in future sessions. At this point, FBI interviewers thanked
the Subject for speaking with them this day and looked forward to
meeting with him again. The interview was terminated at that point
and - officials then blindfolded Subject and escorted him out
of the room at approximately 9:30pm local time.

III Throughout the interview, the Subject was provided with
water, juice and food. He ate a chocolate "Kit Kat" bar with the
interviewers. At the conclusion of the interview, the Subject
hugged and kissed the interviewers on the cheek. Throughout the
entire interview session, Subject made no complaints regarding his
treatment pertaining to his detention.
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Tos

New Yrk From:
gy T

03/02/2009

!-personnel advised that FBI could interview the subject
again on 03/03/2009 at a time to be determined.
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To:
Re:

New York From: §
- 5 |, 03/04/2009

Synopsis: [ To document interviews conducted on 03/03/2009 and
03/04/2009 of captioned subject _ {second
and third interviews).

Administrative: = e ;
e , was also present during the
interviews.

Details -ersonnel conducted

ll On 03/03/2009 and 03/04/2009, _FBI

III The interview on 03/03/2009 began at approximately 2:30pm
and lasted until approximately 7:30pm and the interview on 03/04/2009
began at approximately 2:45pm and lasted until approximately
10:30pm. During both days, Subject was allowed two prayer breaks
and was provided with food and water throughout the interviews which
he accepted. The interviews were conducted with the interviewers
primarily speaking in English and the Subject speaking in Arabic (a
combination of Egyptian and Yemeni dialect as well as standard
Arabic). Communication was successful and the Subject was asked on
several occasions whether he understood the translator. In every
instance, the Subject stated that he had very good understanding of
the translation.

III The Subject stated that he was primarily concerned about
his family. He has a wife and four children . He
is concerned about spending his life away from them and most concerned
about being deported and handed over to the Egyptian Government due
to -his Egyptian Citizenship.
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To:

New York From
Re: .

03/04/2009

As a seasoned jihadi, the Subject had long hoped for an
opportunity to create an attack on US soil. The Subject is very clear
in his desire to attack the US homeland and US interests anywhere
and feels completely justified in his hatred of the US and its
policies. He feels that all of the mistreatment of Muslims worldwide
is the result of US policy and imperialism and that it is his clear
duty to destroy US interests. During discussions regarding the
conceptualized attacks on the New York Stock Exchange, the Subject
made the comment that although his plan never materialized, he thanks
"Allah" that Allah is already destroying the US economy.

B Inmid 2007, shortly after [BEelilseels | release from prison,
Breitleelil told the Subject that he was aware of three young men who

wanted to become jihadis. [BEEUEENE told Subject that he had learned
about these three young men from . . According to what

BEENN told Subject, the three young men had US passports and were
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To:' New York From:
Re: [EEE , 03/04/2009

also willing to provide financial assistance to the "brothers™ and
to the jihad. The subject had long hoped for an opportunity to create
an attack on US soil, and began to think of opportunities where he
could use these individuals. The subject began thinking about or
conceptualizing an attack somewhere in the US, and specifically began
thinking about the New York Stock Exchange. The Subject had very
little idea about the Stock Exchange, i.e. it's location, security
measures, size, etc., but advised that his motivation to do an attack
there was because i1t represented to him the world's economy so it
was a highly desirable target.

The Subject had another associate T ‘
' 1, a fellow jihadi, —, who also fought against the
Sov1ets in Afghanistan. Subject worked with , as
they both were in the car business. and the Subject had
multiple conversations regarding getting the Americans to travel for
jihad. It was agreed by them that they (the Americans) would be
better used for attacks on US soil than to allow them to travel into
Afghanistan, Pakistan, Somalia or any other front because they are
otentially a valuable asset for attacks within the US. Through
b, the Americans continued to make reguests to travel for
training and jihad, but the Subject continued to state that the path
for them to travel was not clear (NFI). Subject and
discussed that if the Americans were going to do jihad, they should
do it in America.

IEH In February of 2008, one of the three young men
(hereinafter referred to as Khaled), who lived in Dubai, wanted to
come meet directly with the Subject [l Khaled offered to
bring cash for the jihad and the Subject asked Khaled to bring a
computer and an Atlas electronic translation device. All
communications on this matter were done through to Khaled
at this point and the Subject did not have direct contact with Khaled.
Subject also stated that he provided instructions for Khaled (via
slcelicoll) regarding Khaled's travel and routine, advising that
Khaled should shave his beard and avoid suspicious relationships.

- Sometime in early February, 2008, Khaled traveled to [l
to meet directly with the Subject. Khaled was instructed to travel
to — and upon arrival to send an email to , at which point
he would be given a telephone number to call. Upon arriving in —,
Khaled checked into the : ' and followed the
instructions to contact Dmameel. Bl then went to meet Khaled
at the hotel and the two had lunch. Later that day, brought
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To:
Re:

New York From: g

, 03/04/20009

Khaled to meet Subject at a restaurant on - .
- = = == " 1 hcre the three of them had dlnner
The Subject adv:Lsed that he was aware of two other associates of
Khaled's, both US citizens. The Subject did not give Khaled his true
name but instead said that he should be referred to as [ ea
Subject also said that he did not want to know Khaled's real name
nor the real names of Khaled's two American associates, who, Khaled
advised Subject, also wanted to travel to jihad. Subject then
assigned fake names for Khaled's American associates, stating that
they would be known and M The Subject claimed that Khaled
was the only one of the three Americans that he ever met face to face.

B Arter this dinner, the Subject invited Khaled to check out
of the hotel and stay at the Subject's house - as a guest.
For the next two days at Subject's house, the two discussed Khaled S
llfe :Ln the Isl jlhad and read together from

, 4 During this stay at Sub]ect's house, Khaled gave the
Subject $12,000USD in cash with the understanding that it would go
to support the families of the martyrs, "the brothers” and for others
"in need.”" Khaled also gave Subject a laptop computer and an Atlas
translation device. Subject advised that the laptop and Atlas were
for his use. Additionally, Khaled also agreed to continue to send
more money to Subject in the future. Also during his stay, Khaled
advised Subject that he had attempted to travel to Iraqg (via Syria)
to engage in jihad but was unsuccessful getting to Irag(NFI). Khaled
told Subject that he has two children, a boy and a girl (B 2

. |, and is married to an Egyptian woman. Khaled showed
the Subject his US passport. Khaled can speak Arabic, but does not
read or write it well. Khaled attended school in the US and moved
to Dubai, where he worked in the field of computers and information
security. Furthermore, Subject advised Khaled to tell his two
American associates, who also wanted to travel with Khaled for jihad,
that they should all avoid — and not communicate with him
from that point forward. Subject believed that " was
"hasty" and a security risk.

- At the end the two day visit at Subject's house, Subject
drove Khaled to meet HAbHNAuEE so that he could leave [l to go
back to work in UAE. Subject estimated that Khaled spent about one
week in Prior to leaving -, Subject made the

arrangement that all communlcatlon between he and Khaled would be
through Wil it | provided Subject with Khaled's UAE mobile
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To: New York_»Erom:‘

Re: , 03/04/2009

phone number on a sheet of paper. Subject stated that he kept this
sheet of paper in his house.

- Subject claimed that he did not keep records of who he gave
the money to. Subject also stated that in 2008 he estimated that
Khaled sent several Western Union transfers totalling approximately
$8,000 USD. 1In all, subject advised he received about 20,000 USD
from Khaled. The Subject gave some of the 512,000 given to him by
Khaled to the families in need and bought two cars with the remainder.
Subject advised that his intention on using Khaled's money to buy
the two cars was to sell the cars for profit and thereby expand the
money given to him by Khaled to increase the funds for the "families."

Subject continued to request items from the Americans via
‘ Subject wanted to send shoes and jackets to the
"brothers", so he asked Khaled to send these items through [BEEla==a].
Additionally, Subject requested of Khaled (in addition to the laptop
and Atlas translator which was previously delivered), a toy with a
remote control, a GPS and binoculars. Subject stated that these
thinis remained at his house, and were eventually given to

!II In approx'mately May or June of 2008, Khaled advised the
Subject (via [EEElEEEE) that FRelg] would be traveling to the US from
the UAE. Via [siimii i, the Subject requested Khaled to tell
) was in New York, BEEWEEE should collect
information at the New York Stock Exchange and provide the
information to Subject. Subject stated that he would like to make
an attack of some sort (explosive) against the Stock Exchange. [

four streets that were blocked off from vehicular traffic. The
Subject maintains that‘there was no further operational planning of

reconnaissance.

III Sometime in November, 2008, a problem arose between the
Subject, [sEelii-if and the Americans which appears to revolve around
the Subject's use of the money and equipment sent to the Subject.
It seems that the Americans and [BEEHEESE were becoming impatient with -
the Subject and his lack of facilitation of their travel and training
for jihad. Due to this problem, hard feelings occurred between the
Subject and BEElEESN. The Subject stated that - L | acted
as a mediator to fix this problem between Bl and Subject.

Direct Communication with Khaled/Hanafi:
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To: New York om:

Re: ., 03/04/2009

B Subject advised in approximately December, 2008 he made the first
of his several calls to Khaled's UAE mobile phone, but Khaled did
not answer these calls. At this point, Subject saved Khaled's phone
number into the memory of his (Subject's) mobile phone under the title

of "al amer" (phonetic). (Note: Subject explained that his mobile
phone was taken by the BB authorities upon his arrest in early
January 2009). Subject then advised that soon after his attempts

to reach Khaled's UAE mobile phone, Khaled used another UAE phone
number unfamiliar to Subject and called Subject on his EEEEEE mobile
phone. During this phone call, Khaled told Subject to open an email
account so that they could communicate via email. Khaled also told
subject that once he opened this email he should call Khaled and tell
him the name of the account and its password Sub'ect stated that
he then went to an internet cafe inthefl i 8 @ = & f

a oprivate school, and created the email account

email account reated in at least a year and decided to use
gmail because [slaehrad had previously told him that gmail was a good
type of email. Subject also stated that he had a hard time creating
this email acccount because of his unfamiliarity with gmail. Upon
creating this email account, Subject then called Khaled's UAE mobile
phone, which Khaled again did not answer. Khaled then used a
different UAE based phone to call Subject's mobile phone at which
point, Subject provided Khaled the email account and password. Khaled
also instructed Subject to write messages to him in this account
then not to send the email but instead save the messages I
that Khaled would later check from his location.

Subject also stated that these messages to Khaled were in an attempt
toalleviate their problem. Subject also said that at some 01nt later

he changed the password to this email account to it o .
ﬁ using Arabic script, not English, and did not tell Khaled

the new password. Subject also advised that he created a second

L & . Subjet claimed that he never used this
second email account.

Subject claimed that he did not communicate via email with
anyone during all of 2008 other than Khaled as stated above.

Subject claimed that he did not access the internet from his
home because he did not have internet service at his house. He
further explained that he used about twenty different internet sites
in [ t0 access the internet in order to research news. Subject
stated that he primarily used "Google" while searching the internet
for news. Subject advised that he did not conduct any internet
searches regarding the New York Stock Exchange, again claiming that
he only used the internet to obtain news.
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To: New Yo

Re: Ill

rk From; -

03/04/2009

Subject advised that he does not remember any of Khaled's phone
numbers but some of the calls to/from Khaled could still be saved
in the memory of his mobile phone that was taken from him by the
authorities during his arrest.

Others known to Subject:
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To:

New York From: -
Re: B e

03/04/2009
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Re: , 03/04/2009
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To:
Re:

New York From: [
roETEsEEs | 03 /00,2009

Synopsis: [l To document interviews conducted on 03/07/2009 and
03/08/2009 of captioned subject e (fourth
and fifth interviews).

e L, was also present during the

interviews.

Details: [ On 03/07/2009 and 03/08/2009, FBI oersonnel conducted
dlrect 1nterv1ews‘of captloned subject DmameeZ : -

o (herelnafter referred to as Subject) at a "safe
house" fac1llty operated by . v i

Ill The interview on 03/07/2009 began at approximately 2:30pm
and lasted until approximately 7:00pm, while the interview on
03/08/2009 began at approximately 3:30pm and lasted until
approximately 7:00pm. On 03/08/2009, a traditional [iEieeEs dinner
was arranged at the "safe house" and investigators from both services
dined with the Subject. During the interviews, Subject was provided
with food and water throughout, which he accepted. The interviews
were conducted with the interviewers primarily speaking in English
and the Subject speaking in Arabic (a combination of — and

dialect as well as standard Arabic), with FBI Linguist
providing translation.

.Subject's Meeting with "Khaled"/Americans Swearing bavat to
Subject/U.S.-based Operations:

Subject advised that he had sworn bayat (oath/pledge of
loyalty and obedience) to Egyptian Islamic Jihad (EIJ) leader (who
later became Al-Qa'ida's second-in-command)
in the early to mid-1990s. Subject added that he swore to listen
and obey — for jihad in all "activities and hatred." Of
significance, upon Khaled's entrance to Subject's house in February
2008, Khaled swore bayat to Subject and swore to obey the Subject
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and to "listen to him." Per Subject, Khaled spoke to "Tarig" and

"Umar" and told them that "a brother (Subject) in jihad" could help
travel for jihad. Additionally, Tariqg and Umar pledged bayat to
Khaled and stated they were "with" Subject, which Subject believed
was a swearing of bayat to subject through Khaled. Subject stated
that Khaled was in his (Subject's) command for all matters of jihad.
While Khaled was staying with Subject in February 2008, Subject told
Khaled to refer to Sub]ect as I ohonetic) and to refer
to Detameel e B (hereinafter referred to as (B as
(phonetic). [EEe==i] had also sworn bayat to Subject and
promlsed to obey and listen to Subject. Khaled asked Subject to get
Khaled and the Americans into any jihad arena (Irag, Afghanistan,
or Somalia). Subject advised that wherever they went, they would
receive military-style training, followed by actual fighting.

B 2t the Subject's house, Khaled and Subject discussed jihad
and ways of traveling to jihad. Subject advised that he had desired
to have Americans travel to America to conduct terrorist operations.
His idea of an operation in America came from the possibility of
Khaled and the other Americans being able to travel to conduct
operations in the United States.

. | Approximately two months after Khaled left - Khaled
told B T el | that Tariq was traveling to the
United States, and Khaled asked Subject if there was anything he
needed. Subject told Khaled to have Tarig "visit" the New York Stock
Exchange (NYSE). Khaled was not surprised by this request. Subject
advised that Tariq did'visit the NYSE and Tarig sent a one-page report
to plEcliwi] (via email) on the NYSE, which printed out and
gave to Subject. From the report, Subject advised that the "building
has four streets and no one can reach it by car and you would have
to walk to it." Subject was not happy with the information, as it
did not add to what Subject knew about the NYSE. Subject reported
that he tore up the report and "threw it in the street" and never
showed it to any one. Subject admitted that the information could
be used by someone who wanted to do an operation (NFI).

. o that the three Americans could be used in jlhad
and Subject asked — if it would be possible for Subject and
to train the Americans. They discussed that the
Americans would be trained in the "primary phase", which consisted
of rifle training/shooting, as well as other subjects to be
determined. It was determined that - and Subject could not
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provide training for the Americans. Subject advised that he checked
with — to see 1f the paths to jihad were open.

advised that they were closed. Regarding the routes to ]:Lhad
Subject stated he did not check with any § E ; '
were former jihadis or anyone else outside EEEl

who
for that matter .

(Note: Subject prevn.ously:z.dentlfleda photographof WesamAl Hanaf:.

Subjectwchat Sessions:

' Between February and November 2008, Sub 'ect "chatted" with
Khaled using [BEElEES T cmail account. BNl was present to
facilitate the chat session. Subject discussed methods for Khaled
to send money to - One suggestion was for Khaled to send a used
car to [ and the Subject would sell it. Subject advised that
it was determined that this method was not profitable and they

abandoned this option. Khaled also offered to hand carry money to
Subject, to which Subject answered in the negative, telling Khaled
not to send anyone from the U.A.E. Furthermore, Subject discovered
that Khaled had compiled approximately $50,000 around November 2008.
According to Subject, Khaled never sent him the $50,000. Subject
advised that he did not know if _ every received the money.

Money Transfers from U.A.E. to

Subject claimed that between mid 2007 and November, 2008,
Subject had received approximately $20,000 from Khaled as follows:
Approximately $4,000 via wire transfers prior to Khaled's visit in
February 2008; 512,000 in cash which was delivered personally to
Subject by Khaled during Khaled's visit to- and the remaining
approximately $4,000 via wire transfers which occurred between
February and November, 2008. The wire transfers took place as
follows: '

. Subject would request the transfer of money via ’
to Khaled. Khaled would prepare the money, generally the sum of
$1,000. Khaled would split the transaction into two $500 parts -
one part would be sent through Western Union and the other part would
be sent through Saifi money exchange.

- The two transfers whlch occurred prior to Khaled's visit
were both recelved by used his true name,

- . .| to receive the transfers Per Subject, Khaled

used flCtlthU.S names, but Subject claims ignorance of the names.



JCronan
Typewritten Text
Detainee-1's

JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text
Detainee-1


Case 1:10-cr-00162-KMW Document 126-2 Filed 05/31/13 Page 22 of 27

To:
Re:

New York From: "'“”*
SpenEEE R ., 03/09/2009

'] picked up the money at either the Hasaba Western Union

loca ion, the Western Union next to the ;, the
office near University, or the office on
Street.

Il' Transfers occurred after Khaled's wvisit in 2008. Two of
the transfers (each transfer split into two as detalled above) were
received personally by Subject u81ng a fraudulent i | personal
identification card in the name of This ID card
was created by a }*ﬂq_‘, : ' =

: . Each.tlme Khaled.sent 51, 000 USD to Subject the $1 OOO
was split into two separate transactlons, one for $500 USD went to
the Western Union office next to the B ..
;, and the second went to the g2 - - - .
in This process was repeated a second time at an
unspecified date.

- Further transactions were sent to [BEGIgEl e
and an additional subject, identified as .
' (whoSubjectsays1seagrocer),vﬂu>was1ntroduced1x>8ubject

. Subject added that - marrled the

(using his true

name)

. received a total of $1,000 USD from Khaled at an
unspecified time. Again, Khaled used an unspecified fraudulent
identity and sent two searate transfers to —, one to the
Western Union in the [ » and the other transfer
went to the 0 » . :
used his own name when receiving the money.

3/

III In each instance, Khaled would use a different, fraudulent
name (NFI). Subject advised that Khaled would choose which name to
utilize. Khaled would send the money when Subject/ would
request it (via [BEEUgEEEES email account), when they "needed it."
The money transfer would occur approximately two to three days after
receiving the request from Subject/.

Use of the Money

- Per Subject, every month "Khaled" had arranged to set aside
‘part of his salary to ultimately send to Subject to help the
mujihadeen and the families of the martyrs and deceased jihadis.



JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text

JCronan
Typewritten Text

JCronan
Typewritten Text

JCronan
Typewritten Text

JCronan
Typewritten Text

JCronan
Typewritten Text

JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text
Detainee-1

JCronan
Typewritten Text
Detainee-1's

JCronan
Typewritten Text
Detainee-1


Case 1:10-cr-00162-KMW Document 126-2 Filed 05/31/13 Page 23 of 27

To:
Re:

New York From: § g
s 03/09/2009

Subject believes that Khaled and the Americans thought the money they
were sending to Subject was for the Americans' future training.

- Subject indicated that 516,000 of the $20,000 received from
Khaled was used to buy two cars (NFI). Subject bought one car in
early November 2008 and one in December 2008. The remaining $4,000
was in his possession. $2,000 went to — (NFI). And $1,500
went to help Subject's Egyptian friend who had cancer. This friend

was identified as and was a
veteran of the anti-Soviet jihad in Afghanistan. was in an

Egyptian prison but was released (NFI) . Subject gave the money to
former jihadist and Egyptian EE T 0 8 | who taught
Arablc in B = subsequently provided the money to
e £ |, who brought it to Egypt.

Equipment and clothing sent to Subject by Khaled and Americans:
Subject received three heavy, cold weather jackets
(reversible) and three pairs of boots from Khaled before he visited
in February 2008. The boots and jackets were for the Americans
for '1had A 'acket and pair of boots were distributed to '
. sl |, and Subject.

III Khaled brought the laptop computer, which was requested by
Subject, to Subject in February 2008. Additionally, Khaled sent,
at different times, a GPS device, binoculars, and a remote-controlled
toy car to Subject (MElGEl lBEElr ). Subject received the toy
car less than a month before Khaled arrived in - The toy car
was approximately a foot long, battery-powered, had a "rod or button"
to activate it, had a remote control with it, and three other small
pieces (NFI). The remote and car were in separate boxes. Subject
advised that the car was not for his children and that the box the
car came packaged in was never opened and Subject didn't know how
to operate it. Khaled told the Subject that the remote had a long
range, but Subject believed the remote had a range less than a
kilometer. Upon Khaled's arrival to Subject's house, Subject asked
Khaled how to use it, but Khaled was unable to figure out how to
operate it. Lastly, the toy car was given back to in
approximately November 2008.

III Subject stated that during his time conducting jihad in
Afghanistan against the Soviets, he learned about explosives and the
toy car was an effort to learn about new technology for explosives,
not for a specific operation. Subject stated that he wanted to learn
how to operate the remote control.
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Problem between Subject, BEERHE and the Americans

B subject explained that the "problem" was regarding [Echi s
telling the UAE-based Americans that Subject was the hindrance in
their path to jihad. [eEell had been telling the Americans that
Subject was the reason that they had not been sent to jihad. Subject
advised that he repeatedly told the Americans that the "path" to jihad
was not open. Furthermore, as a result of the Subject not being able
to assist the Americans, the Americans wanted the money and items
that they provided to Subject. Subject also stated that he felt
Khaled was siding with [BEeli-ue, and Khaled was accusing Subject of
misusing the money he had sent to Subject.

In December 2008, Subject, using his cellular telephone
= |, called Khaled to open up a dialogue. This is when Khaled
1nstructed Subject to open a new email account [ 2
to communicate further.

III When Subject emailed Khaled in December 2008, Khaled told
Subject that he was going to jihad. Subject responded and told him
that he wanted to take advantage of Khaled and had long-term plans
for him and the Americans. Furthermore, Subject told Khaled that
Khaled and the Americans would be used in the future in America.

.| During the December 2008 email exchanges, _

-, Subject emailed Khaled to "tell him the truth" and to tell
Khaled his side of the story. Subject stated that it is hard to deal
with someone accusing you of taking money. Subject told Khaled that
he would bring Khaled the money to solve the "problem." Subject told
Khaled that he (Subject) did not meet with Khaled simply for the

money. Additionally, Subject continued to advise Khaled to be patient
and that he (Subject) had long-term plans for him and the Americans
for the future.

- Per Subject, the last message he received from Khaled stated
that he (Khaled) would thlnk about the what Subject said and respond
e i ' After a week passed, Subject
reoortedly changed the password of his email account,
- L . Subject changed the password to
' Subject explained that he had changed the password because
he was frustrated with Khaled and no longer wished to communicate
with him.
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Potential for Future Communications with the Americans

(Note: In previous interviews, Subject stated in December 2008 he
created a second email account, | L e L,
e e e 8 = " Y ond claimed never
to have used the account.)

III Subject advised he would not be ready or willing to
communicate with Khaled. Conversely, Subject felt Khaled would not
be eager to speak with Subject. When asked how he would contact
Khaled in the future or if he were not imprisoned, Subject advised
he would not contact Khaled and he would not think about doing so.

Photographs Shown to Subject:
Subject was shown a series of photographs of senior

Al-Qa'ida and Egyptian Islamic Jihad members:
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Il' Subject explained that the attacks on September 11lth were
a warning and stated that much bigger things would happen to America
in the future. Subject began to recite segments of the Quran,
specifically he mentioned a story in which "God's people" believed
no one was above them and had become consumed by materialistic things.
Subject stated that "God created these people, how can they be above
God?" Subject went on to say that God "punished and tormented" these
people for days and they disappeared and were now "like the wind."
Subject advised that this story reminded him of the American people
and they would receive a similar punishment. Subject concluded by
stating that the American people need to oppose politicians and have
mercy on the Muslims.
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Chat with méhkéhabz@gman.com

1 message
kabab "ngllt com abah?@smalhcm
Te mahkababt@gmaii.com
mahkabab2: whats up my man?
1048 AM  y ¢ here sarly?
u thare”
1050 AM  ma: yes
1051 AM ghooting some breeze
rahkabab?: sounds good
e whaiup?
mahkabab?2: how's everything?
afl s wall hare
me; coof
mahkabab2: U?
me: good
any naws?
mahkabab2. no
me: nothing hers
maitkababZ: i lost contact completely
10:52 AM [ think sometheng happened over there
me: well, now it's time lo move on
wa gol coupta of oplions
mahkabah2: i think he's been hospitalized
iready your message
and! rclairy agree

option#1
ma: ohh...well may ailsh grant him quick recovery

Yup
mahkabab2: | had airesay discussed i with our friend here
10:53 AM  me: we sither can go visit ur hospitalized friend first and then from there
hicabab2; i don't und I what that means
me; we can ga to his city
mahkiabab2: ok
1054 AM  and then?
wa have no contect there
me: and from there wea can pick up & nice tip
mahicabab2: | jost both contacts
me: thats fine
mahkabab?: why do we need 1o g0 16 his clty?
me; well 1o the reglon
mahkababZ: | think in a & short emount of time we can po directly there
me; fina with me
10:56 AM  mahkabab2: i think the young guys in option number 1
ma; Ejust think from there it's easier and closer
mahkabab2; will have the sirport soon
ok
wa still nead a reason to travel thee
any business ideas?
ma: BUMY...we Biways o Reve one
mahkabab2: we had two ideas
1) send & car there 4x4 and &y to seil it
me; ?
mahkabab2: 2) send women's clothing
10.56 AM  jike the ones our friend is doing business In
me: or chiidren's clothing

good
mahkababZ: even bettsr

ok
me: | also got this guy who sells egyptian cotton towels
NOBT A mahkabab2: whete is ha?

me. egypt

mahkabab2: in your ciy?

ma. yup

mahkabab2: he will send them o u
?

me: yup

maohkabab2: and u teke them with u?

me: yup

mahkabab2: sounds good

8¢ et

me; be can send them direcdly 1o ur city now
mhkabsbl Bty 1648 do ciothing business

mae: oley
mahkabab?: ok
Just wait
until we discuss cost, eic,
me: & towal cost about & $1
10:58 AM mahkababz: perfact....,
tha'ts very cheap
1059 AM  me: it maybe 1he cheapest thing to do, end we can use the women stuft too
mahkebab2: ok
80 the pian is to sel! clothing
ma: yup
mahkabab?2: we wili send the merchandise there and then we trave! to pick it up?
or we lake the merchendiss with us?
me: with us
1100 AM  mahkabab2: maybe we take samples?
me; easier
mabkkabab?: ok
me: of course
mahikabab2: okay
e we're net teking sny Sergo quantities untit we find buyers
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11:01 AM

11:02 AM

11:03 AM

11:04 AM
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11:06 AM

1107 AM

11.08 AM

11.09 AM

11:10 AM

1111 AM

1112 AM

1113 AM
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mahkabab2: sounds good

| will also try fo firkt some businesses there

maybs somaone has sn emall of something

1 Revar Know

me: I'm dying for a safad trip after that

mahksbab2: this way we can have & business appointment

me: good

mahkabab2: il think that's also a good idea

wa cen do a safari in seversl countries

and oplion #1 is just one of them

me; west of it u mean

mahkabab2: doas not matter

ma: thats the eatiost

mahkebab?: as iong as we can show that we have more than one destingtion
e yup

and lhe)r evan stifl nave some crulses
mahkabab?2: wa'nd not only thare for one country

me, aha

1 balieve we gok g plan

mahkabab2:

me: we should be able lo make some serlous money

and atso have grest fun

mahkabab2: definetly

&0 lot me moot with our friend over bere

and give him the dataits

me: cool

mahikabah?: gnd then we will start buying supples

me; and let's keep things es Is

mahkabab2: but | stifl tirk it will take a few manths before things ane under their control
atleas! the aiporl

me: and K the business become succassfull then wae can Inform other parties on what to do

mahkabab2: so our first trip Is just to discovery?

™A NC00D

one way

and whatever & takes

mahkabekbiZ: okay

then when are u ready to go'

me; just remember f we give it 100%, it give us back everything
end of Feb

mahksbab?: U don't want (o wait unil the airpert is ready?

{ think atleast untl aimort is ready?

right now, u will fand in their arms

it looks strange thil someone is doing busingss in this Hme
me: walt Im tired of waling

mahksbab2: | krnow

me; golrig businass in the sumounding nof inside

mahkabab2: but it's better to wait a few more weeks

and have a good plan

then waiting insite of a hospRal

ma: okay we got few weaks anyway, but we need to be ready
mahkabab2: sterounding?

what do u mesn by deing business suroLnding and not inside?
ma: doing our towet! business the sufrounsing, and then onte inside, thera's no mors stories
someons great will send us the mean

b2: 1 stil dort undersiend

ms: chack some programs for fun

then just be ready

mahkababZ2: saferi progrems and cruises.....
‘should be plenty

me. yup
elso remember nothing comes easy
mahiabeb2: ok
me: and wa hava to maks tha first step
f we gont nothing is going to happen
mahkababid: sounds ike a good plan
| agree
%0 action tems
me: lels hava soma balls for ance
mahkabab2: got it
tot's start with the business plan
and toke it from thers
ma; good
mahkabab2: wa'll s8e whare things 1 by end of february
ma: | got the towei deal
mihkabah2: s0 Ut not coming here as previously planned, dgh?
me: end of fab
and thets one way
mahiababZ: u r coming to us end of fabruary?
or straight to that country for business?
me: and I'll keop going
mahkabab2: ok
me: after | slop af ur place
but no iooking back
BM g0 ashamed of mysslf...got to recomp for it
mahkababZ: uwill
when { saw the news
| got very happy
02222

me: m 222222070

mahkabab?: | think we will be there goon
me; goixl

mahkahah?: we slready talked sbout it here
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me: nead to meke some sercus business
mahkebab2: before your emasd

and we both agreed
but we were walting until the airpost isveaa;
ma: ook

mahkabab2: lat's c what happens i the next few weeks

me: somelimes sasy things are not worth it

if ur good then the great wili send u great things ur way
mahkabab?: agrea

thal's tue

o we hava e chance now that may not repaat in 6 long time
me: If we miss we may just go and wesp like girls
mahkebabZ: ut right

80 from now until next mont

he: yup
mahkabab2: wa got sl of the pleces together for the business
and then just trevel and c
me; and lat's focus a lot on the saler
cuse ur friend’s nurse may have too much infe
mahkabxb2: why the
Rwaaoabuswldeamnwedon'tmedandoa safarl, right?
ma: | Know
but just in wsadof ur friends place is it bit danger for us

baba: | don't ung d

our fiend i In a totatly different country?

u rconfusing me bro

me: under morphtm ur friend may halucinate and tell his nuree all
mahkabah2: ok

me; just if we use # for a stop

mahkabab2: but what does that have to do with the safari?

if he teils gll then wa need o lsave regardiess

Tight?
mu: the saferi are on the wes! of the destination
mahkabab2: safari or business. ... doss not matter

me: pood

mahkabab2: okay

me: mind just get 4 done
mahkabab?: i'm still corfused with the saferi idea
but the business {towsis and clothing)
that I got

s U Rnow just fecus on the business
mahkabab2: and we're ready

me: [l fosus on the fun

mahkabebi: good

ok

me; sounds good b me

| thing we're good now

do y nesd anywng m hera?

Just meke i here sefe

forgot to telt u

me: 7

mahkebabl: u told me u wers going lo vislt qur friand
ma: 1 may not do thad

mahkabab2: in the clty whera { used (o live

righl?

ok

just be careful

cause he toid me when | visited him

| in case we pet good business
but don't tel] him arything
maybe even just write down the email on a paper

me: yup .

mahkababZ: telking maybe too much

me: anyway...nesed to remember this

thera's o more room for mistakes

anything far or close thal may block it, neads o be efiminaled

and § balieve if our friend wanted business so bad, he has more connections than wa do
mahkebab2: what do mean by the (as! sentence?

me: 60 lats worry about ourselves

he's gol the monay

mahkabab?2: ok

mue; the lovation

and the contacts

mahkebabZ: the money already left him and made i to the destinations
s location is now probably very unheaithly

contacts can't halp uif yous ¢ hospltaiized

we're not wailting for kim

wa're ready to move

ma: | was talking a#bout our fiend in ur old city

mahkabab?2: of

ok

8oy about that

{ agree

me: anyway, anything eiss?

mahhabab2 no... thet's &

me: telk to u later mggi

mahkabab2: thanks for making this & pricrity
airight

later men.......

me: we come from the hood noo

mahkabab2: don't worry
i got your back

me: lofl

back
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mahkabab2
ma: ciso
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Chat with mahkabab2@gmail.com

1 mssage

mahkabeb2igmali.com <mabkibab2@ymaii.com>
Tox mehkabab’ @gmail.com

1114 AM

115 AM

1116 AM

1117 AN

1118 AM

1118 AM

11.20 AM

1121 AM

1122 AM

11.23 AM

me; ahleen

sany for the delay

mahkabab?: no problar

how's everything going?

ma: it's going

wmahkabab: long trip?

me; aihamdubiian

matkebab?: khayir

e too much treffic for sal moming
ranhkakabi: thanks for taking the time to chat
ma; how sbout U7

mahkababZ: | know if's diffcult whereu r
ail is well

3 doy weakend

i took &n extra day off

50 refax]

[0 v 4]

mahkababi: | had o discussion about u and our sttuation in genera!
me: it enjoy il with the kids

mshkabab2; | will inshaliah

me: ok

mzhkebah2: wih our consultant

and ashked him for avvice

me K

mahkabab?: | told him about our plans and whare we want 10 do businase
he said {t is not good to go withoul businass partners over there

o nead a "guids”

otherwisa blg problems

will lose ol of monay

mo: k h

any rlismatives

mahkebah?: u remember the trip me and the brothar here made

?
wa will havs the sanse results
# we o it agein

me K
" matikababZ: 80 |tolkt him i we can work with nim

e

mahkabab2: and doas business

he said b will

but his exact words were it $hould be less thah one year
but maybe a good chance by this summer

I the Country 1 wanted 1o try buginess in

me: great

mahkabah?: I things keep going well

80 Tt okay 10 wait

7

me: surmmer is aimest hare

mahkabah2: or still want (o do in two months

e ]

me: I'd rather wait #f this is the case

mahkebab2: great

m. sure things aro better then 50%

mahkebab2. yos

and he knows the business

me: trix man for the heip

mshkebab?; maybe we can arenge for a4 of us to meet him before
anytime

& 91 want u to meet him

mo. sure

mahkebab?: calms he only does business with people he mests
ha needs 10 see u and spend time wifh u

ma; but & got b almest at the seme time of the tip, because my funds are kinda low
rahkabab?: 5o fm trying to plar: e trip for all of us

nG problem

we'll help out Inshallen

e mayho u can gl come and visi me in Moroeco

it's beautifd now

mehkebabi: i wifl ¢

e le not able to travel much

e it I'm afrald U decide o mafry a local and slay there

3}
mahkabab2: no wey
foooooo!

ma: § meant a moroccan locat
muhketab?: we'll figure out B good mealing plack

me: graat

mahkebab?: but u r going to moroen?

e ne no

mahkebob?: t's choap?

¥ bt abvilisly in my way 1o b, it's easier (o stop by there
mahkabab2; yeah..,.

#will mention it

mo: that's the closest slop from the stiantic

mahkabab2: but maybe thera's arcther place svan closer
and on your way

me: good then

mahkabzb2: remember u warned me u and the brother here fo go together semewhere?
mgyba wa'll ry to bring him
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11:24 AM

11:25 AM

3126 AM

1137 AN

11:28 AM

11.28 AM

1430 AM

1131 AM

11:.32 AM

11.33 AM

11-34 AM

11:35 A

11:36 AM
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anyway
e Gock
mahkebabZ: 3 good to meet him
but nbt requTes
if we do business
me; it's better if we mont
mahkabab? wi will moke sure u o buginess
siure it ls
. business witl be easier
b2: i will be easier
and we alroady told him a lot atmd u
from more Sy two yeurs g0 gimost
me: wallah | was hoping to heer poed news today
mahkahabz soubhansilen

e Jak
mahkehab: Inshaiah # wit be good
me: inshalish
mahkebab?: this brothar is a bit diffierant than the other guys
ma: this is good
mahkabiab: he is very open
gnd v will ke hin
he ls simost your exact personelity
whan Wi met kim
1 woll, we just have to take care of all the precautions
smahicababZ: we told hims wa have one brothar st ke u
me: no oo for mistakes
maltkebab: Ewitl give u more info on him balore we meet
it's better In parson
it took @ white to find him again
tut &l hamdolisish,.. wa're back i contact
ma: hamduliilen
mahtiebab; fm heppy u r wiling 1o wait
{wah going 1o get worrled  u did not agree
me: | hops the other guys are cut of the tospital
mahiabebz he told me et with your cowr its impossibla to go in there
e | fot 50 bad
mahicabab2: he told me one of them is stil In
me; lol}
loott to the colte
mahkebab?: yean
thet was his first question
e may silah ged him out
mahkababZ: he said only the opposita colof can go i now
Bmeasnen
me: wallah akhi | feel so guiity
mahkabab2: Its a tough sickness but Inshaflsh we hope for the best

i lmow
me; couple of waoks make the differerce
mahkebab?: wa're out anjoying
ne's It hoepital in pain
ma; no they're enjoying 1
mahkabalz: soubhanalian
i wo'ne the miserables
mehkabuab: u e right
that's the fnje measurs
me: do accounts comparison and u'll figuer it out
mahkabah?2: yeah
mey Aflsh make things easy
me; Bmeen
mahkabab?: thess Oppertunities don't come by too often
topefully we'll get another chance
e, well this [s good news
but this time no more discussions
mahkabab al hamdatilsliah
me: pray 2 rak3as ond go
mahkabab?: inshallsh
bofora Horget
e yup .
mahkabab2: he told me that e will not be teking eny goos from us
fwa wart 10 give any goxis
wo Save a3 much as wa went and we'll teke & with us
me; goad then
snahkabab?: § told hirn | will save but i went 1o give soma (o kim
cauge {'s 100 much to cary on me parsonaly
but rwanted to tell u
1 should have atlesst 5 on e side for youtsel
1o traval, elo,
Tuginass kakes money
this ie for w.....notor anyone else
e alhamguiilan 1 have &t ieast double that with the other bro
80 | should bo good
muhkabab?: kheyir inshatish
may Allak give u baraka in the monsey
mea: #neen toali of us
mey ALLAh make v as happy ac u made me today
mahkabeb?: 1}
wutlaht akhi
me: iniha day of the judp
mahkabab?: k... for being a brother | can atways count on in this path
not foo many people | krow on this road
me; my rafss before L two
gnahm&hz: ur always the encourager

k

t love u fileilah ya akhi

me: we just noad o gat out feet wet

matkababZ; inshatish

me: mey ALLAN fove u for that

mahkebsh?2: wik

ma. mers, just Binking abowt, my heart files ke a iitlle birdle
raahkabab?: gidy of habib
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o Yes

muhkabab?, my fime is ebout 1o run ot

me: okay broy

mahiebab?: and § can't find the store lady to extesd s
ma: Jzk for everythg

dongt
mahkabab2: sorry o buti oged neady
WK

me: s has to stoy to the minimum
manhkubab?: inshaltah
1137 AM  me: wo're ectually taking too much time, which is not
mahkabab2: Fii keep in tauch and wa'h update u K anything happens
me: great
mihkabab: khayir inshalish
o yaliah salam 1o evervone
paahikababZ: inshallsh....u too bro
sne: ap the other two bros
mahitabab?: take care of yousel

1138 AM ma: poace ni
mahkabab?: salaamo halavicom va akhi ai habib
wa: B}

salam
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1 message

mhkabnggmatimm tmahknbabzgqmaﬂ.cm
Tor mahkababt@gmail ¢omm

209 A
210 AM

B:11 AM

842 AM
514 AM
815 AM

B:18 AM

817 AM

B:18 AM

B9 AM

5:20 AM

£:21 AM

G.22 AM

25 AM

8:24 AM

B.25 AM

226 AM

a7 AM

mahkabab: what's up bro

sorry for tho calay

 thare?

me: yes

watup?

mahkababZ: me and the other brother are hera
ma: greal

mahkabab2: ckay

let's start

me; lets keap the languaga limtted
mahkababZ did u resd the jast emails?

me: yos

mahkabab?: any thoughts on them?

me: one 886

mahkababZ: nk

we: L know alreedy my opinion

mahkabeb?: 50 uwil be ready on july 4th weekend?
ma; inchailah

mahkabab?: have u eppliad for visa already?
me: it maybe late twe days, because of some legistics with tha famlly
sending my passport to Ny to get i done
mankabah?: okay

there's somethings we need lo discuss

ami ge! your opinion

m&hkabﬂbz ready?

mhmnbz i need to telt u the story from the begining so u can have info
then we can all make B decision

as U know

wo met & brothar "sammy"

@ few years ago while he was hera visiting

he's the ong that intrethuced 1S 1o the manager and the communicator

119 0K

mahkabab?: we worked with both sammy and thasé guys for aboid B or 8 montha simultansously
then the menager end he communicater asied us to join their tearr offically
oneewe did.....they told us nol to speak with sammy al all

sammy is & very good brother...but,

he is known s over and watched

anyorte who i in cantact with him... wili pet the same treatmant

so they sald if u want us to help u study abroad

« raad Lo stop contacting semmy

e guess thals why u got seme hard fime lately

mahkabeb2: we did.....

sEmemy was very mad at gl of us

st wa thought it was the ﬂw\s thing to co 2! the time

we toid the communicator to give our gate 10 samecns alss in case samething happens to him
50 he tokf us he did

b at thet time... the communicator gol inte a disagrasment with the mensger

the communicator wanted to leave anywhere and s00n

{tie mansgar wanted patiencs and he is very very cauticus

they have been togethar for many years and communicator lost palisnca

50 he split

i with ma? .

T ¥68

snaftkabab?: 50 the decision lo contact these guys end give them our info is the commuricator's decision and not the manager
@ manager told me that the communicator's guys are vuinerable

meaning....if something happens to one of them and they go to a hospital

they could give you info to the doctors

mo: yup

mahkabab2: thay could give ot info 10 the doctors

row we st fouch with communicator end maneger

sinee several menths ago

these guys called me on an ofd number

these rew Guys talled e ohan old rumber thet e communicator id me not to use for business. .
bt they knew my name

andg they knew thane are two other people with me

u with me?

mey

rshhabab?: oksy

{ heve beon copying and pasting almost every email for 1 10 see
B0 1 can akso by to figure out § this 8 iegh

orlfit's aselup

me: there is one thing | wanted o el u guys

mahikabab2: what is your opinion ofs the emails?

ma: the last two months sounds too easy

mashikabeb?: what do U mesn?

ma; | mesn with the first guy 1 took u how long??? 2yrs
mahkabab2. yes.....,

me: and these guys just open the doors and with large

meanitg

meaning

mahkabab?: but this is largely bacause the manager is very very cautious
for example

me: 5t ieast the first guy use o say ona 2t the time
mahkabab2: yos

idaln oww <mahkabab1ggman.come
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828 AM

822 AM

8:30 aM

831 AM

8:32 AM

8:33 Al

&:34 AN

.35 AM

8.36 AM

837 AM

B:38 AM

B39 AM

gmail.com

ma: oy hase rlokking &t the three
mahkabab2: the other brothar here sald the seme thing
ssposinly about the hotels
this is whan he started to get wortkd
one more thing § want to teliu
i et sammy
and teki him the situation
arg he toid me not 16 go wih them because it could be bad
mg: wall thare is 1o discusgion then
mahkabeb2: he toid me if v wait with me..... something will come up
bt not tima frame of ait
o be honest
mae: b patient
mahkahab?: sammy had soveral opportunities for us
o8 the one will guide us if we're honest
mahkebabz: but could not conlact us because we ot him off
and o recently came back from & good place
mae: great Ben i
mahkabab?: so everytivne | tell him we wart to go
he says i
i's yourr fagt for leaving me
me; pnyway, smooth i out
mahkabab2: this is kebab
don't nush 1o concluslons
ma: watup
neno..there are certaly things are just to clear
mahikebabi2, let's romember that sammy is known guy
and dealing wih him is risky because of this
me; yup but I b tells 4 not to go with these guys, then dont
mahk.?bnbz: gigo, lets not fush 1o the sasy way of saying be patient
ma:
the whele seeneno hers is
mabkebab2; so hold on a minuls and let's this brother finlsh the rest of the story as thera is soma more
then we
colactively make decision
me; okay
mahkabab: 30 there are several issims
sammy as we toid u has been hoapialized savarel times before
i told mo onie of the times
ma; ok
mahicabab?: is becauss he was with ona of the big managars inslde of a good country
his big menager got hospiaiized before kim
and thay teld him your freatrment will take 10 years
or we can reducs I to two years if u tell us who was with u when u got slck
&0 the "big" menagar gave him their details
which got semmy hospilalized
30 he wamed me thel the same could be happaning now
maybe ons of the guys who got our info
got hospitatized
Eng geve our info to help him whh his sickness
mayba this Ia why they ussd en ok mumbet
to give me a hint?

’

e HODY
ahkabab?: aiso.., for your info

the last emait Ived from the ficetor
had many hirts thet something was wrong
for exemple

ha usad an old name
- and his messags was In & ditferent languape then hé normatly writes
he aiao gava me his losation....which he never ever doas
me: 80 wa've been hacked

makkshab?: o}

50 he was glving me & hint that something was wrong
me: amotions on the sikie

wee all know our intertions

mahkabab?: 50 maybe the oid number is the s2me

me; i com'on guys we got So use our brains

this Is & straight setup

mehkababZ loooos!

ma: this i not (o take the aasy way out

mahkabab?: u didn't think 50 in the begining fo the chat

i}
uwere sending your pastpor eamewneng

ma; o4, didnt have all this info

rahikababi?; ur right

me: | depend or u ona ot of things

mahksbabz: wa also have other questios

me! ba quick...dont te spend too much ima here

mahkabab2: they're nol using good security

ckay

forgat &

me; cuss they're secured

mehkabab: | was fhinking we should ask them some guestions

mé; nond
mahkabab?: to verily who they are
why not? -

me; fust say wa're not ready

mahkabab?: we have nothing ¢ loss

ma: bt U can got hospotaiized for u intention

80 play i safe

make it sound liks we chickensd out

mahkohabl; okay...we'll give # stme theught

Tt for now

we'l continue with semmy?

me: 850 with semmy, the way ha got u dhe first contsct the same way can gel u the second contact
mahkabab2: no

s jels be very

mahkabab?: ha promised o never introduce us 10 anyone again

k!

Page 2Pof 3
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8:40 AM

&.41 AM

8:42 AM

8:43 AM

8:44 AM
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me: avold taking openingly on the phone

he just mad

hkabab2: 's the problem with sammy
ha's very open with a iol of things
‘he's 8 good person.....and we really e
me. lels just be corefd
mahkabah2: bid ha is not safe ke meneger
final thing

me: yes

mahkabab2: semmy is alse fying to invastigate for us who these guys are
80 ha says I he finds anyihing oul,...he will also et us know

me: great

mahkabab2: 50 | have your decigion

me: yup

mehkabab?: and i think we're ali in apreement

fat's hald off for now

ma: greal

mahkabab2: and wail with sammy

me: i something its too easy then ts not true
mahkababz: this is kabab

since that's settisd. should we star looking for seconds?
mo; ol

mankabah?: |}

;U read my mind

mahkebab2: |3t me meke one hing cesr

we decide all togathar in consanaus

me: yes

mahkabab?: and wo should aiso pick ona of us to be & manager
satmy for now’?

me; big bro should ba then

yup

mahkabeb2; ok

me: ] trust ur judgemant

mahkabab2: if he won't do #t, we'll just consult like this and make cotiective decision
u never tokd us what u thought of the emails?
iguess it's not refevam

me: yup

00 88sy

mahkabah?: ok

fe1u go now

me: but wa're teo hungry

mahkabab2: ¥ nothing eiss

which is why sonsultation

! which is good but need to be wise

Guys noad to spiit

mahkabab?: ok

senye

me: paace out
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