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PREFACE

The Senate Select Committee on Intelligence heard testimony{éon.-

cerning S. 1324 at public hearings on June 21 and June 28, 1988, The "

June 21 hearing included testimony from the original cosponsor; Sena-
tor Strom Thurmond, and witnesses from the Central Intelligence
Agency who explained how the Agency interpreted the legislation as
introduced.

The June 28 hearing presented testimony from the following in-
dividuals and organizations interested in the legislation: Maj. Gen.
Richard Larkin, president of the Association of Former Intelligence
Officers ; John Norton Moore and John Shenefield, two members of the
American Bar Association’s Standing Committee on Law and National
Security: Mary Lawton, Counsel for Intelligence Policy in the Depart-
ment of Justice; Mark Lynech, representing the American Civil Liber-
ties Utnion; Charles S. Rowe, testifying on behalf of the American
Newspaper Publishers Association: Steven Dornfeld, representing the
national president of the Society of Professional Journalists; and Dr.
Anna Nelson, representing the National Coordinating Committee for
the Promotion of History.

On October 4, 1983, the committee met to mark up the legislation
and then voted unanimously to report S. 1324 as amended. Since then
the bill has passed the Senate. ‘

Barry GOLDWATER,
Chairman.

DantenL PaTriox MOYNTHAN,
Vice Ohairman.
(xIm)
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S. 1324, AN AMENDMENT TO THE NATIONAL SECURITY
' ACT OF 1947

TUESDAY, JUNE 21, 1983
U.S. SENATE, -

SeLEcT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 1:56 p.m., in room SD-124,
Dirksen Senate Office Building, Hon. Barry Goldwater (chairman of
the committee) presiding.

Present : Senators Goldwater, Chafee, Huddleston, and Leahy.

The Crarman. The meeting will come to order.

Today we welcorie John McMahon, the Deputy Director of Central
Intelligence, who is appearing on bebalf of the CIA to present the
Agency’s view on S. 1324, He has brought with him Ernie Mayerfeld,
Deputy General Counsel, and Larry Strawderman, Chief of the In-
formation and Privacy Section of the Agency.

I also welcome Senator Strom Thurmond, who I will introduce in
just a few moments.

Next Tuesday afternoon I will again have a public hearing so that
interested individuals and organizations can testify.

This bill amends the National Security Act of 1947 so that the major
operational components of the Central Intelligence Agency will be
relieved of the overwhelming burden of searching and reviewing sensi-
tive operational files in response to certain requests for information
under the Freedom of Information Act.

This relief will allow these components to devote their resources to
gathering the vital intelligence our Government needs to make in-

formed decisions in foreign policy and national defense.

“. Inorder to expedite these hearings, I will insert the remainder of my
opening remarks to be printed in the record as if read.

‘[The prepared opening statements of Senators Goldwater and
Leahy follow:] :

PREPARED OPENING STATEMENT OF CHAIRMAN BARRY GOLDWATER

The hearing will come to order.

Today I welcome John McMahon, Deputy Director of Central Intelligence, who
is appearing on behalf of the CIA to present the Agency's views on 8. 1324. He has
brought with him Ernie Mayerfeld, Deputy General Counsel, and Larry Straw-
derman, Chief of the Information and Privacy Division for the Agency. Next Tues-
day afternoon, I will again have a public hearing so that interested individuals
and organizations can testify.

This bill amends the National Security Act of 1947 so that the major operational
components of the Central Intelligence Agency will be relieved of the overwhelm-
ing burden of searching and reviewing sensitive operational files in response to
certain requests for information under the Freedom of Information Act. This

(1)




2

;elief. will allow these components to devote their resources to gathering the vital
intelligence our Government needs to make informed decisions in foreign policy
and national defense,

Let me explain very briefly why I think that this legislation is needed.

In the eight years since 'OIA has been in its present form, the CIA has worked
hard _to comply with the Act. However, it has been darned near impossible to keep
up with all the requests in the way the Act requires. I don’t think Congress really
contemplated what burdens FOIA would place on an intelligence agency,

FOIA mandates that if someone requests all the information on a certain sub-
Ject that all the files have to be located. In the intelligence agency, most of the
information is classified. But that fact does not end the agency’s job. An.experi-
enced person must go through stacks and stacks of these papers, sometimes they
are many feet tall, and justify the reason that almost every single sentence should
nolt be geleased. If this is not done well, a court could then order the information
released.

What has been the result of this burdensome process? Very little information, if
any, is released from operational files when the request seeks information concern-
ing the sources and methods used to collect intelligence. Even then the released
information is usually fragmented.

Theré is a great risk of a mistaken disclosure due to this mandatory search
and review of sensitive files and the possibility that some court may order the
release of information which could reveal g source's identity or a liaison relation-
ship. It is only these most sensitive operational files which this bill would
exempt from search and review.

It is important to know that this legislation does not frustrate the essential
burposes of the FOIA. Requestors will continue to have access to CIA files
containing the intelligence product, and to information on policy questions and
debates on' these policies, Additionally, access to files for individual U.S. citizens
and permanent resident aliens who seek information on themselves will not be
affected by 8. 1324.

The American public can only stand to benefit by this bill. By exempting those
operations files from search and review, the processing of all other requests
can be completed much sooner, The public will receive that information which
is re_leasable under the Freedom of Inforination Act and Privacy Acts in a far
more efficient and satisfying manner. The wait for a response from the CIA
now takes anywhere from two to three years. This kind of situation benefits
no one.

Ip short, phis bill relieves the CIA of certain time consuming search and
review requirements. By so doing, it provides the FQIA requestor speedier
responses fgr those areas which should be subject to public scrutiny, At the
same time, it will enable the Agency to take a number of experienced personnel
out lgf the business of reviewing files and permit them to get back to intelligence

work,

We scheduled this hearing so that the public can know, as much as possible

within security restrictions, how this legislation will work at the Agency. John
let’s begin. '

PREPARED OPENING STATEMENT OF SENATOR PATRICK LEAHY

Welcome Mr. McMahon, Today, we are taking up an issue which coneerns
e as a defender of the’Freedom of Information Aect . . . whether to exempt
a portion of the central intelligence agency’s files from search and review.

and share your concerns ahout protecting sensitive information on intelli
is;)ulfggig?ln%lme{‘llllod% gilAthe abstract, protection of the CIA's oper;tigﬂgfg?‘iligg
able. e F was never me i i i
ligfnce sources aad mathon r meant to require disclosure of our intel-
n practice, however, I wonder how much of a genuine roblem yot
your hands. As I understand it, there is no question ofp the Agzggyga‘giigg
compelled by the FOIA' now to release sources and methods information. The
courts sgstam your denials of such information. The courts support your policy
of refusing to acknowledge or to confirm the existence of “special activities.”
On that ba51§ You do not search files for information bearing on such activit&.
. There;ore, it seems to me that the FOIA is not jeopardizing sensitive intel-
ligence hlnformatlop. Your problem, in reality, is something else.
Let me be certam‘I understand the heart of your argument for S. 1324
Despl_te FOIA’g existing exemptions and the Drotection afforded by the co.urts
good faith compliance with the search and review requirements of the FOIA ié
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alleged to be imposing an unnecessary and unproductive burden on the Agency.
Tae sttuation you descrive seems to be that the Agency is furced to searcn and
review the operatiunal fiites or the Directorate of Uperations, the Directorate
of Science and ‘technutogy, and the Qgicer of Securlty which it patently cannot
release.

Yrom the materials hefore me, there appear to be three major costs in meeting
this requirement: :

1. Because of the sensitivity of the sources and methods information in opera-
tional files, case oflicers must be diverted from their normal duties to review and
samtize these materials. "this is at the expense of réguiar inteuigence work.

2. The need to amass all relevant documents pertaining to a request is break-
ing down vital compartmentation of operational information. You fear that
sooner or later information will be released which will lead to the identification
of human sources or intelligence methods. .

3. The search and review of operational files, which for the reasons already
stated will not produce significant releasable information, is causing a major
backlog in responding to FOIA requests, including those which would otherwise
result in the release of useful information. As 1 understand it, the backlog is
more than 2,500 cases and the delay in responding is about two years.

Mr.-MeMahon, before I make up my mind on this bill, I must be shown that

the consequence of its passage will not be the release of less information from
the CIA’s files than at present. I cannot support a bill whose purpose or result
is to deny information to the public that would otherwise be made available. My
view ig that public access through the FOIA to intelligence information used by
policy makers, consistent with national -security requirements, has been valu-
able—and must be continued. A good example is the release of national intelli-
gence estimates from the 1950°s and early 1960’s, such as the NIE’s on the
Cuban Missile Orisis. .
' Moreover, I will need to see solid Agency assurances on the record that relief
from search and review of designated operational files will lead quickly to
elimination of the backlog, and to better and more expeditious response to future
FOIA requests. . .

Signs of OIA seriousness about dealing with FOIA in the future will be im-
portant in helping me decide whether T can support 8. 1324. Frankly, the Agency’s
attitude toward FOIA «n the past-has not been encouraging. This bill offers an
opportunity for you to show that the CIA accepts the public's right to access to
information which does not jeopardize intelligence sources and methods or
disclose secrets vital to the nation’s seeurity. | . )

Finally, Mr. McMahon, I want to review carefully with you and your associ-
ates precisely how operational files would be designated, which files would fall
in this category, and how information in operational files which does not fit the
four categories in the bill would be reachable through FOIA. I realize much of
this will have to be handled in a classified manner. Neverthless, to the extent
possible, it is important to have at least general answers on the public record.

In short, we must establish a thorough record which addresses all legitimate
concerns of FOIA users if this bill is to have my vote. - Co

.The Cramman. I welcome Senator Strom Thurmond, the distin-
guished chairman of the Senate Judiciary Committee, who is an orig-
Inal cosponsor of S. 1824. For this reason, I have asked him to say a
few words as lead-off witness. Because of other commitments that he
has, he cannot stay for questions.

Strom, why don’t you begin.

STATEMENT OF HON. STROM - THURMOND, MEMBER OF THE U.S.
' SENATE FROM SOUTH CAROLINA

Senator Trurmond, Thank you very much, Mr. Chairman. I am
pleased to comment today on S. 1324, the Intelligence Information Act
of 1983. It was my great pleasure to join the able chairman of this
committee, Senator Goldwater, in introducing that bill on May 18,
1983, -

Mr, Chairman, I believe that we are all in accord on several basic
premises, First, the workings of a democratic government must be as
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open to its citizens as is consistent with protecting the national secu-
rity. The electorate must have sufficient information to make national
choices concerning the policies and representatives which best serve
their interests. o

We contrast our cherished tradition of open government with the
chilling secrecy of countries behind the Iron Curtain. Those citizens
‘are captive, not only by the threat of jail and torture, but by the lack
of information and the manipulated information which they receive.

The second principle upon which we agree is that effective security
measures are essential to the preservation of our form of government.
We need only look abroad and south of our borders to see certain ele-
ments determined to undermine the liberties of freedom-loving peoples
throughout the globe. This imposes upon our democratic government
the unfortunate, but absolutely imperative burden of preserving our
security against those forces.

Finally, we can agree that our brave intelligence officers and agents,
on whose shoulders the day-to-day responsibility of protecting our
freedom falls, deserve the maximum protection that our democratic
society can afford them. These individuals place their lives in jeopardy
to protect our safety and the safety of our families. They must not be
repaid with Government policies, no matter how well intentioned, that
unnecessarily risk their lives.

. I am proud to have worked with the members of this committee to

ass the Intelligence Identities Protection Act last year. This was a

ong-overdue effort to address one threat to the safety of these coura-
geous men and women. In addition, on June 16 of this year, the Judi-
ciary Committee reported S. 779, the Intelligence Personnel Protection
-Act, which will make it a Federal crime to kill, or attempt to kill, an
intelligence officer or employee.

Mzr. Chairman, as chairman of the Committee on the Judiciary, one
of my highest priorities has been revision of the Freédom of Informa-
tion Act to address the three goals that I have outlined—open govern-
ment, national security, and agent protection. :

I am pleased to report that the Committee on thé Judiciary, at its
executive session on June 16, 1983, only last week, ordered reported
S. 774, the Freedom of Information Reform Act of 1983. This is a bi-
partisan compromise which addresses some of the problems which have
arisen under the original act, while recognizing our shared goal of open
government., I am hopeful that we will soon be able to send that bill to
the House so that legislation can be.on the President’s desk by the end
of this Congress. '

S. 1824 is a complementary piece of legislation which deals with the
unique problems that the Central Intelligence Agency faces in this
* area. Specifically, it amends the National Security Act of 1947 to
exempt from disclosure and attendant search and review under the
Freedom of Information Act certain operational files designated by
the Director of Central Intelligence to be concerned with specified mat-
ters, including foreign intelligence, counterintelligence, or counterter-
rorism operations.

In order to protect the public’s access to certain information, the bill
specifically states that nondesignated files which contain information
from designated files remain subject to search and review and that
designation will not prevent the search and review of a file for infor-
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mation concerning special activities which are not exempt from dis-
closnre under the Freedom of Information Act. . )

Finally, the bill states categorically that these new provisions will
not affect proper requests by U.S. citizens and lawfully admitted resi-
dent aliens for information concerning themselves under the Privacy
Act or the Freedom of Information Act.

Mr. Chairman, I realize that this is a modest effort to address the
FOIA problems which the Central Intelligence Agency has encoun-
tered. However, I believe that it is an absolutely essential proposal
which has a realistic chance of enactment in this Congress.

Not only will it continue protection for information which is clearly
exempt from disclosure under the Freedom of Information Act and
court decisions under the act, but it will substantially reduce the ad-
ministrative burden on the Central Intelligence Agency.

This accrues to the benefit not only of the hardworking taxpayers
of this country, but also to those who have filed or plan to file Freedom
of Information Act requests. The reduced administrative burden-will
permit the CIA to respond to requests more quickly, thus providing
more useful and timely information. )

Mr. Chairman, I want to commend you for your outstanding leader-
ship in this area and for scheduling such prompt hearings on this im-
portant bill. T look forward to working with you on this and other
legislation aimed at protecting our brave agents, our national security,
and the openness of our Government which we so dearly cherish. -

The CrarrmaN. Thank you very much, Senator Thurmond. We ap-
preciate those remarks more than I can tell you and thank you for
coming over. . ) )

Senator Teurmonp. Thank you, Mr. Chairman. .

The CrammaN. Our next witness will be Mr. John McMahon,
Deputy Director of Central Intelligence, who I believe has served that
agency over 30 years,

Mr. McManon. Yes, sir. )

- The Cramman. We are very happy to have you with us, John, so
youmay proceed as you desire.

STATEMENT OF JOHN McMAHON, DEPUTY DIRECTOR OF CENTRAL
INTELLIGENCE, ACCOMPANIED BY JOHN STEIN, DEPUTY DI-
RECTOR OF OPERATIONS, CENTRAL INTELLIGENCE AGENCY; R.
‘EVAN HINEMAN, DEPUTY DIRECTOR FOR SCIENCE AND TECH-
NOLOGY, CIA; ERNEST MAYERFELD, DEPUTY GENERAL COUNSEL,
CIA; LARRY STRAWDERMAN, CHIEF, INFORMATION AND PRI-
VACY DIVISION, CIA; AND WILLIAM KOTAPISH, DIRECTOR OF

SECURITY ,
[Prepared statement of John N. McMahon follows:]

PREPARED STATEMENT OF JOHN N. MCMAXON, DEPUTY DIRECTOR OF
CENTRAL INTELLIGENCE .

Mr. Chairman, Members of the Select Committee on Intelligence, it is a pleasure
to appear before you today to discuss S. 1324. The Central ,Intgl_ligence Agency
urges enactment of thig Bill, It is carefully crafted to have positive bgneﬁts fqr
all those affected by it. It is unique legislation in this area of conflicting puphc
interests because it does not require tle agonizing trade-offs between protection
of the Agency's intellizence mission and the public's access to government infor-
mation. In essence, this legislation would exclude the Agency’s sensitive opera-
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ti(_)nal files frqm a search and review process that results in an ever-present risk
of exposure of sources and methods, and creates a perceived risk on the part of
our sources al}d potential sources which greatly impairs the work of this Agency.
At the same time, with this exclusion, the publie would receive improved service
from the Agency under the FOIA without any meaningful loss of information now
released un(}er the Act. 1t is hoped the CIA can substantially curtail the present
2—3:year wait that requesters must now endure.

. Under present law, there is in effect a presumption of access to CIA operational
files, and the Agency must defend a denial of our most sensitive information to
anyone who asks for it line by line, sometimes word by word. We, of course,
atte}npt to assure our sources, who live in fear of this process, that the exemptions
avallqble undgzr the FOIA are sufficient to protect their identities, but that assur-
ance is too o?ten seen as hollow. They ask, with Jjustification in my view, that
in exchange for the risks which they undertake on our behalf, we providé them’
with an absolute assurance of confidentiality. So long as we are compelled by
law to treat our operational files as potentially public documents, we are unable
to provide the iron-clad guarantee which ig the backbone of an effective intelli-
gence service. In addition, the review of operational files withdraws uniquely
capal.)le pex.-sm'mel from intelligence operations, and compels us to violate our
working principles of good security. Let me explain these points in more detail.

For sequmty reasons Agency information is compartmented into numerous
self-gontamed file systems which are limited in order to serve the needs of a
partlgular component or to accomplish a particular function. Agency personnel
are given access to specific filing systems only on a “need to know" basis. Opera-
'tlonal' files are more stringently compartmented because they directly reveal
}ntelhgen‘ce sources and methods. Yet a typieal request under the FOIA will seek
information on a generally described subject wherever it may be found in the
Agency‘ and will trigger a search which transgresses all principles of compart-
mentation, A relatively simple FOTA request may require as many as 21 Agency
records syst.emS to be searched, a difficult request can involve over 100.

In many instances the results of these searches are prodigious. Thousands of
bages of records are amassed for review. Here is a graphie illustration of the
product of an FOIA search. [Exhibit 1.] Although, in the case of records gleaned
from operatmpal files, virtually none of this information is released to the re-
quester, security risks remain which are inherent in the review process. The
dpcuments are scrutinized line by line, word by word, by highly skilled opera-
tional personnel who have the necessary training and experience to identify
source-revealing and other sensitive information. These reviewing officers must
proceed upon the assumption that all information released will fall into the
hands of hostile powers, and that each bit of information will be retained and
pieced togeth'er by our adversaries in a painstaking effort to expose secrets which
the Agency is dedicated to protect. At the same time, however, the reviewing
qﬂieex: must b_e prepared to defend each determination that an item of informa-
tion is classified or otherwise protected under. the FOIA. Furthermore the
officer must bear in mind that under the FOIA each “reasonably segrega'ble”’item
9f unprotected information must be released. Sentences afe carved into their
}ntelhglble elements, and each element is separately studied. When this process
is coxpplete.d for operational records, the result is usually a composite of black
markings, interspread with a few disconnected phrases which have been ap-
proved for release. Here is a typical example. [Exhibit 2.]

The public derives little or nothing by way of meaningful information from
the fragmentary items or occasional isolated paragraph which is ultimately re-
leased from operational files. Yet we never cease to worry about these fragments.
We cannot be completely certain of the composite information in our adversaries
pqssession or what further element they need to complete a picture, Perhaps we
missed the source-revealing significance of some item. Perhaps we misplaced one
of the black markings. The reviewing officer is confronted with a dizzying task
of defending each deletion without releasing any clue to the identity of our
sources, He has no margin for error. Those who have trusted us may lose their
reputa.tlon, their livelihood, or their lives; the well-being of their families is at
stake if one apparently innocuous item falls into hostile hands and turns out
to be a crucial lead. As long as the process of FOIA search and review of CIA
operational files continues, this possibility of error cannot be eradicated, The
harm done to the Agency’s mission by such errors is, of course, unknown and
uncalcplable. The potential harm is, in our judgment, extreme.

Aside from this factor of human error, we recognize that, under the current
Freedom of Information Act, subject to judicial review, national security exemp-
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tions do exist to protect the most vital intelligence information. The key point,
however, is that those sources upon whom we depend for that information have
an entirely different perception. .

I will explain how that perception has become for us a reality which hurt
the work of the Agency on a daily basis. The gathering of information from
human sources remains a central part of CIA's mission. In performance of this
mission, Agency officers must, in esgence, establish a secret contractual relation-
ship with people in key positions with access to information that might other-
wise be inaccessible to the United States Government.

This is not an’easy task, nor is it quickly accomplished. The principal ingre-
dient in these relationships is trust. To build such a relationship, which in many
cases ‘entails an individual putting his life and the safety of his family in
jeopardy to furnish information to the U.S. Government, is a delicate and time-
consuming task. Often, it takes years to convince an individual that we can
protect him. Even then, the slightest problem, particularly a breach or perceived
breach of trust, can permanently disrupt the relationship. A public exposure of
one compromised agent will obviously discourage others.

One must recognize also that most of those who provide us with our most
valuable and therefore most sensitive information come from societies where
secrecy in both government. and everyday life prevails. In these societies, in-
dividuals suspected of anything less than total allegiance to the ruling party or
clique can lose their lives. In societies such as these, the concepts behind the
Freedom of Information Act are totally alien, frightening, and indeed contrary
to all that they know. It is virtually impossible for most of our agents and
sources in such societies to understand the law itself, much less why the CIA®
operational files, in which their identities are revealed, should be subject to
the Act. It is difficult, therefore, to convince one who is secretly cooperating
with us that some day he will not awaken to find in a U.S. newspaper or magazine
an article that identifies him as a CIA spy. -

Also, imagine the shackles being placed on the CIA officer trying to convince
the foreign source to cooperate with the United States. The source, who may be
leaning towards cooperation, will demand that he be protected. He wants ab-
solute assurance that nothing willl be given out which could conceivably lead
his own increasingly sophisticated counter-intelligence service to appear at his
doorstep. Of course, access to operational files under FOIA is not the only cause
of this fear. Leaks, unauthorized disclosures by former Agency employees, and
espionage activities by foreign powers all contribute, but the perceived harm
done by the FOIA is particularly hard for our case officers to explain because
it is seen as a deliberate act of the United States Government.

Although we try to give assurances to these people, we have on record numer-
ous cases where our assurances have not sufficed. Foreign agents, some very
important, have either refused to accept or have terminated a relationship on
the grounds that, in their minds—and it is unimportant whether they are right.
or not—but in their minds the CIA is no longer able to absolutely guarantee.
that they can be protected. How many cases of refusal to cooperate where no
reason is given but if known would be for similar reasons, I cannot say. I sub-
mit, that, based upon the numerous cases of which we are aware, there are
many more cases of sources who have discontinued a relationship or reduced
their information flow based on their fear of disclosure. No one can quantify
how much information vital to the national security of the United States has
been or will be lost as a result. .

The FOIA also has had a negative effect on our relationships with foreign
intelligence services. Our stations overseas continue to report increasing con-
sternation over what is seen as an inability to keep information entrusted to us
secret. Again, the unanswerable question is how many other services are now
more careful as to what information they pass to the United States.

This legislation will go a long way toward relieving the problems that I have
outlined. The exclusion from the FOIA process of operational files will send a
clear signal to our sources and to those we hope to recruit that the information
which puts them at risk will no Iénger be subject to the process. They will know

that their identities are not likely to be exposed as a result of a clerical error
and they will know that the same information will be handled in a secure and
compartmented manner and not be looked at by people who have no need to
know that information. A distinguished Judge of the U.S. Court of Appeals,
Judge Robert Bork, in a recent dissenting opinion, had this to say about the
need to protect those sources that provide valuable information to the nation:
“The CIA and those who cooperate with it need and are entitled to firm rules
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that_can be known in advance rather than vague standards whose application to
parpcular circumstances will always be subject to judicial second-guessing. Our
national interest, which ig expressed in the authority to keep inteiligence sources
and methods confidential, requires no less.”

At the same.time, as I have explained before, by removing these sensitive
operational files from the FOfA process, the public is deprived of no meaningful
information whatsoever."

The paltry results from FOIA review of operational files are inevitable, These
r_ecords discuss and describe the nuts and bolts of sensitive intelligence opera-
tiong. Consequently they are broperly classified and are not releaseable under
tl}e FOIA as it now stands, The reviewing officers who produce these master-
Dieces of black markings are doing their job and doing it properly. It is crucial
to note in this regard that their determinations have been consistently upheld
when tested in litigation. The simple fact is that information in operational
rceords is.by and large exempt from release under the I'OIA, and the few

When I speak of reviewing officers absorbed in this brocess, it is important
to stress that these individuals are not and cannot be simply clerical staff or
even “FQIA professionals.” In order to do their job, they must be capable of
making difficult-and vitally important operational judgments, and consequently
most of them must come from the heart of the Ageney’s intelligence cadre.
Moreover, before any item of information is released under the FOTA, the re-
lease must be checked with a_desk officer with current responsibility for the

can imagine the d.isruption, for example, on the Soviet desk when the people
there must take time off from ‘the work they are supposed to do to review

augmentgtion of funding. We cannot hire individuals to replace those lost, we
must trgun them, After the requisite years of training, they are a scarce resource
needed in the performance of the Agency's operational mission. !

Let me make clear that this legislation exempts from the FOTA only specified
operational files. It leaves the bublic with access to all other Agency documents
and all intelligence disseminations, including raw intelligence reports direct from
the field. Files which are not designated operational files will remain accessible
under the FOIA even if documents taken from an operational file are placed in
them. This will ensure that all disseminated intelligence and all matters of policy
formulated at Agency executive levels, even operational policy, will remain ac-
cessible under FOTA. Requests coucerning those covert actions the existence of
which is no longer classified would be searched as before, without exclusion of
operational files. And of particular importance, a request by a U.S. citizen of

There is one final issue, Mr. Chairman, which I would like to address before
concluding my testimony. This ig the issue of how it would be possible for the
American public to have access to information concerning any Agency intelligence
activity that was improper or illegal. My firm belief ig that, given the specific
guidance which we now have in Executive orders and Presidential directives
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along with the effective oversight provided by this Committee and its counter-
part in the House, there will not ever again be a repeat of the improprieties of
the past. And let me assure you that Bill Casey and { consider it our paramount
responsibility that the rules and regulations not be violated, However, should
there be an investigation by the Inspector General’s office, the Office of General
Counsel, or my own ottice of any aileged impropriety or ilegaiity, and it is
found that these allegations are not frivolous, records of such an. investigation
will be found in nondesignated files. In such a case, information relevant to the
subject matter of the investigation would be subject to search and review in
response to an FOIA request because this information would be contained in
files belonging to the Inspector General's office, for example, and thege files can-
not be designated under the terms of this Bill. The same would be true, for
similar reasons, Mr, Chairman, whenever a senior Intelligence Community of-
ficial reports an illegal intelligence activity to this Commiittee or to the House
Intelligence Committee pursuant to the requirements in Section 501 of the
National .Security Act. - .

Mr. Chairman, the CIA urges adoption of thig legislation, and I understand
that the Administration algo supports your Bill. This concludes my testimony,
Mr. Chairman, I have with me my Deputy General Counsel, Ernest Mayerfeld, as
well as Chief of the Information Privacy Division, Larry Strawderman. In addi-
tion, accompanying me to provide substantive expertise are Deputy Director.for
Operations John Stein, Deputy Director for Science and Technology Evan Hine-
man, Director of Security William Kotapish, as well as others who will be
bleased to answer any specific questions you or the other Members may have.

Mr. McMamoN. I am also very grateful for Chairman Thurmond
taking the time to give us his strong support for this bill, and I also
welcome the opportunity to address the members of the Select Com-
mittee on Intelligence and discuss S. 1324, o )

The Central Intelligence Agency urges enactment of this bill. Tt is
carefully crafted to have positive benefits for all those affected by it.
It is unique legislation in this area of conflicting public interest be-
cause it does not require the agonizing tradeoffs between protection of
the Agency’s intelligence mission and the public’s access to Govern-
ment information. L .

In essence, this legislation would exclude the Agency’s sensitive
operational files from a search and review process that results in an
ever-present risk of exposure of sources and methods and creates a
percelved risk on the part of our sources and potential sources which
greatly impairs the work of the Agency. At the same time, with this
exclusion the public would receive improved serviece from the Agency
under the FOIA without any meaningful loss of information now re-
leased under the act. )

Under present law, there is in effect a presumption of access to CTA
operational files and the Agency must defend a denial of our most
sensitive information to anyone who asks for it line by line, sometimes
word by word. o )

We, of course, attempt to assure our sources who live in fear of this
process that the exemptions available under the FOIA are sufficient to
protect their identities, but that assurance is too often seen as hollow.
They ask, with justification, in my mind, that in exchange for the
risks which they undertake on our behalf we provide them with an
absolute assurance of confidentiality. i

So long as we are compelled by law to treat our operational files as
potentially public documents, we are unable to provide the ironclad
guarantee which is the backbone of an effective intelligence service.

In addition, the review of operational files withdraws uniquely ca-
pable personnel from intelligence operations and compels us to violate
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our working principles of good security. Let me explain these points
in more detail.

For security reasons, Agency information is compartmented into
numerous self-contained file systems which are limited in order to
serve the needs of a particular component or to accomplish a par-
ticular function. Agency personnel arve given access to specific filing
systems only on a need-to-know basis.

Operational files are more stringently compartmented because they
directly reveal intelligence sources and methods. Yet a typical re-
quest under the FOIA will seek information on a generally described
subject, wherever it may be found in the Agency, and will trigger a
search which transgresses all principles of compartmentation.

A relatively simple FOIA request may require as many as 20
Agency record systems to be searched. A difficult request can involve
over 100. In many instances, the results of these searches are prodi-
gious. Thousands of pages of records are amassed for review. Here is
a graphic illustration of the product of an FOIA search, although in
the case of records gleaned from operational files virtually none of
this information is reteased to the requester.

Sectirity risks remain which are inherent in the review process.

The CrarrMaN. May I interrupt ? Is that one request ?

Mr. McMauon. Yes, sir, that is one request, and we had to screen
those two mountains of files in order to produce 6 inches of releasable
material. ,

- The Crarman. Would you guess how many pages you had to go
through to get to that information ? :

Mr. McManox. The documents are 9%4 linear feet.

The Crarrmax. Nine and a half linear feet.

Senator Lramy. Is that a typical result? I mean, that would be the
median one, the average ?

Mr. StrawperMaw. This would probably be in the minority, but
when you have one like this you have quite an extensive search
process to go' through, and every page has to be read and scanned
word by word and line by line. No, this is not the garden variety
case, but we do have a number of these in the Agency to deal with at
any particular time.

Senator Learry. Thank you.

Senator Cuarrr. Could T ask a question here, Mr. Chairman ?

A request comes in, Mr. McMahon. Is it a generalized request such
as please send me all the information you have on your Operation
in Chile?

Mr. McManon. Yes, sir. Often it is like that. What we have done
In recent years is attempt to negotiate with the requester to narrow
down the request into a topic that is specific enough for us to target
where the information is located.

In earlier days we had to take a request like that and fan it out
all through the Agency and seek information from files that may not
have it in there. That took a considerable amount of time. But by
negotiating with requesters we are able to narrow the requests down
so that we know what files to look at. Even though it may be as many
as 21 different systems, at least that is a lot better than 100 or more.
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Senator Crarze. Now the typical person that is asking, would they
be an author or columnist or wouid 1t be an indiviuual just wantmg
to—

Mr. McMaxon. It has varied over the years, Senator Chafee. Right
after the enactment of the new provisions or the amendments to the
FOIA back in 1974, we had a tremendous rush from citizens all
throughout the United States. That has now narrowed down to what
I wouid call the professional requester. o

These are people from think tanks and Institutes, from professors
and possibly even other intelligence services seeking to acquire in-
formation on what CIA may have regarding them. So the composition
is still a good cross section, but we seem to have drifted away from
the average U.S. citizen coming in with a request.

Senator Crarer. And they have to pay a certain amount per page?

Mr. MoManon. We negotiate not so much with the private citizen
as opposed to an institute or a journalist who wants CIA to do their
reference work for them. So we negotiate that out. ;

I must say in -some $21 million or more that we have spent since
FOIA was enacted, we have only extracted about $76,000 in fees.

Senator Crarer. Thank you. Thank you, Mr. Chairman.

Mr, McMamon. The documents which we review, as I mentioned,
Mr. Chairman, are scrutinized line by line, word by word by highly
skilled operational personnel who have the necessary training and
experience to identify source-revealing or other sensitive information.

These reviewing officers must proceed upon the assumption that
all information released will fall into the hands of hostile powers
and that each bit of information will be retained and pieced together
by our adversaries in a painstaking effort to expose secrets which the
Agency is dedicated to protect.

At the same time, however, the reviewing officer must be prepared
to defend each determination that an item of information is classified
or otherwise protected under the FOTA. Furthermore, the officer must
bear in mind that under the FOTIA each reasonably segregable piece
of unprotected information must be released.

Sentences are carved into their intelligible elements and each ele-
ment is separately studied. When this process is completed for opera-
tional records, the result is usually a composite of black markings in-
terspersed with a few disconnected phrases which have been approved
for release, and the exhibit here typifies what happens to a good num-
ber of our released information, and I believe the staff has prepared
for you examples of this. ) _

"The public derives little or nothing by way of meaningful informa-
tion from the fragmentary items or occasional isolated paragraph
which is ultimately released from operational files. Yet we never cease
to worry about these fragments. We cannot be completely certain of
the composite information in our adversary’s possession and what fur-
ther element they need to complete a picture for them. o

Perhaps we missed a source-revealing significance of some item. Per-
haps we misplaced one of the black markings. The reviewing officer is
confronted with the dizzying task of defending each deletion without
releasing any clue to the identity of our sources, He has no margin
for error.
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Those who have trusted us may lose their reputation, their liveli-
hood, and, indeed, their lives. The well-being of their families is at
stake if one apparently innocuous item falls into hostile hands and
it turns out to be a crucial lead. :

As long as the process of FOIA search and review of CIA opera-
tional files continues, this possibility of error cannot be eradicated.
The harm done to the Agency’s mission by such error is, of course, un-
known and incalculable, The potential harm is, in our judgment,
extreme,

Aside from this factor of human error, we recognize that under the
current Freedom of Information Act, subject to judicial review, na-
tional security exemptions do exist to protect the most vital intelligence
information. The key point, however, is that those sources upon whom
we depend for that information have an entirely different perception,

I will explain how that perception has become for us a reality which
hurts the work of the Agency on a daily basis. The gathering of in-
formation from human sources remaing g, central part of CIA’s mis-
sion, In performance of this mission, Agency officers must in essence
establish a secret contractual relationship with people.in key positions
with access to information that might otherwise be inaccessible to the
U.S. Government. '

Thisis not an easy task, nor is it quickly accomplished. The prin-
cipal ingredient in these relationships is trust. To build such a rela-
tionship, which in many cases entails an individual putting his life and
the safety of his family in j eopardy, to furnish information to the U.S.
Government is a delicate and time-consuming task. Often it takes years
to convince an individual that we can protect him.

Even then, the slightest problem, particularly a breach or perceived
breach of trust, can permanently disrupt the relationship. Public
exposure of one compromised agent will obviously discourage others.
One must recognize also that most of those who provide us with our
most valuable and, therefore, most sensitive information come from
societies where secrecy in both government and everyday life prevails.

In these societies individuals suspected to anything less than total
allegiance to the ruling party or regime can lose their lives, and in
societies such as these the concepts behind the Freedom of Informa-
tion Act are totally alien, frightening, and indeed contrary to all that
they know.

t is virtually impossible for most of our agents and sources in
such societies to understand the law itself, much less why the CIA
operational files in which their identities are revealed should be sub-
ject to that act. It is difficult, therefore, to convince one who is secretly
cooperating with us that someday he will not awaken to find in a
U.S. newspaper or magazine an article that identifies him as g CIA
spy.

Also. imacine the shackles being placed on the OTA officer trying

to convince the foreign source to cooperate with the United States.
e source, who may be leaning toward cooperation, will demand
that he be protected. He wants absolute assurance that nothing will
be siven out which could conceivably lead his own increasingly so-
phisticated counterintelligence service to appear at his doorstep.
Of course, access to operational files nnder FOTA is not the only
cause of this fear. Leaks, unauthorized disclosure by former Agency
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our case officers to explain because it is seen as a deliberate act of the

U.S. Government, :
Although ‘we try to give assurances to these people, we have on

record numerous cases where our assurances have not sufficed. Foreign

Protected,

How many cases of refusal to cooperate where no reason is given
but if known would be for similar reasons I cannot say. I submit,
however, that based upon the numerous cases of which Wwe are aware

disclosure, No one can quantify how much information vital to the
natli)élal security of the United States has been or will be lost as a
result, )

The FOIA has also had a negative impact on our relationships with
_forelgq intelligence services. Our stations overseas continue to report

tion they pass to the United States.

This legislation will go a long way toward relieving the problems
I have outlined. The exclusion from the FOIA of operational files
will send a clear signal to our sources and to those we hope to recruit
that the information which puts them at risk will no longer be subject
to the process. They will know that their identities are not likely to be
exposed as a result of a clerical error, and they will know that the

A distinguished Judge of the U.S. court of appeals, Judge Robert
Bork in a recent dissenting opinion had this to say about the need to

protect those sources that provide valuable information to the Nation.
He said, and I quote:

The CIA and those who cooperate with it need and are entitled to firm rules
that can be knpwn in advance rather than vague standards whoge application
to particular cireumstances will aways be subject to judicial second-guessing.
. Our national interest which is expressed in the
Intelligence sources and methods confidential requires no less, At the
same time, as I have explained before, by removing these sensitive
operational files from the FOIA process the public is deprived of no
meaningful information whatsoever,

The paltry results from FOIA review of operational files are

‘inevitable. These records disquss and describe the nuts and bolts of

sensitive intelligence operations. Consequently, they - are properly
classified and are not releasable under the FOIA as it now stands,
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upheld when tested in litigation. The simple fact is that information
In operational records 1s by and large exempt from release under the
FOLA, and the few bits and pieces which are releasable have no
informational value.

When I speak of reviewing officers absorbed in this process, it is
important to stress that these individuals are not and cannot be-sim-
ply clerical staff or even FOIA professionals. In order to do their job,
they must be capable of making difficult and vitally important opera-

* tional judgments. Consequently, most of them must come from the

heart of the A gency’s intelligence cadre.

Aloreover, beiore any went or wiormation is released under the
FOIA, the release must be checked with the desk officer with current
responsibility for the geographical area of concern. Hence, we must
not only remove Inteligence owcers on a rull-time basis from their
primary duties, we must also continually tap the current personnel
resources of our operating components.

That is so because we have a practice in the operational dirvectorate

which requires that every piece of paper which is released, even in-
cluding those covered with black marks like the ones I have shown
you here before, must be reviewed by an officer from the particular
desk that wrote the documents or received them from the field, and
We cannot aiter this practice because the risk of compromise is so
rreat.
g You can imagine the disruption, for example, on the Soviet desk
when the people there must take time off from their work that they
are supposed to do in order to review a document prepared for release
under the FOIA. It is obvious, of course, that when a CIA. operation
makes the front pages of the newspapers the FOTA requests on that
subject escalate.

This loss of manpower cannot be cured by an augmentation of
funding. We cannot hire individuals to Teplace those lost; we must
train them. After the requisite years of training, they are a scarce re-
source needed in the performance of the Agency’s operational mission.
Let me make clear that this legislation exempts from FOJA only
specified operational files. It leaves the public with access to all other
Agency documents and all intelligence disseminations, including raw
intelligence reports direct from the field. Files which are not desig-
nated operational files will remain accessible under the FOIA, even 1f
documents taken from an operational file are placed in them.

This will insure that all disseminated intelligence and all matters
of policy formulated at Agency executive levels, even operational pol-
icy, will remain accessible under FOIA. Requests concerning those
covert actions the existence of which is no longer classified would be
searched as before without exclusion of operational files,

And, of particular importance, a request by a U.S. citizen or per-
manent resident alien for personal information about the requestor
would trigger all appropriate searches throughout the Agency with-
out exception. - ,

I would also like to address the benefit to the public from this legis-
lation. Because of the backlog, FOTA requesters now wait 2 to 3 years
to receive a final response to their request for information when they
involve the search and review of operational files within the Direc-
torate of operations. We estimate that should S. 1324 be enacted, the

‘15

CIA could in a reasonable time substantially reduce the FOIA queue.
Indeed, 1f this bill is enacted, every eftfort will be made to pare down
the queue as quickly as possible. -

This would surely be of great benefit if the public could receive final
responses from the CIA in a far more timely and effective manner.
The public weuld continue to have access to the disseminated intelli-
gence product and all other information in files which would not be
designated under the terms of the bill.

There is one final issue, Mr. Chairman, which I would like to address
before concluding my testimony, This is the issue of how it would be
possible for the American public to have access to information concern-
ing any Agency intelligence activity that was improper or illegal.

My tirm belief is that given the specific guidance which we now have
in the executive orders and Presidential directives, along with the
effective oversight provided by this committee and its counterpart
in the House, there will not ever again be a repeat of the impropri-
eties of the past. And let me assure you that Bill Casey and I consider
it our paramount responsibility that the rules and the regulations not
be violated. :

However, should there be an investigation by the Inspector General’s
office, the Office of General Counsel or my own office of any alleged
impropriety or illegality and it is found that these allegations are
not frivolous, records of such an investigation will be found in non-
designated files.

In such a case, information relevant to the subject matter of the in-
vestigation would be subject to search and review in response to an
FOIA request because this information would be contained in files
belonging to the Inspector General’s office, for example, and these files
cannot be designated under the terms of thisbill.

The same would be true for similar reasons, Mr. Chairman, if under
the Congressional Oversight Act a senior intelligence community of-
ficial reports an illegal intelligence activity to this committee or to the
House Intelligence Committee.

Mr. Chairman, the CIA urges adoption of this legislation. I under-
stand that the administration also supports your bill.

This concludes my testimony, Mr. Chairman. You have introduced
those colleagues of mine who have joined with me here to testify on
this bill. But before I close, I would like to note the words of Judge
Gerhard Gesell of the U.S. District Court for the District of Columbia
in addressing an FOIA case.

He said, and T quote, “It is amazing that a rational society tolerates
the expense, the waste of resources, and the potential injury to its own
security which this process necessarily entails.” I share his views, This
country needs S. 1824. :

Thank you, Mr, Chairman. -

The CratrMAN. Thank you very much, Mr. McMahon.

Now I must apologize for having made my opening statement and
not having recognized other members of the committee who might
have wanted to do the same.

Senator Chafee.

Senator Craree. I have nothing, Mr. Chairman.

The CrammaN. Senator Leahy.

Senator Leamy. I do, Mr. Chairman, if I might.
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This is a matter of some interest to me. I was glad to hear Senator
Thurmond’s support for the compromise legislation that Senator
Hatch and I worked out in the Judiciary Committee. It was a matter
of about a year and a half of work.

Today we take up an issue that follows on with that, an issue that
concerns me as one who has spent a great deal of time as a defender
of FOIA. That issue is whether to exempt a portion of the Central
Intelligence Agency’s files from search and review.

I think Mr. McMahon’s testimony, as always, was to the point, very
substantive, and is welcomed by us here. As a member of the Select
Committee on Intelligence I understand and I share your concerns
about protecting sensitive information on ntelligence sources and
methods. I have stated this over and over.

In the abstract, protection of the CILA’s operational files does not
even rate an argument. It is a given. The FOIA was never meant
to require disclosure.of our intelligence sources and methods. Tt should
not, and it would be absolutely wrong if it did.

But in practice you have to question just what the problem is, the
real problem that CIA may have on its hands. As I understand it,
there is no question of the Agency being compelled by the FOIA now
to release sources and methods information, and the courts have sus-
tained your denials of such information. The courts support your
policy of refusing to acknowledge or confirm the existence of special
activities. On that basis you do not search files for information bear-
ing on those activities. So it seems to me that FOTIA is not jeopardiz-
ing sensitive intelligence information per se, and the problem in
reality may be something else. Let me make sure I fully understand
the argument for this legislation.

Despite FOIA’s existing exemptions and the protection afforded
by the courts, good faith compliance with the search and review re-
quirements of the FOIA is alleged to be Imposing an unnecessary
and unproductive burden on the Agency. The situation described here
seems to be that the Agency is forced to search and review the opera-
tional files of the Directorate of Operations, the Directorate of Science
and Technology, and the Office of Security; which are files that pat-
ently it cannot release.

There are three major costs in meeting the search requirements for
these materials, as I see it. One, because of the sensitivity of the
sources and methods information in operational files case officers have
to be diverted from their normal duties to review and sanitize these
materials. That is at the expense of their regular intelligence work.

Second, the need to amass all relevant documents pertaining to the
request is breaking down vital compartmentation of operational in-
formation. You fear that sooner or later information is going to be
released which will lead to the identification of human sources or
intelligence methods—again a major concern,

And, third, the search and review of operational files, which for
the reasons already stated would not produce significant releasable
information, is causing a major backlog in responding to FOIA re-
quests, including those which would bring about normal release of
information. I understand there is a backlog of about 2,500 cases and
the delay in responding is around 2 years,
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Now, before I make up my mind on this bill, I want to be shown
that the’consequence of its passage will not be the release of less infor-
mation from the CIA’s files than at present. I understand from your
testimony that that is not the intent of the CIA. Is that correct?

Mr. McMawmon. That is correct, Senator.

Senator Leamy. I would not support a bill whose purpose would
result in denying information to the public that would otherwise be
made available. My view is that public access under FOIA to intel-
ligence information used by’ policymakers, consistent with national
security requirements, has been valuable. It has resulted, for example,
in the release of National Intelligence Estimates from the 1950’s and
early 1960’s, such as the NIE on the Cuban missile crisis. -

I also want to see solid Agency assurances on'the record that relief
from search and.review of-designated operational files will lead
quickly to elimination of the backlog and a more éxpeditious response
to future FOIA requests. - -

Signs of the Agency’s seriousness about dealing with FOIA in the
future will be important in helping me to decide whether to support
S. 1824, In the past, its attitude has not been encouraging, The bill
offers an opportunity for you to show that the CIA. accepts the pub-
lic’s right to access to information which does not jeopardize intel-
ligence sources and methods or disclose secrets vital to the Nation’s
security. . :

I very much appreciate the statements made here. The Director of
the CIA said in a speech that FOIA should not even apply to the
CIA. The facts are, of course, that it does. You are not suggesting
that here, and T am glad of that. ' '

I want to review:carefully with you and your associates precisely
how these operational files would be designated, which files would
fall in this category, and how information in operational files that
dcgs KOt fit the four categories in the bill would be reachable under.
FOIA. : ’ '

Some of that will have to be done in a classified session, Mr. Chair-
man, but a lot can be handled on the public record. This is the longest
opening statement I have given in this committee on any matter, Mr.
Chairman. But I probably have spent as much time as any Senator,
and perhaps more than most, on FOIA during the last 214 years.
The progress of our bill in the Judiciary Committee on FOTA +will
to a greater or lesser degree be affected by the progress of this one.
I thought it best to set my feelings on the record for those who are
following what I might be doing on it.

Thank you. - _

The CrARMAN. Senator Huddleston.

Senator HuppLeston. Well, thank you very much, Mr. Chairman,

As you know, this committee for at least the last 4 years has been
trying to resolve the issue of the CIA’s role under the Freedom of
Information Act. In 1979 Admiral Turner asked us to exempt from
the act the operational files of every agency of the intelligence com-
munity. Some of us felt that was a little too broad, and instead the
intelligence charter bill in 1980 included a narrower provision just for
the CIA’s operational files. S

When that bill was introduced, I thought the exemption ought to be
considered within the framework of charter legislation and I still
think so. The safeguards in a new CIA charter would make it less



18

necessary to have the Freedom of Information Act as a check against
. izbllllses. However, without a new charter the issue takes on a different
ight.

gIn 1981 we held hearings on separate legislation to-exempt opera-
tional files of all intelligence agencies, as well as Director Casey’s
.proposal to exempt the entire CI1A. At that time it became clear to me
that any legislation on CIA and the Freedom of Information Aect must
be very carefully balanced. The new bill introduced by Senator Gold-
Wwater this year represents an effort to benefit both CIA’s operational
Interests and the public’s right to know and to have as much informa-

tion as possible about their government,
It seems to me our job is to determine whether or not this bill does

in fact serve both. of those interests adequately. There is no question-

‘that -CIA would gain from not having to search its operational files
in response to an FOIA request, but what about the public’s need to
know ¢ Some of the questions I want to check out are:

Is it true that the bill would not reduce the actual amount of infor-
mation that comes out because the courts already let CIA withhold
operational data? . '

- Will reporters and scholars still have access to as much informa-
tion as possible consistent with national security about the CTA intelli-
gence product that goes to national policymakers ? "

What will happen to the enormous backlog of CTA. requests, and

~how does CIA plan to improve its processing of requests for informa-
.tion that can be declassified ? : C

And, finally, does the bill affect the right of an American citizen
to have the courts review CIA decisions to keep secret the facts about
controversial operations or alleged intelligence abuses ?

The committee needs to submit detailed questions to the CTA on
these matters, and some of them will be discussed during thig hearing.
I hope that most of the information or all of it can be made public so
that everyone who is interested can understand the purpose and the
effects of this particular legislation.

Thank you, Mr. Chairman.

The Cuarrman. Thank you very much.

We will begin the questioning with Senator Chafee, who was very
instrumental in this work in the past year. John. .

Senator Cuarer. Thank You very much, Mr, Chairman.

Mr. McMahon, we have some statistics here before us. I do not know
whether you have the same group that show a very dramatic decline
in the FOIA requests. Let me take these statistics starting in 1975.

It shows in 1975 you received 6,600 requests; in 1982 you received
1,000. Furthermore, in the bar graphs that you have here, although
1975 was the peak—well, this shows 1975, and then it jumps to 1978,
and then 1979 right to the.present. There has been g, rather astonishing
decline in these requests.

Is there any particular reason for that? Was it the novelty of it that
started it off ¢ Let us see. This started in 1975, did it not 2

Mr. StrawperMaN. T will take that, Senator Chafee. In 1975 we had
an influx of people asking for what do you have on me, or a my-file
request when the act was passed in 1974, We can service those fairly
easily, since for about 84 percent of them there are no records available,

-Senator Cuaree. That disappointed them probably, did it not ?
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Mr. StrawpermMaAN. We have gotten down to the more serious re-
questers in the last couple of years,so it seems to be a gradual tailoff of
the my-file requests coming in from the early days.

Senator CuAFEE. But, even so, take the difference between 1978 and
1982. It went down 50 percent from 2,100 to 1,000, and——r . )

Mr. Strawperman. ‘L'he green line on the chart, Senator, is the Pri-
vacy Act requests. The middle line, I believe, are the Freedom of In-
formation Act requests, so it really came down from 1,600 to 1,010,
and it is continuing at about that same rate this year.

Mr. McMaxon. I think you also have to bear in mind, Senator
Chafee—and I hate to admit this—but I would suspect that a number
of well-meaning requesters when they know it 1s going to take 2
to 8 years to get an answer are discouraged.

Senator Caaree. Well, I suspect that might well be so.

Is the term “operational file” a term ot art? Does that mean some-
thing by its very terminology ¢ If so, why is it not very convenient for
you or the Director just to mark everything an operational file? )

Mr. MayerreLp. 1 think the bill defines that quite clearly because it
does say that operational files may be designated only if they concern
the items listed on page 5, beginning line 20. In other words, they have
to concern the means by which foreign intelligence, et cetera, is col-
lected by scientific and technical means. They have to concern foreign
intelligence operations, counterintelligence and counterterrorism op-
erations, and on those files in the Office of Security that are concerned '
with the investigations conducted to determine the suitability of
sources, and a very important item, beginning on line 4, page 6, intelli-
gence and security liaison arrangements or information exchanges
with foreign governments or their intelligence or security services.

In other words, if you will, this constitutes the definition of opera-
tional files. _

Senator Cuarer. I see. Let me ask you—Mzr. Chairman, when my
time is up, just let me know.

The Cmamrman. Go ahead. :

Senator CHAFEE. On these charts here it shows the appeals from
1975 to 1982. Now is that a litigating appeal, an appeal to a court?

Mr. StrawpermAN. This is an administrative appeal, right.

Senator Cuaree. That is an administrative appeal.

Mr. Strawperman, That is right.

Senator Craree. I must confess I do not know. Who do you appeal
to! Is there an appeal procedure set up? )

Mr. MayerreLp. Yes; to a committee composed of Deputy Directors.

Senator CHArEE. But in addition there is a judicial right of appeal,
is there not?

Mr. Maverrerp. That is right, Senator. )

Senator Craree. Now how many of those—is it my understanding
that the CIA has won every one of those?

Mr. MaverreLp. It has won every one of those where we asserted
a national security exemption, a classification exemption, or the au-
thority under the Director’s authority to prevent disclosure of sources
and methods. We have won every one of those. I should say, Senator,
with one exception.

Senator Craree. When you say every one, roughly how many are
you talking about—not exactly, just roughly ¢
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Mr. MayerreLp, Well, we are talking in terms of hundreds. We have
had, I think, some 800 FOIA lawsuits since the act has been in effect,

Senator Cuaree. Well, that is a pretty good batting average. You
have won 299,

Mr. MAYERFELD. 256 to be precise. That is the exact figure.

Senator Cuares. That is better than Lou Hall’s, ) :

Mr. MAYERFELD., Well, in a way, Senator, if I may, this proves the
heed for this bill because what we usually battle over in the courts is
this kind of operational information.

Senator Cuarer. Now in the course of defending ourselves, do you
have to go and reveal the information, or how do you work that?
Is that a problem in itself? o

Mr. Mavyerrerp, It is a very serious problem. The law requires that
every segregable piece of a document that you withhold has to be
individually described. It is very hard to describe an item of secret
information without giving away the secret, and once you have de-
scribed it you have to justify the need to withhold that.

If T may take you back to that document here, those block letters
in there, this was'a document which was subject to litigation, and in
the affidavit that we had to file to support our arguments to withhold
these, each one of these, beginning from A and it runs through L, was
a certain kind of information which we were withholding, whether
it was the name of an agent, the name of an employee, the identifica-
tion of a source, the location of & CIA secret installation, and so forth.

And each one of those block letters represents one of those. And in
the acccmpanying afidavit we had to say wherever the letter K ap-
pears the name of a CIA source appeared, and then we have to go on
and say in the affidavit that we are required to file why it is neces-
sary to protect Mr. X as a CTA source. o

Senator Crargs. I sce, that is dangerous. Now let me ask you this,
In conclusion, Mr. McMahon. You testified in favor of this act and
you are for it. Does it do you much good? On a scale of 10, it 10
were your best wish—which I suspect might be to be exempt entirely
from the act—how much does this do for you?

Mr. McMamox. If you are running an intelligence service, Senator
Chafee, you would like to have total exemption for the Agency.

Senator Craree. I am not faulting you for that one bit.

Mr. McMamox. But if you are trying to live within the spirit of
FOIA and what it was infended to do for the American people, then
I support this bill because it makes available or accessible to the
citizens of the United States that information which they might legit-
imately inquire about, and hence we are obliged under this bill to
do a search and make sure that we search information against that
request.

But the key is that it protects our sources. There will not be in-
stances where our source’s name may be inadvertently revealed or an
incident described which reveals that source through an oversight,
and that is what we are trying to do.

Senator Crarre. T know that is the objective of the act, but in fact
do von think that will succeed largely?

Mr. MrMamon. Yes, siv. it will, and it will do away with the per-
ception that a number of our sources have that they are threatened
because of the present FOIA Act,
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Senator Crares. Do you agree with that, Mr. Stein ?

Mr. Stemn, I do indeed, Senator Chafee. I would add simply to-it
another very important feature of the bill.

In the espionage business, as mentioned in Mr. McMahon’s testi-
mony, the mere act—the mere act of searching—causes a breakdown
in one of the cardinal rules of the intelligence business, namely, the
compartmentation of its information,

€D & request comes in, anything relating to that request is lumped
together and it is taken out of compartmented sections of the opera-
tional files, put together, xeroxed, and so forth, and so there is an
automatic breaking down of security within the Directorate of Opera-
tions itself—a very dangerous practice. '

Senator Crarer, Well, thank you, Mr. Chairman.

The CrAIRMAN, Thank you, John. Do you have some questions?

Senator HupbrzsToN. Yes, Mr. Chairman. : '

One of the key questions, of course, raised about the bill itself is
how it will affect information that might appropriately come out re-
lating to intelligence abuses. I think if we look back we can point to
the fact that each of the CTA. Directorates covered by the new exemp-
tion was involved in some kind of abuse disclosed by the Rockefellor
commission and by the Church commititee,

The MKULTRA. program for testing drugs on unwitting subjects

groups protesting against the CTA itself,

Now 1n your opening statement, Mr. McMahon, you said that CIA
would search the records of investigations of abuses, but what about
the operational files as they relate to the abuses themselves? Would
they be subject to search and review ?

Mr. McMawoN. Yes, sir, if there is any abuse, Senator Huddleston,
within the Agency, that would automatically be reported upward, 1
am sure this committee can attest to Agency employees carrying to its
attention things that they are concerned about, whether they are il-
legal or not. So we know that happens.

The A%f,ncy is also spring-loaded as an institution right now re-
garding § A ¢ o Ligt

my office or the Inspector General’s office, or General Counsel’s office
and would be available for search and review under the FOIA.
Senator Huopreston. So you do not see this act as inhibiting in any
way the information that is available or the investigation that may
g% X%nducted that might relate to some actual or alleged abuses by

Mr. McMaxnon. No, sir, no more so than it does right now.
" Senator HuppresToN. What about. when an operation hag become
declassified or has been officially acknowledged by the Government?
What happens then to an actual Operation ?




Mr. MoMawox. Then that would become a, nondesignated file and
would be subject to search and review.

Senator HuppresToN. Would that be an automatic process ?

- Mr. McMaxson. Go ahead.

Mr. Maverrerp. Yes; the bill specifically provides, Senator, that
information in operational files on special activities, that is covert
action operations which, as the bill says, the fact -of which can no
longer be classified would be subject to search-and review.

Senator Huppreston. That is an automatic process?

Mr. MayereeLp, The bill provides for that specifically as to covert
action.

Senator HuppLesTON. Now, questions have been raised as to whether
or not the bill would reduce the amount of information actually pro-
duced by the CIA to reporters and scholars and concerned citizens, and
as I understand it the bill is not intended to exempt files that contain
intelligence product—that is, either raw or finished intelligence reports
used by CIA analysts and by the policymakers.

And the bill is not supposed to exempt declassified special activities,
even covert activities, that go beyond intelligence collection. Is that
correct ? .

Mr. Maverrerp. That is correct.

Senator Huppreston. What about historically valuable information
on collection operations themselves? I think one example is a document
that we have that is entitled “The Berlin Tunnel Operation,” which is
a very intriguing document. It was a clandestine service history of the
tunnel from West to East Berlin built by CIA back in the 1950%. The
study was obtained from the CTA under the Freedom of Information
Act by David Martin, who was then a N. ewsweek reporter, and he used
it in writing his book A Wilderness of Mirrors.”

Now, would studies like this that deal with important CIA. collection
operations be subject to search and review under the bil]?

Mr. StRawDERMAN. Yes, sir, we envision that intelligent studies
would be subject to search and review. We have studies of intelligence
that are produced and articles from those have been released over
recent years—67 of them in total—and they would be subject to search
and review under the bill. So, they would be accessible to historians and
researchers seeking that sort of information.

Senator Huppreston. So, the bill providing for search and review of
information about declassified covert operations, would it also permit
the search and review on those rare cases when the existence of a col-
lection operation can be declassified for historical purposes?

Mr. Maverrerp. Well, as to the Berlin Tunnel example, that par-
ticular document released to David Martin was found in nonopera-
tional files. There is a constant process going on where our Center for
Studies in Intelligence writes Pleces of historical value and actuallly
puts out an in-house publication. Much of the contents of that par-
ticular publication is unclassified. but even the classified portions of
that will be subject to the act, will be subject to requests for declassi-
fication review under FOIA.

Senator Huppreston. Mr. Chairman, I have a few more questions.

Senator CrAFEE [presiding]. Go ahead.

Senator HuppLEsTON. Well, I think another area is the role of the
courts. I would like to get that pinned down. The basic principle of
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the Freedom of Information Act for many is that the courts will have
an opportunity to review the bureaucratic decisions that keep informa-
tion secret.
Looking at the role of the courts in this speci islati

g at the e CO pecific legislation, we have
already deait with the definition of “operational files” and I assume
that the courts would be able to review the determination that g par-
ticular file or set of files is exempt from search and review. Is that your
understanding ?

Mr. MayERrELD, No, Senator, I do not think it is. I think the way

that bill would be that the designation by the DCL would not be judi-
cially é‘Iewewable and that this bill would delegate that authority to

Senator Hupbrestox. Do you think any kind of court review would
be detrimental to what you nope to accomplish by this act?

Mr. Mayerrerp. I would say so, Senator. :

Mr. MoMamoxw. I think it would defeat it, Senator. In fact, the
courts have found in cases in the past that the best authorities on the
Zogrcegtand methods and the classification are those in the business of

oing it, -

Senator Hupbreston. You do not see this as a major problem for
those who are seeking the information ?

Mr. McMazox. No, sir. Knowing what I know about our operational

of the United States should have access to is our product and the dis-
:exilﬁnated intelligence, and that is where the information is of interest
o them,

Senator Hupprestow. I will have some further questions,

Senator Crares. All right. Senator Leahy.

Senator.LEAHY. Thank you. Let me just make sure I understand one
part of this—how we would move into what files to be looked at.

Suppose we have a covert operation, but then it is acknowledged,
thereby becoming an overt operation. Can someone then request a
search of the operational files on this operation ?
. Mr. McManoxw, They could request information that is contained
In those operational files and they would then be considered non-
designated files and a search and review would take place and we would
then apply the standards that presently exist under FOTA,
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Senator Leany. So the President having acknowledged a covert
operation in Nicaragua makes those files a lot different than they were
say 2 months ago ¢ L

Mr. McMagox. If the President acknowledged a covert operation in
Nicaragua, we would still be obliged to protect any alleged sources or
methods we have there.

Senator Leamy. I understand. I just wanted to use a concrete ex-
ample to make it easier. [ Laughter. ] -

You have got to understand us small town lawyers. We come down
here to Washington, Mr. McMahon, and we have to just go simple fact
by simple fact. '

Mr. McMazon. Coming from New England I appreciate that.

Senator Leamy. That’s how we keep up with you big city fellows.

Let me ask a couple of specific questions. By the way I think that
this type of open session is very good, and I think that you well under-
stand and encourage us to lay down a solid legislative history. Your
answers to Senator Huddleston’s questions just now are going to be
an integral part of the legislative history if this act is to be passed.

--To follow up on one of Senator Chafee’s lines of questions, again
an important area to go into, the Agency has a present position on
FOIA. I understand your own feelings as an intelligence professional
would be what any of us would have in a similar position. Given your
preferences as a professional intelligence officer, there would be no
FOIA requirement of the Agency whatsoever. I do not think anybody
disputes that.

But, within the context of the way our Government functions, the
Agency being part of the Government, and in the context of FOIA.
applying to the rest of the Government, what is the Agency’s position
on the public’s right to access to information influencing this Nation’s
foreign and national security policy ? .

Mr. McMamon. That is a tough call, Senator. T think that we are
obliged to support the wisdom that Congress and the Constitution
determined years ago when it gave the President the responsibility
for conduct of foreign affairs. And in order to carry that out it was
determined that certain forms of classification or secrecy had to exist.

I think that we would support the secrecy which protects the ability
of the President to prosecute foreign policy in a manner that is effec-
tive and efficient. ‘

Senator Leary. Well, let me go to a. followup question on that. Is
this bill what you want, or is it a camel’s nose under the tent kind of
bill? TIs it a prelude to renewed pressure for broader exemption ?

Mr. McMamonw. I think it is a bill that is a compromise of the Agen-
¢y’s recognizing that it cannot have total exemption and must seek
something that protects our sources, yet at the same time lives within
the spirit and the intent of Freedom of Information. I think we have
struck an arrangement which just borders on acceptability in CIA.

Senator Leamy. I see. Well, your answer to that is still important
in gathering whatever kind of support there might be. It is like the
FOIA work that Senator Hatch and I have done in the rest of the
FOIA legislation.

Deperding upon what particular problem each one of us may have
been looking at, everybody has had to give somewhat to reach a work-
able compromise. A lot of the areas where we reached agreement has
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been on the basis of an understanding of where the bill is going, and

that if we agree on a particular avea, for example, we would wo our

best to fight ot further amendments,

. I would think that in trymg to get support for this Goldwater-
hurmond bill, a telling factor in the minas of g lot of Senators, and

certainly in mine, will be whether this is the final product or prelude

for a quick followup.

Now I am not suggesting CIA or anybody else is precluded from
coming back on a piece of legislation if 1t is not working out, to seek
the normal kinds or adj ustments, as we are doing in KOLA. But 1 want
to know if this is a preiude to asking next year for a wider exemption ?

Mr. McManon. There is no hiaden agenda here, Senator Leahy.
What you see is what you get, and this is what we are standing by.

: Sgaéleator Lrany. Do you understand my question and the reason
or it ?

Mr. McMamon. Yes, I do.

Senator Leany. Is that the White House position on this bill?

Mr. McManon. I am led to believe that, yes.

Senator Leamy. So we should not expect turther efforts from them
to exempt more of the intelligence community from FOIA? .

Mr. McMamon. Not from them. I imagine there may be-an effort
or two, but it would not be sanctioned.

Senator Leamy. Well, if it is not sanctioned, it isn’t going anywhere,
let me tell you. [ Laughter.] .

Whoever did that would have two strikes against them, That would

}lie i(rilteresting. At that point the White House and I would be joining
ands.

. I have a number of questions for the record, Mr. Chairman, but there

1s one more I would like to ask Mr. McMahon. ' :

On page § of your prepared testimony you state that:

Should there be an investigation by the Inspector General’s office, the Office
of General Counsel, or my own office of any alleged impropriety or illegality

and it is found these allegations are not frivolous, records of such investigation
would be found in nondesignated files.

I .applaud that conclusion. I want to know who makes the deter-
mination that an allegation of abuse or impropriety.is either serious
or frivolous—the sort of threshold determination. '

Mr. McMamon. Well, I think that the process of the investigation
which the Inspector General or the General Counsel would undertake
would determine that and that is usually done in concert with the Di-
rector or myself. :

Senator Learmy. Does that mean that documents relatihg to any

- allegation deemed frivolous would be placed in designated files and

therefore would not be searchable ?

Mr. McMamox. I do not think so.

Senator Leary. Did you want to comment ?
. Mr. Maverrerp. Well, that was not the intent, I do not think, that
is what Mr. McMahon had in mind there, but there are an awful
lot of frivolous allegations that arrive in our mailbox. There is a large
volume of crank letters that we do get that I think would have fo
be treated as frivolous, - »
- Senateor Leary. I have a great deal of sympathy for that.
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A few weeks ago I was walking across the west front of the Capitol,
Mr. Chairman, on the first nice aay we had. It had stopped raining.
And a guy walked up to me and made some statement about J apan.
Untorcunately, I am biind in my left eye, which makes me a sucker for
the rigne puncn. He hauled off and belted me.

I thought that was an unfriendly sort of thing to do, and’ fortu-
nately so did a police officer who made me look like a midget and who
suggested that the man might want to stay around for a bit.

1t turned out he had been released the day before from St. Eliza-
beth’s, where, among other things, he had been visiting following his
criminal charges of assault with intent to kill a police officer and other
things—not enough to keep him there, but just enough for observation.

He has now written to the Democratic leader of the Senate, from
whose State he comes—by coincidence, of course. [Laughter.] ,

We try to keep this thing all in the family—saying that he had a
very definite reason for hitting me, because after I committed a mur-
der in Chicago. He said I let poor Mr. Loeb and Mr. Leopold take
the blame for it. As nearly as I can tell, that murder occurred about
20 years before I was born, so I would categorize that as a frivolous
accusation. [Laughter.]

- S0 if T get a few of those, I can imagine the number you get.

There is a person who prowls the Halls here who has told each one
of us that she is protecting us from rays from some machine you have
out at CIA directing the activities of the members of this Intelligence
Committee. At least all of us now know how to explain to our con-
stituents just why we vote the way we do.

Mr. McMason. I think we have to put that machine in for a rehab;
it’s not working very well. [Laughter.ﬁ)

Senator Leany. My last question is, can you assure the committee
that any information relating to alleged abuse or impropriety will be
searchable?- :

Mr. McMaxox. Definitely,

Senator Leary. Thank you, Mr. Chairman.

The Cramman [presiding. | Thank you very much.

The question was asked about the President’s position on this legis-
lation. I wrote to President Reagan on April 11 this year and reminded
him that the 1980 Republican Party platform stated, “We will sup-
port amendments to the Freedom of Information Act to reduce costly
and capricious requests to the intelligence agencies.”

" I then asked him whether he and his administration would suppport
some form of legislative relief for the intelligence community from

" the Freedom of Information Act in the 98th Congress. The President

responded to me a few days later and said that he would support a bill
which would allow CIA to devote more attention to their primary mis-
sion of developing accurate and timely intelligence while assuring
continued access by the public, to information in nonoperational files,
which would still be subject to the existing FOTIA exemptions.

And then he went on to say that he looked forward to early introdue-
tion of the bill and that he would work with me and my Senate col-
leagues to achieve this important goal. In summary, then, I think it is
very fair to say that the President and the administration will support
this piece of legislation which Senator Thurmond and I have
introduced.
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Now let’s address some of the smaller
problems that you have. I un-
derstiand that the Ayatollah }Khoneing has submitted I}:)ur rquest;ilo
;h((; I(;ifi for nzrogma&llon about the Shah of Iran. Must the CIA answer
eques C inj g
my il quests by the Ayatollah Xhomeini under the language of
. Mr. McMasroxN. No, not under the lan i
. 10N t ! guage of your bill, as lon
that m_:tormatl'on 1s contained in operationalgﬁles. %f it is C(’)ntai(l)leg ?If
Ic‘hsgemma,ted Intelligence, then we would have to do a search and
evView. ‘
The Crarmran. Did you have an answer to that?
’IIV‘% l\éAYERFELD. NI 0; that is correct,
© VHAIRMAN. I thought that was just a little bit farfetch
halxvfe that fellow’ asking a?xything fromjthe U.S. Govermrfent? od to
FO%.. McMazmon. Mr. Chairman, I think that a rough count of the
A requests shows that about 7 or 8 percent of it comes in from
overseas. :
Senator Lramy. Mr. Chairman I should i
. . te that the bill that
Senator Hatch and I have worked on g i
> would 1 -
tlonf,l féom making such a request. preeiude 2 foreign na
16 LHAIRMAN. [ just want to say under the lan uage of this act
the CIA will still be required to respond to prop%r I?equests from
U.I\SI. mélzens a\n{d lzgfful aliens under the Privacy Act.
T STEIN. Mr. Chairman, may I comment there with regard to the
%om;nent of Senator Leahy ¢ In the case of the request by thegAyatollah
or information on the Shah, that was done by a New York law firm.

actSSenator Leamy. That does create g problem under either of these

%I‘}f. SCTEIN. Yes, sir.
& VHAIRMAN. Can Philip Agee submit a re uest under this bill?
Mr, McMaxon. Yes, he can, sir. You may recgll that we have E::eln
working for a number of years on a request for Philip Agee. We esti-
lénated that we have done research totaling the equivalent of about
3 ggﬁ%gg dollars’ worth of man-year effort which went into review of his
The Cramyan. But under this legislation a fellow like Agee or an
otligr re}quester could not get information from your designgted ﬁlisr)?’
i r. McManox. No, sir, they may not. That is why we endorse this
~ The Cramatan. What will be the i <
required T pending 1o il effect of the bill on the workload
Mr. McMasox. T am sorry, sir, I did not hear that, .
The CHAIRMAI\{. What will be the effect of this bill on the workload
re%lfr%({i[ by pending lawsuits?
r. MAYERFELD. I have some pretty close figures on that, Mr. Chair-
inap. Tbere. are currently 77 pending lawsuitsg before the court, If this
egislation is enacted, 46 of those lawsuits would be affected. Twenty-
two of them should be dismissed entirely because they only deal with
documents culled from files which would be designated. As to the re-
maining, 24, the majority of the documents that are involved in the
lawsuit would be taken out of the controversy.,
An updated and more complete response to this question follows:]

Mr. Mayerfeld submits the following information to amend his response to

the Chairman’s questi i i i
Log ol question concerning the potential eﬁect of 8. 1324 on pending
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There are now 69 currently active lawsuits under tllle'Freec‘lom of Inforrng_

Act in which CIA is a defendant. From among these, it is believed that 39 litiga-
tions would be unaffected if 8, 1324 is enacted. o . .

Although, on a basis of a preliminary examination I had believed tha!: 2:2 c1_1r-
rently pending lawsuits would he dismissed enhrgly because they only inv olx'eg
documents found in files that ave likely to be desmnqtgd as exempt from searc
and review under 8. 1324, a closer look into these htlgat}m}s now leads me to
conclude that I cannot with certainty state liow many, or if indeed any, 9f~ these
22 would be dismissed. Some of these cases involve issues such as fee waivers or
attorneys’ fees which would not be affected by this bill. Othprs involve 1ssue§
such as the scope of the search. One case concerns thg quest{on of whether or
not the fact of the existence of a given special activity is class1ﬁec_1. Several law-
suits which had been included in the original number of 22 lawsults. expected to
be dismissed, concern documents culled from fileg likely to be de&gnatfed but,
inasmuch as the designation process has not yet taken p}ace, I cannot with celr-
tainty state that all the records involved in these lawsuits would be found only
in designated files. . )

In agdition, with respect to the remaining § lawsul.ts tl)&t will also be; affgcted
by the enactment of S. 1324, there may be a narrowing in scope and .slm.pl}ﬁca-
tion of issues, however, the impact of this legisl'atign on each of these individual
lawsuits cannot be predicted with certainty at this time.

The Crarrmax. Thank you. How many full-time positions are as-

signed to handlin% FOIA requests in each component and subcom-
bonent of the CTA Y .
' Mr. StrawpErMaN. We have 56 positions allocated to FOIA, but
that is not a good measure really of the workyears that we devote to
it. We actually devote 128 workyears to the effort, which is really the
hours worked of more than 200 people working on the project through-
out the course of a year. ) .

I would judge that over 100 of those people are professionals with
other disciplines in intelligence that are pulled away from their regu-
lar duties and work on FOIA. So I guess a better measure of the effort
that goes into FOIA is the workyear eflort that we provide each year,
and that was 128 for 1982.

The Cmarraran. I have heard that the FBI has several hundred
people. ' '

Mr. STrAWDERMAN. I believe that is correct. o

The Crarrarax. And these several hundred people do nothing but
FOIA requests at a cost of about $15 million a year. ‘

Mr. StrawpERMAN. Our cost runs about $3.9 million a year, I believe.

The Cramrman. Oh, well, you are cheap. [Laughter.] Lar

Do you have any idea how many person years or other personnel are
devoted to handling such requests in each component or subcomponent
of the CIA?

Mr. StrawpERMAN. Well, the personyears we would refer to are the
workyears, or 128. A predominant number of those are in the Direc-
torate of Operations, where we judge about 70 or so are involved 1m
FOIA. In other areas, Science and Technology, there are two; in the
Intelligence area there are four; and the others are in the Director a}te
of Administration; and the DCI area or the independent offices of the
Agency. o .

A lot of those are involved in the legal processes of administrative
appeals and the litigations in the DCI area. . .

The Cmarraax. John, I do not know if you have had time to thin
about this, but what specific steps does the CIA intend to take when
this bill is passed to reduce the backlog in processing FOIA requests
and to improve CIA. responsiveness?
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Mr. McMazon. I think, Mr. Chairman, that we do realize we have
an obligation if we are granted the relief that we seek under this bill to
cut down on the backlog as quickly as possible and we will certainly
take meaures to do that. I think if ve can eliminate a number of the
operational files, that will go a long way in reducing the work load
just in itself.

The Crarraan. Under Executive Order 12356, will designated op-
erational files remain subject to search and review under this legisla-
tion ?

Mr. McManonN. Yes.

Mr. Maverrerp, Yes, they do, Mr. Chairman.

The Cirarraran. This is a little bit farfetched, but more and more of
this type of activity is taking place, and it is taking Place, in my apin-
ion, to the detriment of our intelligence community. Have you released
a clandestine services history of “The Berlin Tunnel Operation” to
David Martin, the author of “The Wilderness of Mirrors”®? Have you
done that?

Mr. McMamon. Yes, sir, we have,

The Crairyan. How many other such studies exist now and would
they be exempted from search and review under this bill?

Mr. Strawprrataw. I do not have a precise number on those that
exist, but we have given out 67 articles over the last 2 or 3 years in the
studies of Intelligence area. That information is in nondesignated
files and will e subject to search and review under this bill.

The Crararawn, It would be subject ?

Mr. StrawpERMAN. Yes, sir.

The Crzarmrarax. Is there any way you can clamp down on that type
of literary effort, if you can call it that? [Laughter.]

I say that seriously because in my assoclation with the activities of
other intelligence services in other countries they do not allow any-
thing like that. They do not even print calling cards, and, my (God, in
this country you can get away with holy murder.

Mr. McMarox. We treat a great deal of the articles that go in the
studies in Intelligence as really training aids, Mr. Chairman, because
we sanitize them from a source and method standpoint. Tt the docu-
ment is in an unclassified form, even though it is in an in-house docu-
ment, for those articles that we feel have a message to tell to our em-
ployees, we retain the security classification.

So we would review those documents, but we would be able to extract
any revealing or classified information from them as we would under
the existing law.

The Crmarraan. I just have one more question. If designated files
contain information concerning possible illegal intelligence activities,
such as violations of Executive Order 12333, would they be exempt
from search and review under this bill 2

Mr. McMamox. No, they would not. The mere process of that illegal
action coming up through the process would place that information
into nondesignated files which would mean that they would be sus-
ceptible to search and review. :

The Crarrman. Well, would the OTA support an amendment which
would make it clear that designated files will be subject to search and
review if they concern any intelligence activity which the DCI, the
Inspector General, or General Counsel of the Ageney has reason to



believe may be unlawful or contrary to Executive order or Presiden-
tial directive?

Mr. MayerreLp. M, Chairman, in my view such a specific item to
be legislated would be unnecessary by the very definition. If the In-
spector General or the General Counsel or the Director’s office has
reason to believe that something may be unlawful, there is documenta-
tion on this particular matter located in those files, and they are not
in designated files.

The Crarrma~. Do you have any other questions, either one of you
gentlemen ?

Senator Learry. Just one note on the Berlin tunnel operation. Some-
times it is not all bad that some of this information becomes public.
In the CIA’s own report, in the part that has been made public, it
says: ,

As a result, the tunnel was undoubtedly the most highly publicized peacetime
espionage enterprise in modern times prior to the U-2 incident, Worldwide re-
action was outstandingly favorable in terms of enhancement of U.S. prestige.
There was universal admiration, including informed Soviets on the technical
excellence of this installation. The non-communist world reacted with surprise
and unconcealed delight to this indication that the U.S. was capable of a coup
against the Soviet Union and thoughtful editorial comment applauded this indi-
cation the U.S. was capable of fulfilling its role of free world leadership in the
struggle.

It is not all bad that we know some of the things the agency can do.
The Chairman’s thrust, of course, was that sometimes the other things
come out, but so much of the Agency’s work is so important to us and
yet 1t remains secret. I wish there were ways that more of the accom-
plishments could be made part of the record, but unfortunately they
cannot,

The Cramazan. Well, I am very happy to report, as I have to your
boss, that returning last weekend from" a trip to several Furopean
countries for the purpose of looking into intelligence matters our in-
telligence community is Increasingly well thought of. Tt shows an im-
provement in morale, in how to do things, and I am very proud of the
fact that our intelligence now, in my opinion, ranks right up with the
best.

I want to thank all of you for your help. Do you have another
question ¢

Senator Hupprestox. I guess one other question, Mr. Chairman. I
do not want to duplicate anything.

Mr. McMamox. I was going to go out on a high roll there, Senator.
[Laughter.]

Senator Lramy. We will adjust the record to show that the last re-
marks of Senator Goldwater will come after this,

Senator HuopLeston. I just want to pull together all the loose ends
we can, Mr. McMahon, and there are always some, of course.

This has to do with intelligence product and the policy documents
that are in operational files. Now the theory of the bill is that we can
exempt operational files from search and review for intelliggncq prod-
uct and for policy documents because that kind of information is kept
in other file systems that duplicate what is in the operational files.

There might be a problem, however, with the theory if some of
those materials are shown to policymalkers and then returned for stor-
age to the operational files only. Is it the intent of the bill that the

[2 X}

ntelligence products stored in operational files will continue to be
subject to search and review, if it was in fact used by policymakers
and analysts?

Mr._Mci\IAnON_. I think the answer is unequivocally yes. Whenever
there is an occasion such ag that where a document which came for-
ward and then say was handcarried back to the operational files for
safekeeping, a dummy copy is placed on the Executive Registry which
services the Director’s office and my office. So a search there would
reveal the content, an index of where to go to check that.

So it would be maintained outside of the operational file and there
would be an indicator that that information has progressed out of the
operational file, °

Senator Hubbreston. So it would then be accessible ?

Mr. McMamow. It would then be accessible, yes, sir.

Senator Hubbrzsrox. Would you give the committee a report, classi-
fled if necessary, on how you do store that kind of intelligence infor-
mation ?

Mr. McMatron. We would be happy to.

Senator HuppLesTon. And on policy documents that go to the Direc-
tor or to the National Security Council, but that still might be stored
only in operational files?

Mr. McMamox. I cannot think of an example, but I know how the
system would work and we would bo happy to give the committee an
exglanation of that,

enator Huppreston. All right. Thank you very much.

The Cmarrarax. I have several vugraphs for the record and Senator
Durenberger’s statement for the record.

[The information and Senatoy Durenberger’s statement follow:]
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PREPARED STATEMENT OF SENATOR DAVE DURENBERGER ON THE INTELLIGENCE
INFORMATION AcT oF 1983

Today’s Hearings on the “Intelligence Information Act of 1983" are part of
a long process. FOIA relief for the CIA was proposed back in 1980, and the Select
Committee held hearings on this issue in 1981. The bill we are considering today
is notably better than those we looked at two years ago. We are all indebted to
our chairman, Senator Barry Goldwater, for the CIA’s progress from rhetoric
to realism.

Two years dgo, the Intelligence Community was demanding a complete exemp-
tion from.the Freedom of Information Act. Now their proposal is more modest :
an exemption for portions of their operational files. Before, intelligence officials
claimed that FOIA was incompatible with an effective intelligence service. Now
they strongly endorse a bill that states:

“The Freedom of Information Act is providing the people of the United States
with an important means of acquiring information concerning the workings and
decisionmaking processes of their Government, including the Central Intelligence
Agency.” :

As they say in the ads, you've come a long way, baby!

But: the journey is not yet over. There are many assurances that must be given
before we can ask the public to accept this retreat from full FOIA accountability.
And'there are changes that will have to be made before we can honestly tell the
American people that we have struck the proper balance between secrecy and
openness. ’ B

Two years ago, I called this issue one of a conflict of rights, in which each
side had an interesting case to make. T suggested “‘that finely-honed instruments
will do-a better job than meat-axe ‘reforms’. . . . The executive branch should
not let narrow problems be justifications for broad exemptions.” We are on the
way to crafting such a finely-honed bill. But the executive branch may have to
bénd a little more if we are to succeed. .

The Crarman, The next session will be Tuesday morning next week
at 10 in room SD-342,

We stand adjourned. Thank you, gentlemen.

[Whereupon, at 8:30 o’clock p-m., the committee adjourned, to re-
convene upon the call of the. Chair, ] .

S. 1324, AN AMENDMENT TO THE NATIONAL SECURITY
ACT OF 1947 ‘

TUESDAY, JUNE 28, 1983

U.S. SENATE,
SerLect COMMITTEE oN INTELLIGENCE,
Washington, D.C.

The select committee met, pursuant to notice, at 10 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Barry Goldwater
(chairman of the committee) presiding.

Present: Senators Goldwater, Durenberger, Inouye, and Leahy.

The CrAtRMAN. The meeting will come to order.

OPENING STATEMENT OF CHAIRMAN BARRY GOLDWATER

Last week the committee heard the CIA’s views on S. 1324, a bill to
amend the National Security Act of 1947. This legislation would re-
lieve the CIA of searching and reviewing certain operational files un-
der FOIA requests. This relief will enable the Agency to become more
efficient so that other FOIA requests may be answered speedily.

IdWémt to take just a few minutes to outline why this legislation is
needed.

In the 8 years since FOTA has been in its present form, the CIA has
worked hard to comply with the act. However, it has been impossible
to keep up with all the requests in the way the act requires. I do not
think Congress really contemplated the burdens FOTA would place
on an intelligence agency.

As we heard in last week’s testimony, FOIA mandates that if some-
one requests all the information on a certain subject, all the files have
to be located. In an intelligence agency, most of the information is
classified. But that does not end the Agency’s job. An experienced per-
son must go through stacks and stacks of these papers—sometimes they
are many feet tall—just to justify why almost every single sentence
should not be released. If this is not done well, a court could order
the information released.

Now, what has been the result of this burdensome process? Very
little information, if any, is released from operational files when the
requester seeks information concerning the sources and methods used
to collect intelligence. Even then, the information that is released is
usually fragmented.

Also, there is always the risk that there will be a mistaken disclosure
or that some court may order the release of information which could
reveal a source’s identity or a liaison relationship. That is why these
most sensitive operational files should be exempt from search and re-
view under the provisions of my bill,
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It is important to know that this legislation does not frustrate the
essential purposes of the FOIA. Requesters will continue to have ac-
cess to CIA files containing the intelligence product, and to informa-
tion on policy questions and debates on these policies. Additionally,
access to files for individual U.S. citizens and permanent residents who
seek information on themselves will not be affected by S. 1324,

Presently, the wait for a response under an FOLA request to the
CIA takes anywhere from 2 to 3 years. This kind of situation benefits
no one. By exempting these operational files from search and review,
the processing of all other requests can be completed much sooner.
Thus, the public will receive information which is releasable under the
Freedom of Information Act and Privacy Actsin a far more efficient
and satisfying manner. :

Today we have witnesses from various organizations that could be
affected by this legislation. We have the Department of Justice, the
Association of Former Intelligence Officers, the American Civil Liber-
ties Union, the ‘Society of Professional J. ournalists, the American
Newspaper Publishers Association, the chairman and a member of the
ABA’ Standing Committee on Law and National Security, and the
National Coordinating Committee for the Promotion of History.

We look forward to hearing your testimony.

We have an opening statement from Senator Durenberger.

- OPENING STATEMENT OF SENATOR DURENBERGER

Senator DurensERGER. Mr, Chairman, I thank you very much for
the opportunity and for giving me just a couple of minutes to sum-
marize my statement, which I would like to have made 1 part of the
record. I will probably be in and out to help you with this hearing.
We are doing a markup on the Clean Water Adt this morning,

I was sorry not to be able to be in attendance at the last hearing, and
probably even more sorry when I saw the transcript of the hearing,
because it created some problems for me with this bill, I really believe
that it is possible to balance the needs of the CIA and of outside groups
in a way that will give each side a better deal than it now believes it
is getting. But I do not think that we have yet quite struck that bal-
ance, and until we do I will have to reserve my support for the bill.

What are the problems, at least for this Senator, with the bill as it
now stands ? :

First, it could be used to keep the wraps on intelligence abuses.

Second, it would provide exemptions for all intelligence collection
operations, even acknowledged ones, in spite of the fact that these are
often more important than covert actions.

_ Third, it would exempt material that was declassified or ready for
declassification, thus cutting off important areas of historical research,
I just want to say, with regard to that, that T do not believe in his-
tory for history’s sake. I do not believe in history just for the sake of
the people who make their living writing history. But as a person who
has Eeen in and out of various forms of public and private service dur-
ing my lifetime, I find a great deal of benefit particularly in my role
now as a policymaker, in studying both the achievements and the fail-
ures of those who preceded me. For that reason, I -would accent my
concerns about access to materialfor historical research.
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Fourth, it is g i : judi
ropiorth, Pparently intended to Prevent any form of Judicial
And fifth, it would ap
. Appear to remove the Freedom of Informati
fa(;fl 3; 8;11 Igg,&srby gvhllch be?'a‘éed families can seek information abcl)(t)ﬁ:
] : S Who have died undep 'l ir )
ing or after seppion b A mysterious circumstances dur-

Aside from the Provisions of the bill itself, other concerns remain,

Second, we must be sure that this bil] i
' ] b Is bill is not the nose of an Intel-
hg;epce CC<1)m‘mun1ty calpel oI g national security mammouth tryiz?gio
tgo d étlzlolﬁlle flagelzg Ctiexét: ’lthe% }?IAbl}ﬁs f)Lssured us that they do not intend
0 let ©8 1nto their bill, but if this is just the first
lf)llllllls 1%;11;1 iefzitght ;xgenc)t{, then we Slloilld know aboth it and cons(i)<ii:.eli'1 &11:1133’
ag%cy. atlons of what begins as g narrow bill for part of one
e should also think carefull is bi
G caretully about the message this bill
Seiilgoﬁfgigfg& p;oplle.t_"\fe‘ gn this room may view tghe bill as asceolzg-s
Plex solution to a conflict of rights But ti 1
1t simply as an F’OIA exempti : To sond o baloenh oc
ption. If we want to send g balan -
sag@i, Wef would do well to add provisions that clearly buttressc e]gOn}ii
for xtq ui) on this committee have cosponsored the Freedom of In-
maﬂllon rotection Act, S, 1335, which would do just that.
leav:lal the po}sl{tlve side, Mr. Chairman-T do not know why I always
PR ec?ies:e 1?1%2 tfe(:ir 'th: ﬁr}d~I am é)leased by the CIA’s assurances
] Intelligence and a]] policy memoranda wil]
main open to FOIA search ?Lnd review. I h N TA quee
tions for the record to pin down t} Points and 5 oo the CIA ent
that they e X° : 105¢ points and I am very confident
ov;rsighBtI; ity skz;ﬁzvered satisfactorily. In this respect, congressional
recognize the importance of the CIA’ ac
[ ] . acceptance of i
gg}gl};:isstgsn&ngperat%i)nzgl mgtfefrlals. That is a g%‘eat stgp ilj‘o?x{zigs Ilff
] Joconctle the differences that T 1 :
still craft a bill that will ease the (TA’ ons Wil aor e can
FOLA oy 8 bil e the CIA’s burdens while reinforcing
pooelte 1ts vital role of keeping Government accountable to the
Thané{ you very much, Mr. Chairman,
o nfed ;I;I;\,I(;alilb;. gg?;lgs};%utﬁgryAmllcll, 1Senator. I think you have
nme [ 18. As usual, you are very fa]
the point. T am sure we will come out with ’a bill that Wz c:;ra??(liiég

Our first witness this morning i
; . £ 1s Ms. Mary Lawto i
on Intelligence Policy of the Department %f Justigé.w‘lﬁllelcsog%unsel

STATEMENT OF MARY LAWTON, COUNSEL ON INTELLIGENCE
POLICY, DEPARTMENT OF JUSTICE

Ms. Lawrox. Thank you, Mr. Chairman,

€ appreciate the opportunity to g i
] ) > appear before th i
Support of S, 1824, While the bill by its terms relates sol2I;rotrtr)lIirllllftcff‘fnslail

tion in the files of the Central Intelligence Agency, it has significance




fgr the Department of J ustice, which of course represents the CIA in
Freedom of Information Act Iitigation.

As the committee is aware, the KFreedom of Information Act re-
quests to the CLA impose enormous burdens on the Agency and on
the Department of Justice when litigation ensues. VWhile many agen-
cles are burdenegl with FOLA requests, the comparted nature of CTA
files and the sensitivity of the information contained in them pose par-
ticular difficulties in searching and processing requested materials,
'U’lese difficulties are compounded in litigation,

The Department of Justice can only assign to CIA cases those at-
torneys who have the necessary clearances to deal with the informa-
tion at issue. W orking with the CIA, these attorneys must formulate
the sort of public affidavit called for in Phillippi v. 014 and Bay v.
L'wrner, without at the same time disclosing the very information they
are required to protect,

. Often, in order for the courts to appreciate the national security
1mph‘cat10ns. of requested records, extensive classified affidavits ex.
plaining their sensitivity must be filed. The courts in turn must juggle
with the paradox of explaining the reasons for their decisions without
disclosing the underlying facts.

And all to what end? When the litigation is over, the information
remains classified, just as it was before the request was filed.

If there were any public benefit served by FOIA requests of this
type, consideration of this bill would require this committee to weigh
the benefit against security concerns. With respect to the records cov-
ered by 8. 1824, however, we perceive no such benefit.

. The CIA must divert valuable intelligence personnel from their mis-
sion to identify and review the records, Processing must be serutin-
1zed to minimize the risk of erroneous release which must jeopardize
sources or diminish the value of the intelligence. Attorneys at the
Agency and the Department spend countless hours preparing docu-
ments. Already heavy court dockets arve further burdened by these
cases. Yet in the end the public receives only the bill for this needless
expense.

- The findings set forth in S. 1824 essentially recognize that this proc-
ess wastes intelligence community and litigative resources without any
offsetting public benefit. Equally important, S. 1324 recognizes the
problem posed by the perception of those who cooperate with intel-
.llgenc?i agencies that protection of information furnished cannot be
insured.

Whether or not this perception is justified, it is real. Congressional
recognition that the problem exists and that it warrants remedy should
help to allay the concern.

I'am sure that the committee is aware that the Department of Jus-
tice sought in the last Congress and is seeking in this Congress generic
relief from some of the undue burdens imposed by FOIA on the Gov-
ernment as a whole. We afe delighted that the Senate J udiciary Com-
mittee has agreed to report S. 774. The need for that legislation, how-
ever, in no way diminishes the need for legislation such as S. 1324,

This bill focuses on the specific protection of CTA sources and meth-
ods and addresses the particiular problems of processing and review-
ing compartmented files, Tt is, quite properly, an amendment to the
National Security Act of 1947, As exemption (b) (3) of the Freedom
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of Informaytion Act itself contemplates, it addresses the specific need
for proteciion of an agency’s files in the organic act applicable to that
agency.

Only a proposal of this type could address with such specificity the
files to be protected. Precisely because S. 1324 deats with the CIA
alone, it can describe the exempt files in terms which address that
agency’s particular filing system. 1t is entirely appropriate that it be
considered by the committee as separate and distinet from efforts to
secure (Government-wide amendments to the Freedom of Information
Act itself,

We have no further comments, Mr. Chairman, other than to reiterate
our wholehearted support of S. 1324 and urge its speedy enactment.

The Crarrman, Thank you very much, Ms, Lawton. 1 just have a
couple of questions.

Could you describe the kind of affidavits you refer to in Phillippi v.
OlA and Ray v. Turner? '

Ms. Lawron. They are public affidavits that must be filed in the
court explaining why disciosure of the information, or in some cases
a simple response to the existence or not of the files, would endanger
the national security. And when you are filing a public affidavit, of
course, you cannot lay out in detail the precise reasons. So the wording
of those affidavits is difficult.

In addition, the courts have in some cases required much more elabo-
rate aflidavits in camera, protected afidavits, spelling out step by step
how the disclosure of each item would endanger the national security.
And even though those are protected in the court, they too are ex-
tremely difficult to draft because you are trying to protect the infor-
mation and at the same time you ave describing it in terms that are
sometimes more elaborate than the document you are trying to protect.

It is a difficult process. The Agency works beautifully with us on
this. We can get it done. We have done it. But it is an extremely dif-
ficult process and one which produces no result in the end.

The Cratraran, This all adds to the length of time ?

Ms. LawTox. Oh, yes, to the length of time and the cost.

The Cramrman. Do you have any particular memory of the ex-
tremely long period taken by the court to come by a decision on these
affidavits? ) i

Ms. Lawrox. I cannot name a particular case, Mr. Chairman, at the
moment. But you do have the situation that has occurred more than
once of the district court deciding that it need not examine the records
In camera, that it is satisfied with the public affidavit. That is appealed
to the court of appeals, the court of appeals says, no, you should have
looked at it. The court of appeals sends it back, the district court looks
at it again, it goes back to the court of appeals. )

So you do have cases running 5 or 6 years on this. ] )

The Crammax. S. 1324 states that the DCI shall designate certain
operational files if they meet a specific definition. Do you think this
designation should be subject to judicial review ¢ .

Ms. Lawron. It would be very difficult, it seems to me, Mr. Chair-
man, for a court which has no knowledge of or experience with the
CIA filing system to second-guess the Director on a description of
whether the files fit the statutory definition. )

Now, the act, of course—the bill—does not address it one way or
the other, but courts have, when a bill is silent, been deferential pre-
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i they do not have the kind of knowledge of the filing sys-
gé?ﬁ%}lkéfg ?;j)stehavg that knowledge. I could not second-guess th% fi)n'ect;
tor on that designation, and I work in intelligence all the time. I do no

a juage could. ) ‘
kn'i)‘geh(olvHVAn]tMAgN. When you get down to it, you probably have to go
to a computer aniyl\;vay, dt(;) younot?

. That is it. ) )

%‘Iﬁé%ﬁgﬁ:fmm I have one more question. FBI copntermtel(lllg@n(?e
would get some benefits from the bill worked out in the J li.) 101a1ty
Comnmiittee by Senators Hatch and Leahy. Could the Justice Depart-
ment give the committee an analysis of that bill, S. 774, so thzat we can
understand just how it will affect FBI counterintellligence ? 4

Ms. LawTon. I am not sure I could do it on the spot. We could cer-
tainly supply it for the record, Senator.

The Cratrman. That would be fine. . )

I wonder if Senator Leahy would like to answer that question. .

Senator Leany. I am sorry, Mr. Chairman, I was making a note.

the question ?

‘V}E‘it;‘giAIRMqAN. 1t applied to your bill, S. 774, What prompted the
question was the idea that the FBI counterintelligence could get somt{,
benefits from the bill that you have worked out in your commltfepf alllc

which has been reported to the floor. And I was asking counsel i as 16_3

could give the committee I%% imalystls gftsl.l’{ 7 4nscc; that we could under

it might affect counterintelligence, )

Stagleisggz %&1?1’. ‘We have asked some of the same questions of Juhd_ge

Webster on that bill. T would rather we use his answer and let him

Sp%?lkf;flgi‘}fl[nl?filefa question for Ms. Lawton. that is going to fqﬂowup

along that line, to point out that we are still talking about different

procedures and different ways of carrying out the procedures.g
The Crratraran. Would you supply the answer for the record ?

. Lawron. Certainly, sir.
1Egl‘she material and statement of Mary C. Lawton follow:]

IMPACT OF S. 744 ON FOREIGN INTELLIGENCE AND FOREIGN COUNTERINTELLIGENCE
RESPONSIBILITIES OF THE FEDERAL BUREAU oF INVESTIGATION

i Y -wi ief from the stringent
3 eneral matter, 8. 774 provides Government wide relief : :

tin‘?: fljoi;;:’;its of the ineedom of Information Act (FOIA), permits _agencies tg
charge fees for processing requests, as well as for search and duplication, anf
permits agencies to retain half of the fees collected to (_)ffset part of the cost 0t
FOIA compliance. The Tntelligence Division of the FBI, like all other Governmen

i ill benefit from these proposals. . .
un&‘t}?é?g are, in addition, certain sections of S. 774 which have.a more direct
impact on the FBI's foreign intelligence collection and counterintelligence re-
D e i e j Accordingly, it will no

The bill would limit FOTA requests to U.S. Dersons, According] v, 0
longer be necessary to brocess requests from foreign officials or foreign corpora
fops i itted to limit or

Further, the Attorney General, by regulat_lon, wquld be permi
condiléion FOTA access by imprisoned felons in the interests of law enforcement,
foreign relations or national defense, L N .

Acgess to infoermant record would be barred in arcumstapces in which a thtllxid
party requests access by identifying an individual as an 1nformar;t. Thus, s
FBI could avoid responding to a request for “your mformar}t file on John Doeé
in a manner which admits the existence of such a file even while denying access to
its contents. .
lrs’l‘(lblere are several changes to the FOIA exemptions proposed by S. 774 that
will be helpful to the Intelligence Division of the FBI.
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Proposed ‘amendments to exemptions 2 and 7 would make explicit the in-
tent to protect trum disclosure investigative manuals and guidelines the avail-
ability of which could jeopardize the mvestigative process or aid in the cireum-
vention of law. Such a provision would atrord the ¥i1'g Guidelines fop Foreign
Intelligence Collection and Foreign Counterintelligeuce Investigations greater
Dprotection, The FBI would be able to withhold trom bublic disclosure not only
the classified portions of the guideliness but also ulclassified portions the dis-
closure of which might hinder itg ability to investigate. The same would be trye
of corresponding FBI Manug] Provisions,

Other proposed amendments to exemption 7 recognize explicitly that foreign

received solely from a confidential source and does not indicate whether foreign
government agencieg may be treated ag confidential sources. The proposed lan-
guage not only affords brotection to these sources but also affords them greater

A new eéxemption, to be added by 8. 774, would assist the FBI, as well aé

One other provision of 8. 774 which may prove Darticularly helpful in the
counterintelligence field is an amendment to the FOIA provision requiring that
“reasonably segregable” portions of exempt documents be made available to
requesters. Under the broposed language the FBI would be permitted to con-
sider what other information ig available to the requester when deciding what
is reasonably segregable without disclosing the sort of information exempt under
exemptions 1 through 7, For example, if the FBI knew that a requester bent on
disclosing undercover operations previously wag engaged in or knowledgeable
about such operations it could consider that knowledge in deciding what infor-
mation could be disclosed to him.

All of these Droposed changes in FOIA will, for obvious reasons, assist the
Intelligence Division of the FBI in Drotecting sensitive information.

[Prepared statement of Mary C. Lawton follows:]

STATEMENT oF Magry C. LawroN, Counser, FOR INTELLIGENCE Poricy

Mr. Cliairman and Members of the Committee: We appreciate the opportunity
to appear before the Committee in support of 8. 1324, While the bill, by its terms,
relates solely to information in the files of the Central Intelligence Agency, it has

significance for the Department of Justice which, of course, represents the CIA in
Freedom of Infqrmation Act litigation.

litigation ensues, While many agencies are burdened with FOIA requests, the
compartmented nature of .CIA files and the sensitivity of the information con-
tained in them bose particular difficultieg in searching and Drocessing requested

. The Department of

have the necessary
clearances to deal with the information at issue, Working with the CIA, these

attorneys must formulate the sort of public afidavit called for in Phillippi v,
CI4, 546 F.2d 1009 (D.C. Cir, 1976) and Ray v. Turner, 587 F.24 1187 (D.C. Cir.
1978), without at the same time disclosing the very information they are re-
quired to protect, Often, in order for the courts to appreciate the national secu-
rity implications of requested records, extensive classifieq affidavits explaining
their sensitivity must be filed. The courts, in turn, must struggle with the para-
dox of explaining the reasons for their decisions without disclosing the under-
lying facts. And all to what end? When the litigation is over the information
remains classified Jjust as it was before the request was fileqd,

If there were any public benefit served by FOIA requests of this type, con-
sideration of this bill would require thig Committee to weigh the benefit against
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security concerns. With respect to the records covered by 8. 1324, however, we
perceive no such benefit. The CIA must divert valuable intelligence personnel

scrutinized to minimize the risk of erroneous release which might jeopardize
sources or diminish the value of the intelligence.\Attorneys at the Agency and
the Department spend countless hours preparing doeuments. Already heavy court
dockets are further burdened by these cases. Yet in\the end the public receives
only the bill for this needless expense, t

The findings set forth in 8. 1324 essentially recognize that this process wastes
intelligence community and litigative resources without any offsetting publie
benefit. BEqually important, S. 1324 recognizes the problem posed by the percep-
tion of those who cooperate with intelligence agencies that protection of infor-

I am sure that the Committee is aware that the Department of Justice sought
in the last Congress and is seeking in this Congress generic relief from some of
the undue burdens imposed by FOIA on the government ag a whole. We are de-
lighted that the Senate Judiciary Committee has agreed to report S. 774. The
need for that legislation, however, in no way diminishes the need for legislation
such as S. 1324,

This bill focuses on the specific protection of CIA sources and methods and
addresses the particular problems of processing and reviewing compartmented
files. 1t is, quite properly, an amendment to the National Security Act of 1947.
As exemption (b)(3) of the Freedom of Information Aect itself contemplates, it
addresses the specific need for protection of an ageney’s files in the organic act
applicable to that agency, Only a proposal of this type could address with such
specificity the files to be protected. Precisely because S. 1324 deals with the CIA
alone, it can describe the exempt files in terms which address that Agency’s
particular filing system. It ig entirely appropriate that it be considered by the
Congress as separate and distinct from efforts ,to secure government-wide
amendments to the ¥reedom of Information Act itself.

We have no turther comments, Mr. Chairman, other than to reiterate our
wholehearted support of §. 1324 and urge its speedy enactment.

The CrairmaN. Senator, do you have an opening statement or ques-
tions you would like to ask this witness ¢

Senator Lrany. No, 1 do not, Mr. Chairman. I do have a couple of
questions, but no opening statement.

The CrAIRMAN. You have a few questions? Go ahead.

Senator Lirany. I should also point out, on the FOIA legislation
that Senator Hatch and I and others tried to work out on the FBI,
that we were primarily concerned with the question of protecting their
informants in organized crime cases. That is somewhat different than
what we have here.

We were concerned that organized crime, Mr. Chairman, has gotten
so sophisticated—it is a multibillion-dollar industry, and uses of com-
puters, accountants, lawyers, and everything else—that criminals could
make inquiries from several different areas. For example, they could
make inquiries of different branch offices and, by putting the bits and
pieces together, try to figure out who a particular informant was.

What we are trying to do is guarantee that that informant’s name
could not be disclosed. Obviously it is not going to be disclosed directly,
but we want to make sure there is no way it is going to be disclosed
inadvertently. Organized crime people tend to play for keeps, It not
only cuts down the enthusiasm of informants if they start finding
some of their fellow informants with lead overshoes, but it also dimin-
ishes the effectiveness of those informants who are suddenly wearing
the lead overshoes. We wanted to cut out that,

Ms. Lawton, along these lines, in the hearings last week I made it
very clear that I did not want this bill to be a prelude to an attempt to
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gain a generalized exemption from FOIA for the FBI th

or any other Intelligence agency, The testimony wag cléarillit%%ﬁi]s) :k[ﬁl’

is ]lus_ttror the p(airtlcular Situation of the CIA,

. S 1L your understanding that thic b i

is intentiod ool srovandi: .[%& ?w,t this bill appplies only to the CIA and
gfs. .%AW]T_JON. YesI, Senator, it is,

poonator Leawy, Is it the Justice Department’s understand;

this is not just g prelude to opening it uppfor otheritggmeizss ?andmg that

s. Lawroxn, It is my understanding that it ; :
the administration that there will be 11% amend e d fhronghout

to this bill to involve any other agencies
) Senat01‘ Leany. You saig something about judicial review and the
f'.ncumspect way the courts would lovk at 1t. s judicial review pre-
cluded from the question of whether these files are properly classiﬁle)ad?
AL Sdu knWTON. Judicial review of classification is not precluded—no,
A you know, u1.1der the existing law the standard is that the informa-
oSn 18 ;n fact pr operly ciassitieq, Lhat 15 the requirenient, '
revigzvlva 8; I&ﬁfﬂy X:;Yhat about designation of the files? Is judicial
preci s, Question of whether they are Properly designated

Ms. Lawrox, The bill does not address it. That would be left to

s. Lawron. It i i i

s o e ) o e
s i oo o s of by 1y .
tan iy L2 T RS i th ot should
s G e Wi v g oo o

Senator Leamy. So iti
nat .. 0 your position would be that even th
law is silent op 1t, you would urge the court that they not og%ﬁtthe
review i)f the designation 2 £ o8
S. LawToN. T would not be doing the litigati
be g the litigation, but based
Past record the Department is likely to take exactly ’that posi(“;&io(r)lr,l)fgs(.3

Department’ iti
courts are precluded or that the choice is tog)ally thei:s %)OSltlon that the

s. LawTon. That simply has not been add
enator Leamy, ressed.
would be precﬁiiid,But the Department wel] could argue that they

s. La . i
existing c‘:s?ﬁ WY.'es. I think a legal argument could be made, based on




=
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i i i i i feel it would
t is allowed to review the designation question, you :
:gllllf b;sthe acministration’s argumé:nt that, notwmtlstalgldmg, the court
d give great deference to the agency’s designation ? ‘
Snl(i/}lsl,. E.{nsq%N. That is an argunient we malke now, Senator, u.ndﬁ
the regular Freedom of Information Act on classification, and I would
S es; it would continue. o o
%Sbl‘lggftgr Lmamy. In effect what you would be doing is telling' them
to review the designation. o .
n(')ltils(.) LAZVTON. Oh, no%g Under the existing Freedom of Information
Act, it is absolutely clear that the court reviews the classification.
Senator Leanry. I am talking about the designation. ofer
Ms. Lawron. But we still make the argument that they should defer,
ive great deference to us, and the same would be true on ClGSlgll&tlQ;l.
f{:i‘ha,tmis not to say if you wrote it in that we would urge them ngt 3
review it, but only that we would urge them to review it on a standar
that give,s the executive determination great deference. follows
Senator Liearry. As a practical matter, the court normally follow
7 rgument; it not ?
your argument; does i i
. Lawrox. Most courts have, yes; in this area. _
léleiaItJo:V Leamy. And with the lan;,;'ua,ge remaining silent, you, fefé
the Justice Department would be free to argue that they were no
: t it at all? _ _
]O%\l}saL.zleTON. It could make the argument. Again, I cannolt pre%1i(1:11:
what the litigating division will do 1n litigation arising 1inc er1 ém o
not yet passed. But certainly the argument could be made. I cou
as a lawyer. )
mlggﬁztgﬁeLEAHY. Mir. Mayerfeld argued last week that the b}lfl}_:}gﬁ
not provide for judicial review of DCI designation of operati
agree with that? ) ] . .
ﬁl(i\SI'SDI(jAzr(;}éN.bAs it is presently written I think that.is quite clear;
yeséenator Lesmy. So if we want to be clear that the court .(éOl%(l I111151,1{6
such a review, we have got to write it in. But even if we write it i
Ms. Lawron. I am not going to urge that, .Senator.f sur logal
Ser'mtor Leamy. I understand, but 1 ain askir{gf) eygﬁe 10)1(; gqrtme 2
inion here. Even if we do write it in, it wou :
gg;ilt]i(())lrll zhat, notwithstanding h.awgng it there, great deference must
i to the DCI’s designation? .
bel\%;v%lAWTON. Yes; I believe that would be, the position. ¢ woll as
Senator LEamy. Considering past courts preferer}cest }?ere el o
precedents in this area, that could pretty well d@etermme
be no review of that designation; is that correct? the cont il re.
JMS Lawrox. Well. if it savys the court shall review, ! e q?l L’bstitute
view.'VVhat standard of revli)qw it will ;pg)}l}& g(l)llfst};ircll b ;&;1] . 2 ;roneous
its judgment or go on an arbitrary and ¢ rly err
323133’331 svl*lould %rary.’But the court would have the review if 1jb were
puée;}ﬁcg Leany. In your prepared st%etl_lnent 3;(1){uvvgﬁligvrgeq§é ;3 Zicnaés
' ) icl Committee. Let me ask )
reported by the i Ly letely independent of S. 774, or do
rou regard S. 1324 as completely indep °
Vo]u)gez. (:1111“17 r?alationship between S. 774, S. 1324, and the Durenberge

Leahy bill? '
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Ms. Lawron., I regard it ag completely separate and apart, a good
parallel but having no direct relationship with the other bills. The
others are more generic in their termsg, They are Government wide.

, Denator Leamy, Is that what you mean when you say that it is en-
tirely appropriate that S. 1394 he considered by ‘the Congress as sep-
arate and distinct from efforts to secure Government-wide amendments
of the Freedom of Information Act itself?

s. Lawron, Yes, Senator.

Senator Lramy, 1 have questions for the record, Mr. Chairman, but
I would like to ask one more if T might. Do al] CT4 operations in the
United States require approval by the CIA or the J ustice Department ?

Ms. Lawron. A1l CTA operations require approval by the OTA. They
do not require approval by the Justice De partment,

Senator Lramy. T meant do all CIA operations in the United States
-require approval by the FBI or the J ustice Department ?

Ms. Lawron. N 0, Senator, they do not.

Senator Leamy. What can they do on their own without FBI or
Justice Department approval ?

Ms. Lawron, Well, overt collection of positive foreign intelligence,
for example, would require no approval from us. That is their mission,
It is Illot ours. It doesn’t require coordination. It doesn’t require ap-
proval,

Senator Leany. Would the files of any such activity within the
United States be exempted from FOTA search under this bill, or would
they still be searchable ?

Ms. Lawron. T am not sufficiently familiar with the filing system to
tell you that, Senator. You would have to ask the OTA.

Senator Leany. Thank you, Mr. Chairman.

The CuAmMAN. Thank you. It is a pleasure to have with us this
morning, Senator Dan Inouye who wag formerly chairman of this
committee, and we always welcome his sage advice. I understand you
have a statement you would like to make.

Senator INoUYE. Yes, Mr. Chairman. T have a rather lengthy state-
ment. With your permission T would like to have this made part of

the record.

The Cuatrman. Tt will be,

[Prepared statement of Senator Daniel K. Inouye follows:]

PREPARED STATEMENT OF SENATOR DANIEL K., INOUYE

Mr. Chairman, I am grateful for this opportunity to state my views and hear
testimony from representatives of the government and the public on 8. 1324,
the proposed Intelligence Information Aect. T especially appreciate your role in
introducing this legislation, and in seeing that some common ground could be
reached among the various interests on this important subject—the accessibility
of records held by the Central Intelligence Agency to search and review, and pos-
sibly release, under the provisions of the federal Freedom of Information Act.

Mr, Chairman, I will make a brief statement at this time, and with your con-
sent enter more detailed commentg into the record. )

I understand that the provisiong of this bill were constructed with the par-
ticipation of officials of the C.I.A. and affected public interest organizations,
especially the civil liberties community, I recognize, therefore, that the exemption
from coverage under the Freedom of Information Act for certain C.I.A. files has
been carefully and narrowly drawn. This is as it should be, since there are impor-
tant interests on both sides—the C.I.A. in the security of itg operational records

and the public in the accessibility of certain documents in which there is a public
or personal interest in disclosure, -



At last week’s public hearing, at which representatives of the C.I.A. testified
about this bill, a number of arguments were made in its favor. I will not repeat
these arguments here, except to take note of them in stressing the significance of
this type of legislation for our national security.

First, current law imposes on the C.LA. the requirement to search all its
files—including operational files—in response to requests under the Freedom
of Information Act. This is true regardless of-the fact that the National Security
exemption of the Act would shield nearly all such documents from disclosure.
This is especially true of operational records, which relate primarily to intel-
ligence source and methods, and which generally do not contain information
which would directly contribute to public debate on foreign policy or other
topics.

Iéecond, the extensive search and review of files prescribed by current law
requires the Agency fo divert significant manpower to this task. Due to the
sensitivity of intelligence operations and the compartmentation of related opera-
tional records, regular intelligence officers must fulfill this task in addition to
their other responsibilities.

Third, the existing situation imposes delays on persons seeking information
from the Agency under the Freedom of Information and other Acts providing for *
release to the public of Agency records. The lag in processing F.0.IL.A. requests is
now said to be 2-3 years.

Fourth, regardless of whether operational records would ever be released un-
der the F.0.I1.A,, the prescribed search and review of these records causes the
Agency to have to collate them in response to requests. Assembling these docu-
ments violates the Agency's customary practice of strictly compartmentalizing
its files, especially operational files, on the basis of the need to know principle.
This produces an internal security problem for the Agency.

Fifth, there is the so-called ‘“perception” problem—the problem that foreign
intelligence sources and services may refuse to cooperate fully with U.S. intelli-
gence agencies because they feel that information about their actions may not be
properly handled, or could even ultimately be released—either deliberately or
inadvertently—to the public.

Mr. Chairman, John McMahon—the Deputy Director of Central Intelligence—
reassured members of the Committee at last week's hearing that enactment of
this bill would not significantly affect the actual release of information to the
public by the C.I.A. T believe that the bill has been carefully crafted to achieve
this goal, while it addresses the extremely important security concerns that Mr.
McMahon and the other C.I.A., witnesses described last week.

There remain in my mind, nevertheless, certain questions and concerns about
the scope of the proposed provisions and their application. Perhaps our wit-
nesses today will help us consider these matters and draft such amendments or
take such other legislative action as would help resolve them.

Designation of operational files

The proposed new section 701 (a) of the National Security Act—the essence of
these amendments—allows the Director of Central Intelligence to specifically
designate certain files, which meet the stated criteria in the bill, as operational
files exempt from search and review for public release under the F.O.I.A. Nothing
in the bill provides any instructions on whose decision would be determinative
under this provision, as to whether specific files were properly designated for the
exemption.

Now, Mr. Mayerfeld, the Assistant General Counsel of the Agency who ap-
Deared last week, indicated in response to questions that he believed that discre-
tion to designate files under this act would rest solely with the Director. As a
lawyer, I see little ground for this conclusion on the face of the proposed statute.
Perhaps Mr. Mayerfeld was thinking of the citation to the National Security
Act in the same section, or on some more general theory of Executive Branch
discretion in this area.

However, I would like to correct the record in this regard—that as far as I
understand from the language of the bill, there is no definite assignment to the
Director or unreviewable discretion to designate operational files. T believe that
the courts would normally have thig authority, just as they have authority under
the F.O.I.A. itself to review whether certain documents withheld from disclosure
on the grounds of national security were properly withheld, I have been in-
formed, in fact, that on at least one occasion, a federal judge has visited C.ILA.
facilities to determine whether certain files had been adequately searched in

foc it
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response to a request’under the F.O.I.A. A federal j imi
; . ¢ LO.I.A. Jjudge could simil -
mine for himselt whether certain files met the criteria gor exemptioi:.a v deter

Hazclusion of certain covert actions

Similarly, the same section 701(a), contains a provise th i
certain covert actions—namely those ‘‘the existencepof which iztnﬁiezngggrfglo?g
glsclo_sure uude;r -+ » . F.O.LA.” could not be exempted. Thig refers to the case
in which the ex1stence' of a covert action hag been acknowledged, and its existence
could no loqger plgzlus1b1y be denied—although itg operational details could still
be exempt from disclosure under the National Security exemption,

At _last week’s hearing, Mr. McMahon indicated indirectly his Agency’s view
that it unld be the President alone who could acknowledge the existence of g
covert ae'tlon. such that it would no longer be exXempt under the amendments
But»no'thmg in phe Dbrovisions before us makes this clear, and—similarly to thé
case of the designation of files by the Director—my own legal interpretation
would be that the questio_n whether a certain covert action was subject to the
F.O.I.z}. unld‘be a question of fact subject to judicial determination, The cur-
rept situation in Nicaragua is g 80o0d case in point: Although there have been
V}'lde_spread reports of the existence of 4 covert action by the United States, the
Presivent has not formally admitteq the existence of such an operation, '

Time Umitation on operational designation

Mr. Chairman, I algo note that the Director’s designatior
op.erapmnall files un_der the amendmentg is not constraginigloblv Oafn?rh;ism%?seggntlgg
duratlpn of exemption. In thig respect, the situation with reépect to certain fileg
acces:s.lble undex; the F.0.I.A. would be similar to that for other categories of
(I:Lafis;g(ﬁié‘ilat%ﬁ?lh uxll_dexf tl%edPtI}'fsident’s Executive Order on National Security
» Which eliminate € requir g review i
regé)rtds tor potedch declnaahonne I¢ quirement of mandatory review of classified
et at some point the details of intelli ence operations—ihi i i
would not be within' the scope of legitimate gublie dl()ebate onsna‘gi}(l)ilcal.ll ggfﬁ?ﬁéﬂ—y
could beqome a subject of public interest, Historians ang other social scientists
could .ultlmately use such files—after they were no longer sensitive—to construet
chronlcl'es of the intelligence aspects of important international events. Details
concgrnl.ng cryp@ographic successes against Japanese diplomatic and na'val com-

in the war in the Pacifie,

I suggest, therefore that we consi imitati
X sider some limitation on the duration of oper
. - e . . a-
tional exemptions designated by the Director under thege amendments, :

Intelligence abuses

Last week, the C.IA. representaives assured the Committee tt i i
concerning intelligence abuses—improprieties or illegalitieg perf?)iltllie%f%l;nﬁfégﬁ
ligence I‘)erson.nel—wo.uld not be exempted from F.O.1A. review by these amend-
ments. The Wltness'es indicated that sufficient material on any such occurrences
would be available in non-designated fileg maintained by the Director, his Inspec-
tor General or General Counsel, or the oversight bodies. o ’

Mr. Ch'airman, sectiofl 701 (¢
bersonal information requested
under the F.O.I.A. ang Privacy Acts would continue to be proc

) ? " essed normally.
In view of the fact that U.S. intelligence activitieg occasionally affect Americ?a.ni,

especially abroad, I believe that this is a very i isi
] ! 2 t thi eIy lmportant provision. W
certainly emphasize this protection in our deliberations on I1.?119 amendlgeeiltss}? ould

Because of their extreme sensitivity, certain j i
€ s n intelligence reports w -
gg?irngoltng% ?Lt((larg?qmtq notngal clhannels but would begmaintaill;ed Is)y“t(l)lltlalig g‘gi)-
Sseminated only on g very limited basig, i i
to sea;'ch fqr, or review, such reports under the F.O.I.f&l.S 1 thep gt be‘dlﬁ‘icult
exclusively in operational files which are designated by the Dire

we should seek additiona] information from the Director, on 3 cla aifeq praps

ssified basis if




56

i in i i ts are not
cessary, in order to assure ourselves that certain intelligence repor ]
(Iel;emptec)l’ ’from F.0.1.A. search and review because they are located only in opera-
tional files.

Designated files of the Ofice of Security ] ] ] )

Mg Chairman, in the past, as revealed by the Qhurch Cqmmlttge }nvestltgatflﬁxllé
intelligence agencies sometimes went overboard in protecting their 1ntefress S, -
MERRIMACK and RESISTANCE projects ur}dertqk_en by the Office 0h zeur y
in the C.I.A. involved investigation of domespc polltma} groups Fhat‘ tT(le goeix%(elz
saw as posing a threat to the security of 1ts.dome§t1c _operations. The c
of Security still has some authority to pursue mves'tlgatl’ons relatgd to Agency
domestic security under section 2.3(g) of the President's Executive Olll‘dertgn
Intelligence Activities. eW should be sure thap the amendn_le}lts do nothg ] lgwoulcel
Agency to restrict access to operational files of the Othee of Security which c
pertain to such matters.

I3 this the administration position? " ly appreciate
. Chairman, I and the other members of the Commi ee greatly app ¢
yo?llrr sgonsorshif) of this legislation, which is so important and has been 8o dtlﬁi-
cult to devise. We also appreciate the efforts, by the Agency and affected inter-
ve gone into developing it. .
eStISI’l trg;tx%lizzv, %t would greatly relieve the members al}d the pt}bhc to be gls,'sure%
that the provisions we are considering are fully cons;sten.t with the‘pohmes [}
the Administration in this area. I understand that this poml: was raised at tllle
hearing last week, and that Mr. McMahon assureq the (Jom‘n‘uttee that t (1ie
Agency's support for this bill represented the considered position of the Ad-
ministration. There still seems to be concern, however, that we have not heard
the final word on this subject and that we will continue to be pressed by the C.I.A.
and other intelligence agencies for relief from th(—‘f F.O.I.A._and other statptes
providing for the release of government informat19q. I bghev'e thq Commniittee
should reach a clear understanding with the Administration in this regard.

Eliminating backlog and expediting processing of requests )

Section 2(b) of the bill states that one of its primgry objectiYes is: “(TYo
provide relief to the C.I.A. from the burdens of searching and Izeylewmg opera-
tional files, so as to enable this agency to respond to the pub}ws requests for
information in a more timely and eficient manner.” (Emphasis ad.ded.)

Mr. Chairman, I believe that in our continuing oversight of this agency we
should ensure that this objective is realized.

Importance of legislative oversight .
On the subject of legislative oversight, Mr. Chairman, it ‘is extremely im-
portant to remember that the organization of the G,I._A. and its procedures .for
handling records are largely classified. Although occaglonal}y courts may review
Agency recordkeeping actions, especially in connectlor} with the FQIA, the
basic checks on compliance with legislation safeguarding the pubhc.s right to
information in this area is through internal executive anq Gongres'smnaI over-
sight. The Committee should be prepared, in connection vs{lth qdoptlon of these
amendments, to perform its oversight function vigorously in this regard.

Conclusion; detailed comments for the record

Mr. Chairman, I would like to conclude my statement by once again cqxr_xpli-
menting you for your central role in devising the carefully drafted provisions
before us. It is a pleasure to serve with ¥you on this Committee and t_o be parq of
your team, helping to safeguard national security while _performmg the im-
portant duty of legislative oversight in this area. As I mentioned eayher, I also
have several technical comments on the amendments which I would like to enter
into the record. Thank you.

TECHNICAL COMMENTS OF SENATOR INOUYE oN 8. 1324

Terminology : “Special Activity” ) )
The phrase used in the proposed amendments for covert actions, “special activ-
ities", is the term used in the old, 1947 National Security Act. There has bpen a
good deal of legal debate, including opinions of CIA counsel,. on the meaning of
this phrase and the extent to which it authorizes covert actions by the Agency.
In view of this uncertainty, it would appear preferable to use a more modern
formulation, such as that adopted by Congress in the 1961 Hughes-Ryan amend-
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ment to the Foreign Assistance Act and in the 1980 Intelligence Oversight Act—
viz., “operations in foreign countries, other than activities intended solely for
obtaining necessary. intelligence”,

Search and review of compromised sensitive collection operations

_The proyiso in section 701(a) precluding denial of the existence of certain spe-
gual. activities, when they would not be exempt from disclosure under the F.0.I1.4,
is limited onm its face to covert actions. The C.LA. currently admits for these

purposes the existence of two past covert actions—in Guatemals and in connec-
tion with the Bay of Pigs invasion in Cuba.

Occasionally, however, other intelligence operations, such ag
tion operations, may become compromised to the point w
could no longer Dlausibly be denied by the United States.
be beneficial to have search and review of relevant files fo

der the F.O.I.A. in light of public knowledge of them and legitimate public in-
+ terest in their characteristies,

Therefore, we may wigh to extend this proviso to include no
tivities” but all “significant intelligence activities” w
to the point defined in the amendments,

Scope of proposed section 701 (a) (2) exemption
Section 701 (a) (2) of the amendments would establish as a criterion
nation of files for exemption whether they were concerned with “foreign intellj-
gence, counterintelligence, Oor counterterrorism operations”. It is not clear on the
face of this language whether covert actions would be included within the scope
of foreign intelligence operations, but I have been informed that C.I.A. repre-
Sentatives (chiefly Mr. Meyerfeld) told the Committee staff that they would be,
Further, the only mention of such activities in thig secti i
further down which addresses the problem of covert i (i
which could no longer be denied.
This construction would appear to result in problems in statutory interpreta-
tion. It may be better to explicitly include covert actions in section 701 (a)(2) in

order to make it clear that these activitieg are subject to the exemption, except
to the extent indicated otherwise in the proviso,

Senator INouyE. At the outset T would like to commend you, sir, for
offering this measure and in so doing bringing together the different
Interested parties, especially the CIA and the civil rights community,
n coming up with provisions that seem to show some common ground.
T hope that something can be done.

However, T do have—as I am certain all of us have—a, fow questions
and hope that these hearings will resolve them, I am sorry I was not
here in the beginning, Ms, Lawton, but if T may I will ask some ques-
tions and if the questions have already been asked will you just tell
me so and I will look over the record.

Last week Mr. McMahon indicated to the committee that the Presi-
dent would have complete authority to admit or deny the existence of

sensitive collee-
here their existence
At this point, it could

t only “special ac-
heh have been compromised

for desig-

operational files concerned with covert actions except when the exist.
ence of such action has been compromised and therefore would be sub.
ject to the FOTA.

0 you agree that the President is the only one who can decide
whether an action is covert or not?

s. Lawron, Yes, T do, Senator,

enator Inouye. Would this determination be subject to judicial re-
view under this measure ? :

Ms. Lawrow. I know of no way that the determination to proceed
with a covert action would be subject to judicial review. Obviously it
is subject. to reporting to this committee and to its Honse connternart,
but it would be very difficult it seems to me to find g, way that the deci-

sion to enter into a covert action and to keep it covert could be gotten
into court,
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The only way I could visualize it would be a conflict between the
intelligence committees of the Congress and the President in which
case you tend to have the courts saying that is a political question. We
are staying out of it. So I do not see how the courts could get into it.

Senator INouyE. But it is your view that the President has the sole
authority to decide whether an action continues to be covert even if
the general perception is that it has been compromised ¢

Ms. Lawron. Well, he has the initial authority. Under the rules
that establish this committee if T recall them correctly, there is a
mechanism for the committee and the Congress to elect to declassify
information after notice and -an opportunity for the Executive to
present its viewpoints and so forth so that there is if I recall the
rules correctly provision for the Congress to declassify certain infor-
mation that has been reported to it and covert action is among the
things that are reported to the Congress.

Senator INovye. If Congress should take that step and declassify
certain actions, would that action now clear this so-called covert
action to FOIA search?

Ms. Lawron. I believe it would, yes,

Senator Inouye. N. otwithstanding the President’s insistence that, it
is still covert. Ms. Lawton, in reading over the bill I do not see any-

Similarly the President’s Executive order on national security
information has eliminated the previous requirement of mandatory
review of classification after a specified time period. Do you believe
that there should be a limitation on such exemptions?

I believe most European countries, the best known being Great
Britain, have a time limit on the duration,

Ms. Lawrton. Even when the Executive order had a mandatory
declassification review provision though, Senator, there was author-
ity to exempt from mandatory review certain categories of infor-
mation. Information received from foreign governments is one of
them. Sources and methods was another,

I do not think in practical terms or the type of files we are talking
about here that there is any real change because most of those, I think,
were exempted from mandatory declassification review,

Senator Inouye. Should there be g mandatory review after a cer-
tain period of time? Not g mandatory declassification, but a review ?

Ms. Lawton. In theory I think it is not a bad idea. In practical
terms, given the volume, keeping up with the files that are current,
at least in our experience, is more than you can handle. Going back
through old files on a periodic basis for general principles is virtually
impossible practically, although in theory, a good idea.

Senator INouye. Then what you are suggesting is that for time
immemorial no one is supposed to go through these files? History
may become a bit distorted as a result of that,

Ms. Lawron, I realize that, and it is not, something I am objecting to
on a theoretical basis. It is just that it is very difficult to go through on
a constant basis a backlog of historic files.

Now the Agency at least has the good fortune to only exist from the
1940’s onward and, therefore, it only has that many files. When I think

back to the Department which goes back to 1870, the idea of going back

1storic significance and do a periodic review, I believe that is done,

As a total file systemwide prospect howe ink it is i i
desirablo perhaps, but imy 11-; ctigal. ) ver, I think it is Impractical,

the CTA ¢

Ms. Lawroy. Yes, T am, The whole Pri ision i
atterly o T },7 o e whole Privacy Act access provision is

thate?nator INouye. 'So there will be no further restrictions added to

Ms. Lawron. None at all that T am aware of, Senator,

called Merrimak and Resistance operations. Thegse amendments I

. _4£\Te you concerned that this exemption could lead to records of such
Improper practices not, bem§ accessible for search and review ?
Ms. Lawron. Not really, Senator, because of the alternative mecha-

nisms that now exist. First of all, they would still be subject to research

the reports to this committee, the Inspector General review. Sur_el};

things can go wrong with all the built-in safeoy ds i
§ guards in the world, but
I think the number of safeguards that exist now as compared to the
time you are talking about would foreclose any likelihood that this
could surface again.
enator INouye. I believe as I walked into the hearing room I heard
you respond to enator Leahy’s question by saying that you agreed
with the provisions of this bil] and you did not wish to have any amend-
ments made thereto ? :
S S. LAW%ON. Tha:tlsg’s correct, Senator.
enator INouye. that am I to assume that th; i
of the a,dministrattion:?y 19 has the blessings
Ms. Lawrox. Oh, yes. Yes, it does, Senator.,
Senaﬁor INouye. Your present view is that we should act upon g
clean bﬁll with no amendmentg?
S AWTON. I never tell the Senate how to legislat
like 5 the wait e egislate, Senator, but we
Senator Leamy. Everybody else does, Feel free. [Laughter.]
Never successfully, Senator.
Senator Ivouye. Ms. Lawton, if T may I would like to submit g few
other questions for your response, :
hank you very much. Thank you, Mr. Chairman.




60 I

The Cramman. Thank you. I Waqft to thank you too, Ms. Lawton.

That was most helpful.
Ms. Lawron. Thank you, Senator. |
[The questions and answers follow:]

I. DISCRETION TO DESIGNATE OPERATIONAL FILES

: i i i 1ligence
The proposed amendments basically permit the Director of Central Inte
to designalée certain specific files as operational files, exempt from searc_h and re-
view under the F.0.I.A. Nothing in the bill itself specifies the scope of this delega}—
tion of authority to the DCI. Last week, however, Mr, Meyerfel.d of the CIA's
legal office stated that he believed the Director' woulglhave unreviewable author-
ity under the amendments to designate operational files. . . .
yDo you agree that the Director would have c‘?mplete discretion to designate
specific operational files under these amendments? . L .
pﬁa.I‘o Whapt extent would there be judicial review of a determination by the Di-
rector that certain files were operational and therefore exempt from document
search and review under the F.O.I.A.?

II, ADMISSION OF THE EXISTENCE OF COVERT ACTIONS

mendments would permit the DCI to designate operation_al fites con-
ce?;](:i aw:vith covert action, except when the existencq of such an action had been
compromised and would therefore be subject to review under g:he F.0.1.A. Last
week; Mr. McMahon stated before the Committee that the Presu}ent would have
complete authority to admit or deny the existen_ce of covert actlons.'
Do you agree that it would be only the President who cguld decide whethgr
the United States government can no longer deny the existence of a certain
t action? ’
Coz’&rmfg this determination be subject to judicial review based on the facts of
the operation and public knowledge of it?

III. TIME LIMIT ON OPERATIONAL EXEMPTION ?

The proposed amendments contain no time limit on the duratio_n pf an exemp-
tion granted by the Director to designated operational files. Slmllarly, _Pre51-
dent Reagan's executive order on national security information has ehmmgted
the previous requirement of mandatory review of classification after a specified
time period.

Should there be a limitation on such exemptions?

What should it be?

It seems to me that selected declassifications of a historical nature—such as
U.S. communications intercepts of Japanese diplomatic and naval messages
during the Second World War—have been a significant historical interest for
professional historians and the public,

How would you describe the public’s interest in the details of historical
intelligence operations?.

IV, INTELLIGENCE ABUSES

C.I.A. witnesses last week stated that information on “intelligence abuses”’—
namely illegalities or improprieties committed by intelligence personnel—iwvould
ordinarily be contained in non-exempt files of the Director, his Inspector General
or General Counsel, or oversight hodies.

Is the Agency satisfied that these provisions will not result in withholding of

. relevant investigatory information from journalists?

V. PRIVACY ACT REQUESTS

The amendments specifically provide that personal requests for information
under the F.0.LA. and Privacy Act will not be affected. )

Are you satisfied that these amendments will not limit in any way the right of
individuals to request personal information about themselves being held by the
CIA? ’ ’

VI. UNRECORDED DOCUMENTS

C.I.A. witnesses informed the Committee last week, that there were ways to
ensure that certain highly sensitive intelligence reports would not be located only
in operations files and therefore not be reviewable under the F.0.I.A. (Such docu-
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ments would include those in which intelligence s
appien 1gence sources or methods would be

In the Agency have you observed that they are aware of the exist
2 ence of such
documents and their contents even. when they are not stored in regular files?

VIL. FILES OF THE OFFICE OF SECURITY

In the past, the C.I.A 's Office of Security conducted im er i igati
. LA, improper investigations
of Americans, supposedly related to the security of C.I.A. domestic fagilities.
(These were the so-called Merrimack and Resistance operations.)

The amendments would provide an exemption for th i
ofies Sooamen ) r the operational files of the

Are you concerned that this exemption could lead to such record i
: ; ] sof i 0
bractices not being accessible for search and review? Hproper

VIII, IS THIS THE ADMINISTRATION POSITION ?

There have been a number of efforts over the years to exem
ha Xempt the C.I.A. from
the provisions of the F.O0.1.A. and sirqilar Statutes. Last week, Mr. McMahon

cated his support for this approach.

Are you convinced that this bill represents the Administration's definiti -
proach to resolving this problem? nitive ap

IX. ELIMINATING BACKLOG AND EXPEDITING REQUESTS

Section 2(b) of the bill states that one of itg primar jecti ig:
S 0 y Yy objectives is:
[T]o provide relief to the C.LA. from the burdens of searching and reviewing

X. REVIEW OF INFORMATION ON COMPROMISED COLLECTION OPERATIONS

Section 701(a) of the amendments precludes deni i
“gpeeial activities” (or, covert actionsL; when theynxizt?l% tr?c?t (tj)g'éfte(ﬁp%eg%ﬁ
dlsglospre under the F.Q.I.A. This would oceur when the existence of such an
action is so well known that the C.I.A. could no longer deny it.

Is there any good reason to limit this clause to covert actions ?

Wouldn't historians also have interest in intelligence collection activities which
could no longer be denied—such as the U-2 migsions of the 1950's?

The CratrRMAN. Our next witness is Maj. Gen, Richard Larkin, U.S.
Army Retired who is president of the Association of Former Intelli-
gence Officers, and I understand that General Larkin has some time
constraints so we promise to keep any questions to a minimum.,

General, you may fire away.

STATEMENT OF MAJ. GEN. RICHARD LARKIN, PRESIDENT, ASSO-
CIATION OF FORMER INTELLIGENCE OFFICERS; ACCOMPANIED
BY JOHN S. WARNER, LEGAL ADVISER, AFIO; AND WALTER J,
PFORZHEIMER, FIRST LEGISLATIVE,COUNSEL, CIA

General LarkIN Good morning, Mr Chairman and member
A - L 111 . 2 E: 2I'S Of the
gmg)gi;tee, I appreciate the pr1V1ﬁa’ge of testifying before you today on
7I am here as president of the Association of Former T io
. r Intelligence
Officers, AFIO, some 3,500 veterans of the military intel]igence%erv—
1ces, the CIA, the FBI, the N SA, the DIA, the Stafe Department, and
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other intelligence entities. With me today are AFIO’s legal advisor
and former (General Counsel of CIA, John Warner, and Walter Pforz-
heimer, CIA’s first legislative counsel. )

Since my predecessor as president of AFIO, Jack Maury testified
before the committee in July 1981 on this matter, the tasks of our in-
telligence agencies have continued to grow in importance and com-
plexity. The substantial damage already inflicted on our intelligence
efforts by FOIA must be repaired and corrected.

You have had ample testumony by the CIA, by NSA, by the FBI,
and other intelligence entities that sources of information, agents, and
foreign intelligence services have refused to cooperate because of their
fears and lack of confidence that our intelligence agencies can keep
such relationships truly confidential because of the Freedom of In-
formation Act.

It seems unnecessary for us to detail the effects and burdens placed
upon our intelligence agencies by FOIA. It does seem appropriate to

uote from Judge Gerhard A. Gessell’s opinion when he granted the
%IA’S motion for summary judgment of dismissal of the FOIA case
brought by Philip Agee. )

After the Judge had conducted a random in camera review of 8699
documents he said and I quote:

Ag far as can be determined this is the first FOIA case where an individual
under well-founded suspicion of conduct detrimental to the security of the United
States has invoked FOIA to ascertain the direction and effectiveness of his gov-
ernment’s legitimate efforts to ascertain and counteract his effort to subvert the
country’s foreign intelligence program, It is amazing that a rational society tol-
erates the expense, the waste of resources, the potential injury to its own security
which this process necessarily entails.

The partial relief for CIA from FOIA provisions afforded by
S. 1324 leaves three specific problems which we believe warrant con-
sideration by this committee. No. 1, the time limits for intelligence
agencies to respond to requests which when not met convey the author-
ity to file suit have been demonstrated to be unrealistic and should not
be in the basic law.

Any person or group including convicted felons and representatives
of hostile intelligence services can make a FOIA request and then file
suit in U.S. courts. It seems to us to be the ultimate absurdity to accord
the head of the KGB or other foreign agents the legal authority to
request documents from the CIA and then to file suit in U.S. courts to
enforce such a request.

Three, the provision for de novo review by the judiciary added in the
1974 amendment to FOIA was vetoed by President Ford because he
considered it to be unconstitutional. A judge who simply disagrees
with the experience and expertise of the executive branch as to what is
classified is authorized to release such information. This provision is
in our view a usurpation of the intelligence responsibility constitution-
ally vested in the President.

For all the above reasons, AFIO recommends, as it did 2 years
ago before this committee, that CIA, NSA, and the FBI be exempted
from all of the provisions of the Freedom of Information Act and that
the President be authorized to designate other intelligence components
as similarly exempt. Such a total exemption leaves available to Ameri-
cans their rights under the Privacy Act to inquire about files main-
tained concerning them. Also historians and scholars who are citizens
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and permanent resident aliens 4

oo perm: , may request m
s (1; cation of documents under the provisi
pog:l (‘;fi}eév gggtiur undderstanding of the administration and CIA sup-
ot xS e en?i?;ie Sooléofi::hoppose Its approval, but we strongly urge
ilar treatment as is CTA. In this respecct? i(;,;ommunlty e oobded sin

‘ ] would appear appropriate
estimony from other parts of It?JE)e igtelli-

gence communit ; s o
S, 1304, 1ty to make a judgment on their possible coverage under

I should like to add here i
Is } Mr. Chairms
tions have authorized me tg state that ?llli;

the views of the Association of W
) lation of Former Intelli y j
fggﬁfseg}f. t};ileﬁ‘% §r%lan11z&at101}s are: The Societ%egieF%ﬁ;?rs Salsae]clll;%
: ) i ) . .
In;elhgeilcliciaftudy ,Cegterfnerlcan Security Council, and the National
would like to thank { i ‘tuni
of the AFTO ar L 11111 . g;ou for this opportunity to present the views

im .
be g}llaéd to attempt Eth answer gg;tgﬁgslgzgtser. My colleagues and T will
HAIRMAN. ol .
Senator Inouye. ank you very much, General,

. Senator INouye. Thank you very much, Mr,

andatory review for de-
ons of Executive Order

» that three other organiza-
are 1n full agreement with

Crhairman. On item 2,
KGB or a member of

2dge, sir, but the possibility exists,

General Largry, Yes, sir. st today

U
Senator Inouye. On time limit, w

reasonable time limit for ; i
or intelligence aoenc ,
General Largry, Sir, I think the mo pproprahe a0 requests?

ably give you a ver y
L oU & Very aceurate and a very real
Senator INOUTE. Apparently the inteﬁigen

rel with the provisions in th i
) 1 e measure at this tim ime limj
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e . » they are concerned,
t};Z?rl- e;?g vir:g ;vlilcﬁher orynot they are sufficiently concernercliegs f{) 22;);:3)5
Sennton ond | g n%a]@ that a bart of this particular legislatic;n sir
that Jdseia) oo isslg tllllq(?L1 Ee;ht?'f of your organization and all others
constitutionally vested in flle %?‘els(;lcllecr)li; {;t.he ntelligencs responsibility

General Larkiy. Tt i i
. It is the iati
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is classified o ;
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Senator INouye. What are your thoughts on the procedure that is
now available in the Congress to declassify information ?

Mr. WarnEer. If I may, sir, I don’t know the exact procedure but I
have read it a number of times. I think it is a reasonable compromise
between the dilemma, of a President standing on one side and the Con-
gress standing on another, and it is a reasonable compromise. It really
becomes a political question at that time.

I'think the rules embodied in the legislation, the rules of the commit-
tees and the Accountability Act, I think it is a reasonable situation.

Senator Inouye. Thank you very much. Thank you, Mr. Chairman,

The CramRMAN. Senator Leahy.

Senator Leaxy. Thankyou, Mr. Chairman.

FOIA is not forcing the CIA to release sensitive intelligence infoi-
mation ; is it, General ¢

General Larx1n. No, sir. I do not believe it is, sir.

Senator Leary. Can you give us some specific examples of any harm
done to the CTA through FOIA ¢

General Larxin, Sir, those examples I think should come from an
active member of the CTA. I can give you some personal impressions of
my previous service not in the CIA but in the intelligence arena.

Senator Leany. Go ahead.

General Larern. Where there were indications of a lack of confidence
in a source that he would be protected, that is, his particular name
would not surface, that his country of origin would not surface, that
the case would be handled properly, and it was because of his knowl-
edge of the fact that the Freedom of Information Act did exist.

enator Leauy. Do we get this kind of concern, for example, from
Great Britain ?

General Largin. Sir, I think it would be preferable to ask the active
agency to answer that. In my particular case I could answer that, but
I'would rather not answer it in open session.

Senator Leamy. I understand. A thought occurs to me. I heard some-
body testify once from the agency who used Great Britain as an exam-
ple. I wanted to make sure that the concerns were not coming from any-
one of the four or five moles planted by the Soviet Union at the top
levels of the British intelligence that have been disclosed in the last
year or so.

I would hope that we might tell certain countries that we also have
some concerns and problems about what occurs there even if they don’t
have a FOIA. In fact, after hearing some of the problems that have
occurred in other intelligence services I wish they had a FOIA statute
so we could look into how badly others got fouled up, without naming
any particular country now.

I also would think that perhaps a two-pronged effort on our part
might overcome concern that some countries may express to us. One is
to give them a real education on what is involved in FOIA, second is to
explain to them the advantages they enjoy from the material we share

from our vast resources and conversely the disadvantages they might
experience if we decided to stop sharing some of those resources, re-
sources which thev would never have availahle to them otherwise.

I certainly would not want to suggest to these countries that intel-
ligence sharing requires a strict quid pro quo, but it is useful to re-
mind them periodically that we do have resources in some areas that
they will never have.
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Thank you, Mr. Chairman,
The Crmaimax, General, please answer this question from your
operational files are exempt from FOILA

fact the senior of the services as. far as their s i i i
§ : tatus in the intelligence
community. As you know, the DCI heads all i i ¥
mlinéty andbncft e CI;& . eads all the intelligence com-
do not believe that the services, and again I cannot speak for th
services, but I (‘1‘0 not believe that tliey would interpret thi act as giv?
;ﬁgttt}‘,l}f CIA a unldue advan?age in the game.” I cannot help but feel
ty%e ﬁlzserwces also nged this in certain respects for possibly similar
he Crarmaw. Tt does not cause any problems
. then,
%ﬁne(rjal Largin, ]I) don’t believe so, sh}"t P R
) € UHAIRMAN. Do you know of anv oth try i -
lence that has any law similar to FOIA3?7 o SOURHY i your exper
%ﬁneaal Larx1n. No, sir. T do not.
& UHAIRMAN, I think we are the only country in the world
%eneral Larxin. T believe we are the only coun}f;ry, sir, e
he Cramrman. But other countries are allowed to Spy on everybody

o %‘Es}irt?}‘fa%?:;ng more and more reluctant to cooperate if you want
gu‘rﬁneaal Larkin, Yes, sir.

6 UHAIRMAN. I just have onc other question for som i
an interest in history. Do you see any vglue in historicafolféze;vg}}:
and writing on the role of intelligence in American history. For exam-
ple, there are books about OSS and SIGINT during World War IT
that have been based on access to declassified operational files?

The Cramrman. I think th :
extéemely haai e recent: two books on OSS have been
eneral LARKIN. Yes, sir, and those books in fact, si bei
used in some cases as textbooks b he universiti ho are tenching
inf%f‘l}iig%lce 2 e s by the universities who are teaching
e CHAIRMAN, Yes:
qu%stions? es; do any members of the staff have any
hank you very much, General. T kn A4 i
We_ appreciate your beiﬁg with us. ow yon are pressed for time.
[Prepared statement of Maj. Gen. Richard Larkin follows:]

B
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T,
PREPARED STATEMENT oF Mays. GEN, Ricrarp X, LARKIN, USA ( RET.), PRESIDEN
P ABS0CIATION OF FORMER INTELLIGENCE OFFICERS

Department, and other
i the FBI, the NSA, the DIA, the State_
;z‘i(z:ilitgheilc%Ig{tities. With me today is AFIO’s Legal Advisor Ialand ggrmng(}:ng:é
Counsel of CIA, John S. Warner, and Walter J. Pforzheimer, A

i i 1, .
B 10 0 .y s

i in July 1981 on this matter e ) ¢

Itlg(‘eiecggillglrfltxﬁilgo grgw in importance and complexity, The substanmal damage

tion Act. o

FrIete ggglmgfu{ll:]?clg:all‘y for us to detail the effects and burdens pl‘a}ceid 01(1; gzl}lfalll'il

telligence agencies by FOIA. It si:’ms a;t)pro%glragel ntxom%li'(;rt(; ufé'gglxenlg ogfedismissal

A. Gesell’s opinion in granting CI 'S motion o {ndgment S{]pp. o0,
brought by Philip Agee. ( Agee v. , t I

gg } E?y g‘QOSIl‘? SffStZr the :gfudge conducted a random in camera review of 8,699 CIA

'd : s s .

dosxlsmi’gis’agec:illlbe determined this is the first }é‘?ItA tcl;l:esevggsi?; %rf} ;ﬁlgltx]';lt};l:é

- icion of conduct detrimen al to 1 ) 1

Shoer vl&]rglsl ifggglggg i‘l:)silic lt'(::)nascertain the direction and effectiveness of his Gov

tolerates the expense, the waste of resoux:fe§, the potential injury to its own
i i is process necessarily entails. ’. i
Seci‘l;nrétf);‘;?i{aclh:egliefp for CIA from FOIA provisions affo_rded py S. 1?;%4 le(z;ov;s_
three specific problems which we believe warrant consideration by this
mlttee. i i i i d to requests which,
i limits for intelligence agenme_s to respon 8
WI}enTrlllgt txlnuelg, clonvey the authority to file suit, have been demonstrated to be
isti 1d not be in the law. .
un2r e?:nsytllc)e%'rslgnsﬁgugroup, including convieted felons a;ld I;lelglesel;itlitls‘:ﬁi ;)If
+i i i IA request and then
hostile intelligence services can make an FO . 1 the e Suit In
.- It seems to us the ultimate absurglty to accor e
I[{Igﬁcgll'] I('>t‘csher foreign agents, the legal authority to request documents from

it di before
bove reasons, AFIO recommends, as it did two years ago . )
thih;o(r}o%lmtiléieg, that CIA, NSA and the FBI be exempted frpm all of the pr.ovg
sions of the Freedom of Information Aet ang th:_it ﬁhe President be authomzte1
to designate other inte]ligence'components as mnl}l&rly e&xemgﬁ.e Sftlélxlra%yt(;& 21;
i aves available to Americang their rightg under
?: eilril(flﬁgg all()eon,t files maintained concerning them, Also, historians and s.cholars

expressed, Thege organizations are .

1. Society of Former Special Agents of the FBJ, Inc., 24-18 Queens Plazg
South Long Island City, N.Y. 11101,

263American Security Couneil, 499 South Capitol Street, Washington, D.c.

3. National Intelligence Study Center, 1015 Eighteenth Street, NW., Wash-
ington, D.Q, 20036,

I would like to thank yoy for thig opportunity to bresent the viewg of the
AFIO on this most important matter. My colleagn, i
to answer any questions,

The CHamMAN, Now, we come to the p

division on
U may proceed as you

STATEMENT oF MARK LYNCH, COUNSEL, DIVISION on NATIONAL
SECURITY, AMERICAN CIVIL LIBERTIES UNION

Mr. LYN?H. Thank you, Mr., Chairman, Thank you for the opportu-

nity to testify today on behalf of the American Civil Liberties Union
With respect to this bill, S, 1824, T have 3 brepared statement which is
made available to the committee, ang T would appreciate it if that
could be made part of the record,
For the burposes of expedition, T wi]] Summarize my statement
rather than go through that.
he Cramuyan, It will be made 5 part o
proceed.
Mr. Lyvcm, My, Chairman, I have been involv,
the Central Intelligence Agency over the Freedom of Information Aet

three genera] conclusiong

from thjs experience, Fi.rsfg of all, g substantia] amount of useful, his-
torically useful, Journalistically useful, politically usefy] information

is produced under the FOIA by the CTA.

econd, there ig g very large body of information dealing with the
nuts and bolts of intelligence Sources and methods which, due to the
exemptions that gre available under the act, we never
never released, It is invariably withheld, and withholdi
sustained by the courts,

Third, the backlog that hag developed at the
to requests is intolerable, N OW, on the basis of thege three lessons that
I have drawn, I have long thought that there must be a surgical solu-
tion available to solve the problemsg of everyone that is involved in
this, that the backlog can b reduced, that the CIA could be relieved
of the burden of searching for thaf kind of information which is
never displosed_and that the public’s right to access to the sorts of

CIA in responding

of Information Act and the CIA. Indeed, Mr. McMah
Jrector of Centra] Intelligence, has recognized the k

ey to any soly-
tion, workable solution, in this area, d Y
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ful that a great deal of important information like the ULTRA and
the CHAOS documents would be lost to public access.

Our second problem is with the question of judicial review, which
has been discussed at some length already this morning. I was quite
frankly surprised by the testimony of the CTA last week that this bill
would result in no judicial review of what files are operational, because
there is not really anything in the bill to indicate nonreviewability or
to reverse the presumption of reviewability.

But I think that the interpretation that the Agency has provided
requires clarification and we would suggest that the best way to do that
would be to amend the bill so as to strike the concept of designation and
have the bill proceed in a fashion that files that meet the definition of
“operational” as determined by this committee and the Congress will be

exempt from search and review, rather than to leave that process to-

tally discretionary in the Director. .
Now, if that is done—1I think there would be judicial review in any

event, even if you did strike the designation, but I think striking the
designation concept would be the best way to get into this. And if there
is going to be judicial review, as in our view there must, of the question
of whether a file has been improperly characterized as an operational
file, review of that issue will not, I think, require document by docu-
ment examination of the documents in the disputed file, and I think
that is what the Agency is really concerned about. They are afraid
that if there is judicial review they are going to be right back to where
they are now, having to justify document by document the kinds of
information which, as I have said, is invariably exempt under the act
anyway.

But I do not think that is going to be necessary. The issue for the
court is whether a particular file has been improperly characterized
as operational, as operational as defined by this committee in the bill.
That would require an inquiry about the nature of the file rather than
an inquiry into the particularized contents of the bill,

So I think that we may not be all that far apart and that a resolu-
tion of this issue is possible.

But in summary, let me say that judicial review is absolutely essen-
tial, because I think that the public simply would not have confidence
that the Agency had not succumbed to the temptation to go overboard
in the designation of files as operational if there were no judicial
review,

The final point I would like to make is that, as T have outlined at
some length in my statement, and I do not need to belabor those ex-
amples in the summary, but an attitude has developed at the CIA
toward processing FOTA requests which is grudging and uncoopera-
tive. It perhaps is understandable, given all of the controversy that
has surrounded the bill and the burden that the Agency says that it
has been subjected to.

But the fact remains that there is a very unfortunate attitude, which
leads to attempts to suspend requests, put requests in limbo. There is
a generally uncooperative atmosphere which all too often pervades the
Agency’s processing.

Now, the elimination of the backlog, as the Agency says, will go a
long way toward improying the service the requests get. But T think
there has to be more and this committee has to require more than mere
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elimination of the backlog. Steps have to be taken, commitments have
to be extracted, an intent for Vigorous oversight has to be expressed,
that will require the Agency, once it is relieved of this burden of dea]-
ing with the operational files, that will require the Agency to respond
in a more cooperative, prompt, and efficient manner.

It can be done. I point, tor example, to the Freedom of Informa-
tion program at the Defense Department. While there are, of course,

. lzir?gs\?g 16f3ee1 it is essential for this committee to address this atti-
tudinal problem as well as the backlog problem itself,
That concludes my summary, Mr. Chairman, I would be happy to
answer any questions which members of the committee might have,
[The prepared statement of Mr. Lynch follows :]

PREPARED STATEMENT oF MARK H. LyNom ON BEHALF OF THE AMERICAN CIviL
LiserriEs UNIonw

r. Chairman, thank you for your invitation to the American_ Civil Liberties
Ux?iion to testify’on S. 1324, a bill to amend the National Security Act of 1947
50 as to remove certain fileg of the Central Inteltigence Agenc_y from the coverage
of the Freedom of Information Act, The ACLU is a .nonpari':lsan organization of
over 250,000 members dedicated to defending th_e Bill of nghts. The ACLU re-

T : P by the
by Congress becaunse the Act Dositively 1mple1nents the principle, protected
B‘Sirrsl: Amendment, that this nation is committed to 1nfprmed, robust debate on
matters of public importance, Accordingly, the ACLU is extremely wary of all

he operation of an intelligence service ; and it is no longer arguing that no in-
§ormaf)tion of any value has ever been released by the QIA_ under the‘ Act. Mogt
significant of all, Mr, McMahon stated that if this bill is passed .the publie
would receive improved service from the Agency under the FOIA without any
meaningful loss of information now released under the Act.” .

If in fact no meaningful information now available under tl}e FOIA w1ll.be
withheld under this bill and if the bill will result in more expeditious processing
of requests, the bill will not be a set-back for the FOIA. However, there are
many questions which must be answered before we can be eonﬁd’ent ﬂ.lzft M_r.
McMahon's assurance will be borne out. In this regard, the ACLU S position ig

i erational files, the contents of which are now invariably exempt
fr(}nlctfig?lz)gugg, will be exelnpt from search and review. ‘Howevex.', a_lll gathered
intelligence will be accessible subject to the Act’e exemptions, as it is ’now. The
findings section of the bill states that the organization of the Ageney S_records
system permits such a division between operational files and gathered mtell1gence.
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According to last week’s testimony, mogt items of gathered intelligence, whether
“raw" or “finished,” are routinely disseminated outside the components identifieq
in the bill ang are stored in nonoperational files, In exceeptional circumstances
where gathered intelligence ig stored in an operational component, it wil] be
indexed in a nonoperational file ang will be subject to Search and review, By
making all gathered intelligence accessible, this bil] ig a significant improvement
over past proposalg which would have made only finished intelligence reports,
such as national intelligence estimates, accessible. This i an important develop-
ment, because finished intelligence may omit raw information that is important
to understanding events,

2. Operationa] files will be subject to search, and review in response to requests
for information concerning “special activities”—i,e., covert operations for pur-
Doses other-than the collection of intelligence—ir disclosure of the existence of
such activities ig not otherwise exempt under the FOIA, Thig Drovision codifieg
the current Drocedures under the Act, See, €.9., Phillippi v. CI4, 548 F.24 1009
(D.C. Cir. 1976). .

3. All CIA files, including operational files, will continue to be subject to search
and review in response to requests from United States citizeng and permanent
resident aliens for information concerning themselves, ' B

4. Only the operational files of the CIA'g Directorate of Operations, Directorate
of Science and Technology, and Office of Security will be eligible for exemption
from gearch ang review. Thus, operational information located elsewhere in the
Agency will be subject to search and review. For example, if operational matters
_become the subject of policy debates within the Agency (€.9., a debate over task-

abuses ( €.g., by the Office of the Director of Central Intelligence, by the Intelli-
gence Oversight Board, the Office of General Counsel, or the Office of the Inspector
General), the records of such debates or investigationg will be subject to search

ator into the fileg of an operational component rather than bringing thoge files
to the investigating component. For e€xample when the first interna] reports on
Operation CHAOS were brepared, the CHAOS files were not removed from the
Directorate of Operations, Other aspects of the so called “Family Jewels” were
also compiled in this manner, Thus, we believe that when an intelligence activity
has been the subject of an investigation for impropriety or illegality, the relevant
underlying ﬁlee should be subject to full search and review, It the bill is not
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Finally, Mr. Chairman, I would like to turn to the CIA’s promise that it will
provide improved service to FOIA requesters under this bill. There is a very great
need for improvement on this score. The two to three year wait which the public
must endure has greatly diminished the Act's utility. As Mr. McMahon acknowl-
edged last week, some people have given up making requests to the CIA because
of the backlog. .

In addition to the backlog itself, the Agency’s attitude toward requesters has
too frequently been grudging and uncooperative. Indeed, the Agency’s Informa-
tion and Privacy Division, perhaps at the urging of other components, has devel-
oped a number of strategems to stymie the processing of requests. Here are some
recent examples. ]

1. On September 24, 1982, 2 member of the staff of the Center for National Secu-
rity Studies requested CIA studies produced since October 15, 1979 on the subject
of where the insurgents in El Salvador receive their weapons and other support.
The request specifically disclaimed any interest in raw intelligence reports and
limited itself to analytic studies. The CIA made the following response :

“Your request, as submitted, cannot be processed under the FOIA. Under the
provisions of the FOIA, we are neither authorized nor required to perform re-
search or create records on behalf of a requester. Almost without exception, our
FOIA searches, because of the structure of our records systems, must be limited
to those that can be conducted for records that are indexed or maintained under
the name of an individual, organization, title, or other specific entity. Further, if
our searches surface information, we are not permitted to analyze that informa-
tion on behalf of a requester to determine if it is in some way related to an event,
activity, incident, or other occurrence.”

The foregoing paragraph is apparently a piece of boilerplate on a word-proc-
essor, for it appears in many Agency responses. By making this response, the
Agency avoids its obligation to process the request. While there may be some
requests that are so vague that such a response is appropriate, it is used in many
cases where it is plainly inappropriate. In this instance, it was astonishing to
suggest that the CIA cannot identify any studies on the source of weapons to the
ingurgents in El Salvador, for this is one of the key issues in the debate over
U.S. policy toward that country. Indeed, this request asks for the same sort of
information the President, the Secretary of State, the Secretary of Defense, or
this Committee might request from the CIA. In fact, after further discussions
between the requester and CIA personnel, the Information and Privacy Co-
ordinator wrote on February 17, 1983 that he had arranged for a search of
Agency files for responsive records. However, there should have been no need
for this five month run-around—a process which would deter less experienced
requesters or those without ready access to legal counsel."

2. On February 8, 1983, CNSS requested information on the issue of whether
former CIA employees William F. Buckley and E. Howard Hunt had complied
with their obligation to submit their. writings concerning intelligence matters
for prepublication review. The request was prompted by Mr. Buckley's discus-
sion of this topic in the January 31, 1983 issue of The New Yorker. The Agency
replied with another piece of computerized boilerplate:

“So that we can be sure there are no privacy considerations, we need to have
a signed and notarized statement from thege individuals authorizing us to release
personal information that otherwise would have to be withheld in the interest of
protecting these persons' privacy rights. These rights are addressed in the Privacy
Act (5 U.8.C. 552a) and the FOIA (5 U.8.C. (b) (6)). If we should locate relevant
records and did not have such an authorization, we probably would be unable to
release substantially more than already appears in the public domain, such as
that contained in newspapers and the like.”

After a letter from counsel pointing out that compliance by public figures
with their prepublication review obligations does not involve privacy concerns
protected by the FOIA and the Privacy Act, the Agency agreed to process the
request. It should have begun processing immediately upon receipt of the request
without the intervention of lawyers and the threat of litigation. :

Mr. Chairman, I offer these examples of the CIA’g techniques to resist com-
pliance with the FOIA not to refight old battles but to demonstrate that Congress
must take steps to insist that the CIA improve its compliance with the FOIA,
The Agency says that this bill will alleviate its most pressing problems with the
FOIA. In return for that relief the Agency must be required to make prompt,
efficient, cooperative responses to the publie, While this bill may eliminate the
backlog, it will not by itself change the Agency’s attitude toward the Act. Business
as usual even with the relief provided by this bill will not be enough to insure

i
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and that is perhaps what Mr. Mayerfeld was basing his statements on.

Senator Inouve. But once the Congress establishes the standard,
someone must-have the authority to determine whether a certain action
meets the standard.

Mr. Ly~cm. That is right, and that is what we want to see in the
bill as a role for the courts.

Senator INouye. Who would be that person ?

Mr. Ly~cou. Well, when there is a dispute—and disputes over the
scope of the search in an FOTA case do not arise that often. I would
hazard a guess that they do not arise in more than 20 percent of the
cases and maybe not even that many. But when there is a dispute over
the scope of the search and the requester has some reason to think that
there is a file containing responsive documents to his or her request,
and that that file has been improperly characterized as an operational
file when in fact it doesn’t meet the definition set up by the bill, there
gught to be a judicial review of that issue. That is what we are aiming

or, :
Senator InouyE. Last week Mr. McMahon suggested that the Presi-
dent would have complete authority to determine whether a covert ac-
tion has been compromised or not. N. ow, that is an important state-
ment because if an action is no longer covert it would be subject to
search. Now, do you believe that this bill provides this complete au-
thority to the President ?

Mr. Liynca. No, I do not think this bill does, I think this bill leaves
current law where it is, and certainly if the President acknowledges
CIA involvement in a covert operation it can no longer be asserted
that the Agency can refuse to confirm or deny its involvement.

Similarly, if the Director of Central Intelligence says that the
Agency has been involved in an operation, they can no longer take that
position. There is a case pending right now dealing with the CTA’s
Imvolvement in 1954 in the coup in Guatemala, and I believe that the
key statement that led the Agency to conclude that it had to search
,tll‘lose files was a statement by former Director of Central Intelligence

urner,

So in past practice the CTA has acknowledged that certainly Presi-
dential statements, statements by the Director of Central Intelligence,
in some cases material published by the Congress—a great many things
that ordinarily would be in this category had it not been for the report
of the Church committee—sometimes those lead to the nonglamorizable
category. And then we argue that there are other instances where CIA
involvement in a particular operation is so notorious, even though
there may not be a high level of acknowledgement, that the Agency
cannot take that position.

But the point 1s, those are all litigating positions and this bill does
not deal with that. The bill says that if the existence of the operation is
not exempt under the Freedom of Information Act, whatever that may
be, we leave that alone. We will continue to litigate those issues as we
have in the past. But if the operation is not exempt under the act, then
files related to it must be searched. So I think it is g good compromise
and it does not attempt to change existing law.

Senator INouye. What are your thoughts on the matter of a time
limit on the duration files would be exempt from search ?

Mr. Ly~ca. That is a very interesting idea. It is one that has cer-
tainly been brought to the fore by the historians. I tend to deal with
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tween the CIA and the ACLU as a long-term negotiation. You have to

understand that I and other lawyers for the ACLU have been litigat-.

i
i
o

ing these cases for a long time. We have gotten to know Mr. Mayerfeld

and the other lawyers out there pretty well. We see them down in the

[
t
f

courthouse, we have cups of coffee, like lawyers usually do after they |

get through with cases.

{

And for a long time we have thought that there has been a possi- !
bility for a middle ground. The insistence on a total exemption has -

made it impossible to
off of that,
and have batted around for a long time,
to put together into this bill. And it is their bill.

As T said, it is a
there are some further adjustments that have to be made. There are
further questions that have to be answered, and we would not be satis-
fied if it were reported out precisely as it is right now. But we are very
happy that a process is begun that we hope, with some more work and
some more information being put in the public record, we would be
able to support this bill.

And we would like to support a bill, because we would like to getrid -

of this backlog and do something about that.
Senator INoure. Thank you very much.
The CramManN. Senator Leahy.
Senator Leary. Thank you, Mr. Chairman.

I was quite interested in the things that you said in answer to Sena- ':
especially about designated files. If you were -

tor Inouye’s questions,
here earlier, you may have heard some of the questions I asked Ms,
Lawton. I am sure you are aware of the difficulties that T have,

I am still concerned how we can ensure judicial review if the desig-
nated file concept is not dropped. If you have further views on that, I
would certainly be interested in hearing them.

Mr. Lix~nca. Well, the concept of designation as it is in the bill now
it seems to me would give the Justice Department an opportunity to
argue that the review of an issue on designation was not de novo, but
was arbitrary and capricious or some more deferential standard, and
Lhave always been concerned about that. .

Apparently from the testimony last week, the CIA thinks that the
eoncept of designation insulates them from review totally. I disagree
with that as a matter of interpreting this language, but most of all
am very disturbed that now part of the legislative history is that there
will be no judicial review, and I think that idea has to be corrected in
order for us to support this bill.

So striking the concept of designation, which has the added advan-
tage of making clear that it is the Congress rather than the DCT that
is determining what kind of files would be exempt from search and
review, combined with appropriate legislative history, would make it
clear that this action, like all other actions under the act, are subject
to review.

Senator Leany. Thank you.

The problem of access to materials concerning abuses and impro-
prieties is an area that bothers most of us. Quite frankly I did not find
the Agency’s statements on this last week satisfactory. What sugges-

tions can you offer on behalf of the ACLU concerning ways to insure

go forward on that. But once the Agency got
there were a number of concepts that we had batted around
which the Agency was able ;

great step forward. But I think, as I have also said, -

full access to all files relating to investigations of allegations of abuses
; i .
Or(lll;lr? 1‘:7)5 Ié_lgtl{ with clear language in the legislative history that c%oc-
uments contained in operational files relevant to an investigation ot an
alleged abuse or impropriety cannot benefit from the e'xemptlo_r; plr%)g-
vided in S. 1324, or do we have to spell it out in the 1eg1s1@tlor}11 1lse £t

Mr. Ly~ca. I think it would be preferable to spell it out in t % egis-
lation. I think there should be another proviso as there is for informa-
tion responsive to first party requests, information about covelll't op%ra—
tions the existence of which is no longer classified. There ought tof e a
further provision in there, information concerning the suli]ect %1 an
investigation for impliopriety or illegality. Something along those

i ink is essential. o

lm’f‘ie{ ti}&l:gnency’s testimony last week, as I understand it, is thait gle
investigating components, for example the Ipspector‘(xengra ; he
Office of General Counsel, will compile all the information adouk any
investigation. Well, maybe that is true in some cases, but we 1;) n&fv
of some cases historically, “the Family Jewels” for example, w %ﬁf e
Director of Central Intelligence sent his investigators out to the (11 gﬁ-
ent components and they reviewed files. You know, they reviewed the
ULTRA files, they reviewed the CHAOS files. fin

And what we would like to have made clear is that process of in
vestigation, even where the files are not brought to the %nvestillgatlvr_xﬁ'
component, but when they have been subject to investigation, they w1
be subject to search and review under this provision. ) T

Senator Leamy. Did you have a chance to review the discussion
had with Mr. Mayerfeld last week about the difference between a
frivolous or a nonfrivolous accusation of impropriety ?

YNCH. Yes. .
lg{ega%gf EI}{:AHY. Are you satisfied with the Agency’s position?
Mr, Lywcr. 1 think I am afraid I do not remember with sufﬁcmrcit

clarity to comment directly. I would like to see the kind of amend-
e discussed.
ln%l:ntﬁigll‘}l}ai‘;ig Could T ask you to do this? Take a look at thsit
discussion. We can make it available to you. The transcript rnayha -
ready be ready, but if it is not we will get you a synopsis. And 5 en
Tet me ask that question for the record. I would like you to respond.
w, Certainly. .

%Iell.l.aItl(};‘NiEAI{Y. Novs}r,, I understand you have given some cavefat}'ls
here today to the bill as written. You do not yet support it, but wat
some changes you could. If thtet ﬁhﬁ;ﬁ%gs you suggested are made,

y hen be able to support the bill ¢ )
W(i\lél[lf }i?;'l;on. Yes; and leIt):Pme further add that, you know, if th%
journalists or the historians raise legitimate problems that Werhaare not
uncovered, those certainly ought to be taken into account. We % Itll(l)
want to arrogate to ourselves the role of total representative o e

ic interest here. . )
pugillfalig?iEAHY. I understand. But certainly your position will carry
some weight, as the chairman has already stated, ar;d what T Ws%nl:higo
know is just what is necessary to have the ACLU’s support of this
leﬁifltlzfélﬁon. Well, in general, if it can be substantiated that Mr.
McMahon’s prediction is correct that this bill—that the CIA is pre-




pared to live with the bill, which will not result in the loss of any
meaningful information and will result in the expeditious processing
of requests, that obviously is a result which we would welcome and
would support and are very happy to work towards perfecting and
achieving,

Senator Leary, To attain this result you feel would require some of
the additions you have discussed ?

Mr. Ly~nce. That is right, It is not all the way there yet, but it is
a great deal further along than the other previous proposals.

Senator Leary. Thank you. I hope we can reach that point.

Of course, there will be those who claim that if we finally get to the
point where the ACLU and the CIA are totally agreed on the bill,
that it is one of two things: Either we have an execllent bill or one or
the other of you did not read it.

I am not asking you to respond to that.

Mr. Ly~cH. T think T almost know it by heart now.

Senator Leamy. I am sure you do.

Thank you very much, Mr. Chairman. Thank you, Mr. Liynch.

The Cramrman. I was going to ask you a question, but it has already
been answered, and satisfactorily, about your comments to the unco-
- operative attitude of the CIA. I think you can understand how an

organization that was born out of OSS and born of a desire and need
for intelligence would feel when a large number of their staff sud-
denly is confronted with being eavesdropers, spies, et cetera, on Ameri-
can citizens, And I am glad you responded the way you did.,

I have only one question. Are you satisfied that this bill adequately
protects the ability of American citizens to use FOIA to seek informa-
tion about CIA abuses that can be declassified ?

Mr. Lixncn. Noj I think it needs to go a little further, Mr. Chair-
man, through the addition of a provision that would make it clear
that information regarding the subject of an investigation into impro-
priety or violation of law should be subject to search and review. I
think some sort of amendment along those lines is essential to achieve
the result that you have mentioned.

The Cramrman. Would you be willing to submit some language you
think would be helpful ¢

Mr. Ly~cu. Certainly, Mr. Chairman.

The Cramman. Thank you very much, Mr. Lynch. You have done
a good job and we thank you for being with us.

Mr. Liywen, Thank you, sir,

The CmamrmanN. Now we get to the press: Mr. Steven Dornfeld,
national president of the Society of Professional Journalists, Sigma
Delta Chi, and Charles Rowe, editor and copublisher of the Free
I?nce-Star, speaking for the American Newspaper Publishers Associ-
ation.

Welcome, gentlemen. You may proceed as you care.

STATEMENT OF CHARLES S. ROWE, EDITOR AND COPUBLISHER,
THE FREE LANCE-STAR, ON BEHALF OF THE AMERICAN NEWS-
PAPER PUBLISHERS ASSOCIATION

Mr. Rowe. Mr. Chairman, Senator Leahy, the American Newspaper
Publishers Association is deeply concerned about the potential impact
of S. 1324, the Intelligence Information Act of 1983.

My name is Charles Rowe and I am editor and copublisher of the
Free Lance-Star in Fredericksberg, Va. I am testifying today on be-
half of the ANPA, a nonprofit trade association with nearly 1,400
member newspapers representing some 90 percent of the daily and
Sunday circulation in the United States. Many nondailies are also
members.

Mr. Chairman, the bill being considered here today is a result of
several years of discussion and debate about the need to provide some
relief from the Freedom of Information Act for the Central Intel-
ligence Agency. Throughout this debate, representatives of the news-
paper business have not stubbornly rejected nor ignored the CIA’s
pleas for some relief, but they have stated repeatedly that the CIA has
never been forced to turn over to the public any classified information,
a fact that still holds true today.

We have also listened carefully to the Agency’s claims that this court
record belies the vast number of hours and amount of money that
went into processing the denied requests that subsequently were up-
held by the courts.

Representatives of.the newspaper business met in 1982 with CIA
Director William Casey and other top CIA officials to attempt to learn
more about the unique problems confronting the CIA in its efforts to
comply with the FOIA.

Mr. Chairman, this educational process has been a good faith effort
to understand, and while we believe the language of S. 1324 is an
improvement over previous bills, we still have serious concerns about
the practical effects the passage of this legislation might have on the
public’s access to information about the CIA.

S. 13824 would allow the director of CIA to withhold specific oper-
ational files from the search and review requirements of the act, This
power would extend only to those operational files located within the
offices of the Directorate of Operations, the Directorate for Science
and Technology, and the Office of Security of the CIA.

You must realize, Mr. Chairman, that we are relying wholly on
the expertise and judgment of this committee and representatives of
the OTA regarding the extensiveness of the power being given to the
CTA. director by S. 1324, We do not know, nor should we, the per-
centage of CIA files affected by this bill.

We have no knowledge of the ease with which information could
be placed in an operational file, thereby exempting it from search and
review. Nor do we have knowledge of the ease with which files could
be designated operational and be sealed off forever from any public
access.

In carefully studying the language of S. 1324, it would appear that
this power is broad. For example, any operational files in the three
specific offices dealing with foreign intelligence, counterintelligence,
or counterterrorism operations would disappear from existence so far
as the public or the courts are concerned.

The only oversight of the director’s actions would be by this com-
mittee and the House Intelligence Committee. While congressional
oversight can be effective, it 1s only as effective as the amount of
information that Congress receives from the CIA.

Of primary concern is the elimination of judicial review of the
director’s decision to designate a file as operational. CIA Deputy




General Counsel Ernest Mayerfeld told this committee last week that
S. 1324 leaves “full discretion to the director. Any other interpreta-
tion,” he said, “would turn this legislation on its head.”

As Senator Huddleston pointed out last week at the same hearing,
a major principle of the FOIA is that the courts have the right of
review. ANPA agrees that this is a major and vital principle of the
act. De novo review of CIA decisions under FOIA was made part
of the law with the 1974 amendment. This judicial authority put
teeth into the law and helped make it an effective tool for the public
to try to seek information about CIA functions.

As then Deputy Director Admiral Bobby Inman told this com-
mittee in 1981, the Central Intelligence Agency had received virtually
no FOIA requests prior to the 1974 amendments. The amendments
gztglbhls)h%g de n%)vo CIl'evmw and} nguiring release of reasonably segre-

e portions of a document led to an explosion i
at the CIA, according to Inman. plosion in FOTA requests
. To strip the law of this principle of de novo review and of any
judicial review whatsoever is to return us to pre-FOIA days. It would
also return us to the days where the ineffectiveness of the act rendered
it basically useless to the public, a uselessness reflected by the absence
of re(il)msts noted by Admiral Inman.

ANPA cannot support this step backward. ANPA believes it vital
that the application of S. 1324 be restricted to the CIA. It would
appear that the language of the bill, based on the specificity of the of-
fices and files mentioned, covers only CIA. Additionally, it has been
emphasized by CIA officials that the language can only apply to the
CIA because of the unique compartmentalized structure of its files.

Our concern is based on repeated testimony in the past by repre-
sentatives of the Defense Intelligence Agency, the National Security
Agency, and other nonintelligence agencies seeking relief from FOIA
An identical “neither confirm nor deny” approach of S. 1324 has been
f(t):élxlxt;eué 'tht?hp?fl by_thte}fe lagerllcies. There must be an affirmative
s nt in the bill or in the legislative hi i
i -igatio‘n o the Loz in 1324.g tive history about the exclusive ap-’

primary problem journalists have had in requesting informati
from the CIA has been the excessive delays in pr%cessing‘. Propogg?g
of S. 1324 claim one of the benefits of passage would be a reduction in
the existing backlog of requests. When questioned last week on the spe-
cific steps that would be taken by the CTA to clear up this backlog,
the response was troublingly vague. ’

We would be very nterested in the specific, definitive steps the CIA
will take if this bill is passed in answering those requests for informa-
tion not contained in operational files. For example, the CIA could
administratively determine to confer with requesters by telephone to
clarify the request that has been made, thereby eliminating any
corri‘fﬁlsmﬁl and sppedu;)g t]};le processing time. ‘

& other serious backlog is with CIA lawsuits pending i
Mr. Mayerfeld testified last week that of the 77 suitsp beforeg tﬁ(la ggﬁf‘%
46 would be affected by S. 1324, Of these, 22 should be dismissed en-
tirely, because they deal only with documents from operational files,

hediand

and the remaining 24 would largely be dismissed because the majority

. of documents under question are from designated files.

Specific details about the nature of the information involved in

' these lawsuits could be beneficial to members of this committee in un-
. derstanding the type of information that would be affected by the
. passage of 5. 1324,

ANPA believes it vital that any information on alleged abuses by

. the CIA continue to be subject to the search and review provisions of
_ the current act. CIA officials last week gave oral assurances that rec-

ords of any internal investigations of nonfrivolous allegations would

remain in nondesignated files.

As John McMahon, Deputy Director of the CIA, stated last week:

Information relevant to the subject matter of the investigation would be sub-
ject to research and review in response to an ¥FOIA request, because this infor-
mation would be contained in files belonging to the Inspector General’s office, for
example, and these files cannot be designated under the terms of this bill.

While these oral statements are reassuring, it is critical that legisla-
{ive history on this point be crystal clear. Further, there should also
be clarification of what is and is not frivolous.

In conclusion, Mr. Chairman, we would like to assure you that no
representative of the newspaper business wants to in any way endanger
the national security of our Nation or endanger the lives of those peo-
ple involved in maintaining that security. We are here today because
of the serious public policy questions inherent in S. 1324.

We are at something of a disadvantage, because it is a public policy
discussion that must take place without the complete airing of inform-
ation on both sides. We must trust the veracity of the statements by
CIA officials that passage of S. 1324 would not result in additional
information being withheld by the Agency, but would free up the
Agency from the search and review of information that is currently
exempted from release.

We also must and will rely on the wisdom and diligence of the con-
gressional oversight process, as do all citizens. We must also raise our
heartfelt concern that this committee take into account the vital role
that public access has played in the growth and maturation of this
country. We believe further refinement of S. 1324 is necessary to insure
that the immense power that would be invested in the Director of the
CIA with the passage of this bill does not upset the delicate balance of
the government’s need for secrecy, the public’s right to know, and an
individual’s right to privacy.

Thank you, Mr. Chairman.

The Cramyman. Thank you very, very much.,

[Prepared statement of Charles S. Rowe follows:]

PREPARED STATEMENT OF CHARLES S. ROWE, AMERICAN NEWSPAPER PUBLISHERS
ASSOCTATION

~ The American Newspaper Publishers Association is deeply concerned about the
potential impact of 8. 1324, the “Intelligence Information Act of 1983.”

My name is Charles Rowe and I am editor and co-publisher of The Free Lance-
Star in Fredericksburg, Virginia. I am testifying today on behalf of ANPA, a
non-profit trade association with nearly 1,400 member newspapers representing
some 90 percent of the daily and Sunday circulation in the U.8. Many non-daily
newspapers also are members.




Mr. Chairman, the bill being considered here today is the result of severa] years
of discussion and debate about the need to provide some relief from the Freedom
of Information Act for the Central Intelligence Agency. Throughout this debate,
representatives of the newspaper business have not stubbornly rejected nor ig-
nored the CIA’s pleas for some relief. While we have stated repeatedly that the
CIA never has been forced to turn over to the public any classified information
(a fact that still holds true today), we have also listened carefully to the ageney’s

claims that this court record belies the vast number of hours and amount of |

money that went into processing the denied requests that subsequently were up-
held by the courts,

In f{ict_:, representatives of the newspaper business met in 1982 with CIA Direc-
tor William Casey and other top CIA officials to attempt to learn more about
the unique problems confronting the CIA in its efforts to comply with the FOIA.
Mr, Chairman, this educational process has been a good faith effort to under-
stan(_i. Anq, while we believe the language of S. 1324 is an improvement over
previous bills, (such as 8. 1273, the “Intelligence Reform Act of 1981,” introduced
by Senator Chafee in the 97th Congress) we still have serious concerns about the
practical effects the passage of . 1324 might have on the public’s acecess to in-
formation about the CIA.

S. 1324 would allow the Director of the CIA to withhold specific operational
files from the search and review requirements of the FOIA. This power would
extend on}y to those operational files located within the offices of the Directorate
of Operations, the Directorate for Science and Technology and the Office of Secu-
rity of the CIA.

You must realize,‘Mr. Chairman, that we are relying wholly on the expertise
and jufigment of this committee and representatives of the CIA, regarding the
extensiveness of the power being given to the CIA Director by 8. 1824, We do
not know (nor should we) the percentage of CIA fileg affected by this bill; we
have no knowledge of the ease with which information eould be placed in an
operational file thereby exempting it from search and review; nor do we have
knowledge of the ease with which files could be designated “operational” and
be sealed off forever from any public access.

In carefully studying the language of S. 1324, it would appear that this power
is broad. Fpr example, any operational files in the three specific offices, dealing
with .“fqrelgn intelligence, counterintelligence, or counterterrorism operations”
would dlsappegr from existence so far gg the public or the courts are concerned.
The only oversight of the Director's actions would be by this committee and the
House Intelhgencg Committee. While Congressional oversight can be effective
éltl gsC(}er as effective as the amount of information that Congress receives from'

JUDICIAL REVIEW

Of primary concern is the elimination of judicial review of th i ! -
sion to designate a file as operational. CIA Deputy General Couns%l])]il}ifl%ts%rl\ig;g-
feld told this committee last week that S, 1324 leaves “full diseretion to the Direc-
tor. Any other interpretation would turn this legislation on its head.” -

As Senator Huddleston pointed out last week at the same hearing, a “major
pri{lgg}: of the &O?t his that the courts have the right of review.” '

agrees that this is a major and vital principle of the 8 i

of CIA decision under FOTA was made part of tl?e law Wiﬁftﬂill)eeﬁ)gr‘éogg\ggg
mﬂentg_. Tltusljfudicilill authority put teeth i
eiiective tool for the public to try to seek information about i

then Deputy pirector Admiral Bobby Inman told this commci}tIttéefian?l%g;ls"‘t‘gz
Central Intelligence Agency had received virtually no FOIA requests,” prior to
the 1974 amendments, The amendments establishing de novo review a,nd requir-
ing release of reasonably segregable portions of a document “led to an explosion

the Act rendered it basically useless to the public—a uselessness reflected by the

ab: i
baiil;s:rg.f requests noted by Admiral Inman. ANPA cannot support this step

APPLICABILITY

ANPA believes it vital that the application of § 1324 be restri
. icted to t} .
It would appear that the language of the bill, based on the specificity of thel?)t?iigs

onally, it has been emphasized by

and files mentioned, covers only the CIA. Additi

CIA officials that the language can only apply to the CIA because of the unique,
compartmentalized structure of its files. Our concern is based on repeated testi-
mony in the past by representatives of the Defense Intelligence Agency, the
National Security Agency and other non-intelligence agencies, urging relief from
FOIA. An identical “neither confirm nor deny” approach of S. 1324 has been
sought in the past by these other agencies. There must be an affirmative statement
in the bill or in the legislative history about the exclusive application to the CIA
of S. 1324.
BACKLOG OF REQUESTS

A primary problem journalists have had in requesting information from the CIA
are the excessive delays in processing. Proponents of 8. 1324 claim one of the bene-
fits of passage would be a reduction in the existing backlog of requests. When
questioned last week on the specific steps that would be taken by the CIA to clear
up this backlog, the response was troublingly vague. We would be very interested
in the specific, definitive steps the CIA will take, if 8. 1324 is passed, in answering
those requests for information not contained in operational files.

For example, the CTA administratively could determine to confer with request-
ers by telephone to elarify the request that has been made, thereby eliminating any
confusion and speeding the processing time.

The other serious backlog is with CIA lawsuits pending in court. Mr. Mayerfeld
testified last week that of the 77 suits before the court, 46 would be affected by
8. 1324. Of these, 22 should be dismissed entirely because they deal only with docu-
ments from operational files; and, the remaining 24 would largely be dismissed
because the majority of documents under question are from designated files.
Specific details about the nature of the information involved in these lawsuits
could be beneficial to members of this committee in understanding the type of
information that would be affected by the passage of S. 1824,

AGENCY ABUSE

ANPA believes it vital that any information on alleged abuses by the CIA con-
tinue to be subject to the search and review provisions of the current Act. CIA
officials last week gave oral assurances that records of any internal investiga-
tions of non-frivolous allegations would remain in non-designated files.

As John McMahon, deputy director of the CIA stated last week, “Information
relevant to the subject matter of the investigation would be subject to search and
review in response to an FOIA request because this information would be con-
tained in files belonging to the Inspector General’s office, for example, and these
files cannot be designated under the terms of thig bill.”

While these oral statements are reassuring, it is critical that legislative history
on this point be erystal clear, Further, there should also be clarification of what is
and is not “frivolous."”

CONCLUSION

In conclusion, Mr. Chairman, we would like to assure you that no representa-
tive of the newspaper business wants to in any way endanger the national
security of our nation or endanger the lives of those people involved in maintain-
ing that security. We are here today because of the serious public policy ques-
tions inherent in §. 1324. We are at something of a disadvantage because it is
a publie policy discussion that must take place without the complete airing of
information on both sides. We must trust the veracity of the statements by CIA
officials that passage of 8. 1324 would not result in additional information being
withheld by the CIA, but would free-up the agency from the search and review
of information that is currently exempted from release. We also must and will
rely on the wisdom and diligence of the Congressional oversight process—as do
all citizens.

We must also raise our heartfelt concern that this committee take into account
the vital role that public access has played in the growth and maturation of
this country. We believe further refinement of S. 1324 ig necessary to ensure that
the immense power that would be invested in the director of the CIA with the
passage of this bill does not upset the delicate balance of the government’s need
for secrecy, the public’s right to know and an individual's right to privacy.

The Cramrman. Now we will hear from Mr. Charles Rowe, editor
and copublisher of the Free-Lance Star, speaking for the American
Newspaper Publishers Association.




STATEMENT OF STEVEN DORNFELD, NATIONAL PRESIDENT, SO-
CIETY OF PROFESSIONAL JOURNALISTS, SIGMA DELTA CHI,
ACCOMPANIED BY BRUCE W. SANFORD, COUNSEL, BAKER &
HOSTETLER

. Mr. Dornrerp. Thank you, Mr. Chairman, you just heard from
him, My name is Steven Dornfeld. I am national president of the so-
clety ot professional journalists, Sigma Delta Chi.

We appreciate the opportunity to appear before your committee
this morning and comment on S, 1324. Accompanying me at my right
today is Bruce W. Sanford of Baker & Hostetler, the society’s first
amendment counsel.

. Founded in 1909, our society is the largest organization of journal-
ists in the United States, with more than 2,800 members in all branches
of the news media and broadcast.

I will attempt to abbreviate my comments this morning, Mr. Chair-
man, but would appreciate it if my entire statement could be incor-
porated in the record.

The CramrMan. That will be done.

Mr. DornreLD. Thank you.

. We appear before the committee today, Mr. Chairman, as we have
in the past, because of our commitment to the values embodied in the
first amendment and the Freedom of Information Act. We share the
belief of their architects that all citizens should have access to the
information necessary to monitor the activities of their Government
and hold it accountable.

At the outset, we recognize that the Central Intelligence Agency
has at last abandoned its request of prior years to be totally exempt
from the Freedom of Information Act. As Senator Moynihan noted
last year, the fact that our secret intelligence service is subject to some-
thing called the Freedom of Information Act may sound paradoxical,
but.actzlqlly expresses a great truth, that in a democracy we can have
an int.ligence service that is both effective and accountable.

Last week’s public testimony by the CIA suggest that the Agency
seeks this legislation in order to alleviate its administrative workload
and enhance its internal security. To the extent that this bill merely
alleviates the CIA’s administrative burden, our society has no com-
plaints with it. However, if the Agency intends to use this measure to
reduce the amount of information being made available to the public,
we oppose it. The case for a broader exemption from the act simply
has not been made.

Mr. Chairman, as we approach this bill, our society is sympathetic
with the purposes of the measure as stated in section 2(b). However,
we still have reservations about its effects. In fact, we have so many
unanswered questions that we must indulge this morning in the legis-
lative equivalent of the game “Twenty Questions.” All our questions
come in the context of the Reagan administration’s overall information
policy, a policy which has consistently been to whittle away at the
amount of information the American people receive about their
Government,

We fear that this bill could be just another deep pothole on the same
one-way street that has already given us the President’s March 11
secrecy directive, his retrogressive Executive order on classification of
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documents, a package of amendments that would dismantle the Free-
dom of Information Act, and a Justice Department policy intended
to discourage FOIA fee waivers.

‘We also believe, Mr. Chairman, that the Senate seems to be stuck
in a rut concerning FOIA. Over the last 3 years, there has been a
steady stream of proposals to amend FOIA, but the ones that have
been given the green light by the Senate and its committees all travel
in the same direction, creating the possibility of a huge roadblock that
could restrict the flow of vital information going to the American

ublie. A
P Yet bills to open up the Government, such as Senator Durenberger’s
effort to reverse the effect of the President’s ill-advised Executive order
on classification, have met nothing but a legislative gridlock.

One effect of this proposed bill before us today is plain. It will
increase the oversight chores of this committee and its counterpart
in the House. Thus, if these committees do not detect future agency
overreaching in defining exempt files, they will have to accept the
blame for any CIA abuses revealed 8 or 10 years down the road.

Even today, your oversight role requires the committee to obtain a
host of answers to questions about S. 1324. For example, would this
bill deny information to the public that is now available under FOIA.?
If the answer is yes, the bill does more than the CIA says it does.

What information does the agency believe this bill entitles them to
withhold ? Has this committee considered a list of stories based on in-
formation obtained under the FOTA, and has the committee asked if
this information would still be releasable under S. 1324 ¢

Has this committee analyzed the fate of the lawsuits now pending
against the agency under the retroactive feature of this bill? How
would information sought in those suits be affected by the bill? Will
requests to the CIA from the press receive the expedited treatment
promised under the FOTA ? Will the CTA shift its personnel to meet
its pledge to reduce the reply time to FOIA requests if S. 1324 is
enacted ?

Does the agency have a specific plan to reduce this backlog that
belies the distressingly noncommital answer given last Tuesday ? While
the agency claims that this bill will significantly reduce its backlog,
why is there no oversight provision to insure that this is done? Are
there sufficient checks for the public in this bill if the Director of

Jentral Intelligence has total and final authority to decide what is and
what is not an operational file ?

Under the bill’s extraordinarily broad definition of operational file,
what is to prevent more.and more information from being hidden, in-
cluding information now releasable under FOIA? Why is there no
mention of congressional oversight and how it will work under S. 13247
How can the spirit of FOIA, that the American people are entitled to
information about their Government, be fulfilled if this bill does not
({;)gfiaein any provision for judicial review of a decision made by the

Agency officials said in their testimony that judicial review would
in their view stand the bill on its head, but does not the lack of review
increase the likelihood of abuses by the agency ? How will a file receive
the designation operational? What criteria will be used ? Is there any




review procedure so that information in operational files can be de-
classified as circumstances permit ?

Why does this bill contain no provision allowing public scrutiny of
ﬁ}l)es rsgarcé;ln% !movir{lrll ablilSSS bg the 1SIA.? Why do the files of a covert
operation that is acknowledged, making i i i
ertionalh ndar & 1324% 5 g 1t an overt operation, remain

Under the agency’s explanation last week, even acknowledgment of
a covert operation such as in Nicaragua by the President might not
make the files releasable under FOTA. Should not the CTA informa-
tion on an issue placed in the public domain by a public official be re-
leasable ?

We reporters have a lot of questions, and I only have a few more.
Has the committee received any concrete examples from the agenc
that FOIA has ever led to the exposure of a 'source’s identity Has the
agency shown that it has lost agents because of its fears about FOIA ¢
1s it possible that these sorts of public statements create self-fulfilling
prophesies? In other words, once the agency says FOIA makes possi-

ble disclosures of sources and methods, do not agents start thinkin
that way? s

And finally, can a time limit be placed on S. 1324 so that the agency
must review files after they are closed a certain number of years down
the road and declassify information that can be safely released ?

In the final analysis, Mr. Chairman, we well recognize the invalua-
ble service that the CIA performs for the citizens of this country and
its need to keep some information secret. But we also believe that the
200-year-old road that this democracy has successfully followed is
paved with inviolate ideals, and paramount among them is that our
institutions of Government are answerable to the American people.

That ideal crumbles when secrecy for secrecy’s sake erodes the re-
sponsiveness and accountability of the CIA or any other part of our
Government. We look to this committee to assure that that does not
happen,

I thank you.

[The prepared statement of Mr. Dornfeld follows:]

PREPARED STATEMENT OF STEVEN DORNFELD, SOCIETY OF PROFESSIONAL
JOURNALISTS, SieMA DELTA CHI

Thank you Mr. Chairman and members of the Committee £ idi
thﬁ opportuqlty to comment on S. 1324, the Intelligence Informatoi!(')npzri(::‘tr:lgil.’nlg98%?
th y name is Steven pornfeld and I am here today as National President of

e Society of Professional Journalists, Sigma Delta Chi. Accompanying me is
Br;l(lzle W. Sanford of Baker & Hostetler, the Society’s First Amendment counsel.
th ave beex3 a working reporter for the past 14 years and a national officer of

e Society since 1978. Formed in 1909, the Society is the largest organization
of . journalists in the United States, with more than 28 000 members in all
br%ggh:s of tht:e fnewst media, print and broadcast. '

ppear before pis Committee today, Mr. Chairman i

?ast, because of our interest in the Government's inforxﬁai?isonwgollliaé‘i’gsmTltlgi
Igzgre;ltm::gm;o 1?:1}Zl'sgcopdatll'11ily f_léomdprofessional self-interest. As the .Chair-

: s ists in 8 city do not need official governmental
of information when there are always plenty of a0 willing to
leak unofficial information. (Why sometimesy tgo pe(f)ple rendy o eating oy
fied information in pursuit of polii&ical advanfa e, )SeThOlks b Boctopense cassl-
sional Journalists comes here today not so mguéh 5 fhe Societs,r e
on the public’s behalf. It is, after all, the public th ct:;)r;: e prcnall, a
0 the sheer amrant 1 o' C ) at truly benefits from access
Intomretatm ot thoseyre cfogg?xal Government records as opposed to people’s

At the outset, we recognize that the Central Intelligence Agency (“CIA”) has
at last abandoned its request of prior years to be totally exempt from the Freedom
'of Information Act (“FOIA"). As Senator Moynihan noted last year, the fact that
sour secret intelligence service is subject to something called the FOIA may sound
‘paradoxical, but actually it expresses a great truth—and that makes our nation
;aud our intelligence service different and stronger than any other on earth.

Last week’s public testimony by the CIA suggests that the Agency seeks this
legislation in order to alleviate its administrative work and enhance its internal
security. To the extent that this proposed bill merely alleviates administrative
‘burden without decreasing the kind of information presently available under the
'FOIA, the Society does not oppose the bill. To the extent that the CIA harbors
‘leeper aspirations for this bill we oppose it since the case for a broader exemption
"from the Act has simply not been made.

Mr. Chairman, our position here today should explode the myth that the press
always opposes the CIA’s legislative requests. Obviously, while trying to approach
this bill reasonably, the Society still has reservations about its effects. In fact, we
have so many unanswered questions that we must indulge this morning in a legis-
lative equivalent of the game “Twenty Questions.” And all our questions come in
‘the context of the Reagan Administration's overall information policy, a policy
which has been constantly whittling away the amount of information the Ameri-
can people receive about their government. Any cynicism journalists have about
the true intent of S. 1324 derives from a fear that this bill is just another deep

pothole on the same one-way street that has already given us the President’s
March 11 directive on national security information, last year’s executive order on
classification, the Justice Department's policy on fee waivers and a retrogressive
package of Freedom of Information Act amendments,

i We also believe, Mr. Chairman, that the Senate is stuck in a rut concerning the
1FOIA. There has been a steady flow of FOIA amendments over the last three
years. But all the ones given the green light by the Senate travel in the same
‘direction, potentially causing a huge roadblock tying up the traffic in information
‘about the government going to the American public. The Senate has put in motion
ibills by the OTA, the FBI, and the Department of J ustice to expand their exemp-
itions. Yet bills to open up the government, like Senator Durenberger’s effort to
ireverse President Reagan's order on classification, have met nothing but legisla-
stive gridlock.

One effect of this proposed bill is plain : it will increase the oversight chores of
ithis Select Committee. Thus, if the Committee does not detect future agency over-
ireaching in defining exempt files, the blame for not preventing agency abuses will
-be laid directly at its door. Even today, the oversight role requires the Committee
‘obtaining answers to a bushel basket of questions about S. 1324.

Would this bill deny information to the public that is now available under the
gFOIA? If the answer is “yes,”the bill is more than the CIA says it is. What infor-
jmation does the Agency believe this bill entitleg them to withhold ? Hag this Com-
mittee presented the Agency with a list of stories based on information obtained
under the FOIA and asked if the information would still be released under
18. 18247 Has this Committee analyzed the fate of the law suits pending against
ithe Agency under the retroactive feature of this bill? How would the information
sought in those suits be affected?

Will requests to the CIA from the press receive the expedited treatment prom-
ised under the FOIA?

How will the CIA shift its personnel to meet its pledge to reduce its reply time
Ito FOIA requests if §. 1324 is enacted? Does the Agency have a specific plan to
reduce this backlog that belies the distressingly noncommittal answer given last
Tuesday? While the Agency claims this bill will significantly reduce its work-
load, why is there no oversight provision to ensure this is done? Has the Com-
mittee considered a sanction if the CIA fails to reduce its response time?

Are there sufficient checks for the public in this bill if the Director of the
Central Intelligence Agency (“DCI”) has total and final authority to decide
what is and is not an “operational file”? Under the bill's extraordinary broad
definition of “operational file,” what is to prevent more and more information
from being hidden, including information now releasable under the FOIA? Why
is there no mention of Congressional oversight and how it will work in 8, 1324?
How can the “spirit” of the FOIA—that the American people are entitled to
information about their government—be fulfilled if this bill does not contain any
provision for judicial review of a decision by the DCI? Agency officials said in
{their testimony that judicial review would, in their view, “stand the bill on its
head.” But doesn't lack of review increase the likelihood of abuses by the Agency?




How will a file receive the designation “operational”? What criteria will be
used? Is there any review procedure so that information in operational files can
be reclassified as circumstances permit? None of this has been explored publicly.

‘Why does this bill contain no provision allowing public serutiny of files regard-
ing known abuses by the CIA ? The only response Mr. McMahon gave last Tuesday
was a well-crafted statement that the report of an investigation by the CIA's
Inspector General would be placed in non-classified files. Such a report can be a
poor excuse for an independent investigation of abuse. And why is there no pro-
vision for Congressional oversight in such an instanece?

Why do the files of a covert operation that is acknowledged, making it an overt
operation, remain “operational” under S. 18247 Under the Agency’s explanation of
last Tuesday, even acknowledgement of a covert operation, like Nicaragua, by a
President might not make the files releasable under the FOIA. Shouldn't some
CIA information on an issue placed in the public domain by a public official be
releasable?

Has this Committee received concrete examples from the Agency that the FOIA
hasg ever led to the exposure of a source’s identity ? Has the Agency shown that it
has lost agents because of fears about the FOTA*? Is it possible that these sorts
of public statements create self-fulfilling prophecies? In other words, once the
Agency says the FOIA makes
agents start thinking that way?

Can a time limit be placed in 8. 1324 so that the Agency must review files after
they are closed a certain number of years and reclassify information which ean
be safely released?

In the final analysis, Mr. Chairman, we well realize the invaluable service the
CIA performs for the citizens of the United States,

possible the disclosure of sources and methods, don’t

Senator INouye. What are your thoughts on the suggestion made by
the ACLU on judicial review? It was suggested that the designation
authority be deleted, and that Congress set the standards for what is
operational, and provide for judicial review. Would that be satisfac-
tory to you, sir?

Mr. DornrELD. Senator, I am not sure I am in a position to commit
ourselves to supporting this suggestion until we see some language. I
think our concerns would be greatly alleviated if there were standards
in the bill written by Congress, if Congress decided which information
should be designated as operational, and if there were provisions for
judicial review. I think we would be much more comfortable with that.

Mr. Rowe might wish to coment on that.

Mr. Rowe. I believe the proposal set forth today by Mr. Lynch has
some possibilities. I myself am not a lawyer, and would not like to give
a definitive judgment, but I believe that Mr. Lynch and his associates
in working with committee staff and perhaps CIA legal officials could

-come up with some language that would make that aspect of the bill
' much more acceptable.

formation secret. And we also believe that the 200-year-old road this democracy

has so successfully followed is paved with inviolate ideals, and paramount among
them is that all institutions of government are answerable to the American peo-
ple. That ideal erumbles when the need for secrecy for secrecy’s sake erodes the
responsiveness and accountability of the CIA or any other part of government.
We look to this Committee to insure that does not happen.

The-Cramuman. Thank you very much, Mr. Dornfeld. We will now
have some questions, Senator Inouye?
Senator INouye. I believe you have just testified that the architects

of this Republic tried to make certain that all necessary information |

be made available to the public. And, as we all know, the major institu-
tion responsible for making information available to the public would
be the people in your profession.

Just a question of what is necessary. During the early weeks of
World War II, a major newspaper in Chicago got hold of informa-

tion that suggested that we had broken the J. apanese code. Do you .

think that matter should have been on the front page ? Was that neces-
sary information ¢

Mr. DornrELD. Senator, if T had been in that position, I suspect I
probably would have decided not to publish. On the other hand, there
have been occasions in which editors have obtained information and
decided for security reasons, trying to act in the best interests of the
American people, not to publish that information, and those decisions
probably were in error.

One thinks of the New
of Pigs invasion

the Times had gone ahead and published ?

I think our democracy is founded on a belief that the press is one |

of the checks and balances that operates in our system. And that those Ibut 1 think that the road

{might prove fruitful in trying to write some standards and some defi-

decisions about what information the public ought to have does not
rest just in a government agency, -but rather, there are a multiplicity
of sources, and journalists are making those decisions as well as gov-
ernment officials.

York Times decision not to publish the Bay |
-plans. How much anguish would that have saved if |

f

i
|

Senator Inouye. Do you believe that this measure will restrict your

‘activities in investigating intellicenc uses ¢
and its need to keep some in- b os Stig g Int & e abus

Mr. Rowe. I have got concerns about that, Senator. Unfortunately,
trying to define some of the language in this bill and wend your way
through it sometimes leads me to believe T am in sort of a maze trying
to figure when I am going to get to a conclusion or not get to a conclu-
sion. If in the legislative history, even if the language of the bill is not
changed, but in the history, we can provide some type of assurance

!that abuses of the intelligence process would be subject to search and
;review, I would feel much better about it. '

1
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1
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"hagpier, I think.

worthy information was obtained
‘which would be denied under this bill

tseems this whole bill rests on

gence and counterterrorism

Senator INouyE. Do you believe the President should have the sole
authority to decide whether an operation is covert or not?
Mr. Rowe. I am a great believer in the check and balance system. I

‘would think that if it is possible for a court—for there to be judicial

review of the arbitrariness of such

a designation, I would be much

enator INouye. Can you think of any case in the past where news-
grom the CIA operational files

Mr. Dornrerp. I think we are somewhat handicapped, Senator, in

:that we do not know exactly what constitutes CIA operational files or
inonoperational files. These distinctions are not spelled out in the legis-

lation, and I am not sure if they are spelled out in any other place. It
terms of art that are employed over at
Langley, and I am not sure they are not subject to change on a daily
basis depending upon what best fits the OTA’s purposes.

Senator Ixouys. Do you have any suggested legislative language

that can be studied by this committee that would in effect cure some of
your concerns ?

Mr. Dornrerp. I do not know that we have any language, Senator,

you started traveling down with Mr. Liynch

nitions into the legislation.

I am not sure what operational files
means. I am not sure what

foreign intelligence and counterintelli-
are. To me, they sound like words that




might apply to almost any enterprise in which the CIA might choose
to engage. '

Senator Inouye. Then, am I correct to assume from your responses
that you feel that this measure is a step backward ?

Mr. Dornrerp. We are comforted that it is a major step forward on
the part of the CIA. It is also a major step from Director Casey’s
speech in August of last year before the American Legion, where he
suggested that he could not see how the CIA could live with anything
less than a total exemption from the FOIA. So, we are comforted that
the CIA has moved a fair amount in just the span of 6 or 7 months.
But we still have major concerns with this piece of legislation.

Mr, Rowe. Might I add, Senator, that my organization does not
feel that this is a step backward. We do think that this committee,
through its careful attention to the language of the bill, can make some
further improvements, but I believe that we will be better off with
some of the changes that this bill would make. )

Senator INouYE. My final question. From your experience under the
FOIA, would you give the CIA good grades for cooperating?

Mr. Rowe. 1 myself do not speak from personal experience, People
that I have talked with generally speak of a reluctance that they en-
counter at CIA as opposed to, let’s say, at the Pentagon, where
they find cooperation much more freely given. Steve, would you have
a comment ?

Mr. DornrELD. I have the same impression. We are well aware of the
backlog at the CIA, and it is frequently cited as a reason why requests
are not responded to very quickly. If they are being responded to even

in 2 years, as some of the earlier testimony suggested, I guess I would -

be surprised. I know that a reporter in my own bureau needed 3

years to get a response to a request that he had for information that

was largely historical in nature.
Senator Inouye. Thank you very much.
Thank you, Mr. Chairman.
The CHATRMAN. Senator Leahy.
Senator Leauy. Thank you, Mr, Chairman.

I just have a couple of questions of followup on what Senator -

Inouye was saying earlier. The ACLU has talked about some changes -

for judicial review we ought to make which may satisfy them, and so

4

on, Could you provide for the record the views of your organization re-
garding the ACLU proposals? Mr. Liynch laid out several of them here.

If you would like specifics on how I see those proposals, I would be
glad also to provide that for you. I realize that some of these proposals -
you heard this morning in testimony and some ideas came as a result
of questions asked by either myself or others. We would not expect you
to be able to take a position, or provide your organization’s position

today but I think it would be very helpful to us on the committee to
have it.

having that.
Mr. DornN¥FELD. Surely. _
Mr. Rowe. We would be happy to provide it.

Senator Leamy. I realize this is an awfully general question, but

what does the public have to gain by release of this kind of informa-
tion under FOIA ? Does the public gain, or do only groups hostile to

. 1s going on,

t and should want. Even with
' thing else. But we also want

the U.S. gain? We hear you talk about the speech Mr. Casey gave to
the American Legion last year. The impression almost was that the
KGB might gain by FOIA as applied to the CIA, but the American
people, in fact, the American people lose. Is that really your view of
FOIA and the CIA?

Mr. Rowe. I realize that CIA and intelligence agencies have a dif-
ferent problem with the act than many administrative agencies, but
through all my years in this business, I have come to believe more
and more firmly in the ability of the American people to govern
themselves given the proper information and knowledge. The
more information they need to govern themselves is restricted, the
greater the chances that this democracy is going to not work as well
as 1t should, and for that reason I believe in any area that the maximum
information that can be given to the people will facilitate the opera-
tions of a democracy which are going to be imperfect at best. But they
can be improved on if people have the fullest possible information.

Mr. DornrErp. I think FOIA has been helpful in providing some of
the information that the American people have been given in the last
10 or 12 years concerning CIA abuses. And it has been partially true
that through those revelations, we have been able to demand g little
higher standard from the CIA, and more accountability from the CTA.
I think it is a very important tool, and that act, and your committee,
and its counterpart in the House, are about the only tools that we have
available to insure that the agency is accountable.

Senator Leary. You know, Vermont is probably as conservative a
State as any in the Nation, certainly as cautious a State as any. One of
it’s advantages, though, is it is a small State, and I am able to get home
there virtually every weekend. I was up there this week, and will be
back up again on Friday, if, God willing, we get out of this place. I
love Washington, of course, but contemplating the idea of spending
the first week or so of July in Washington or in Vermont, I find my
constitutents beckon.

I might say that they harken to—or echo—what you are saying here.
They have a _great faith in our Government and our leaders in both
parties, but they also would like to have an ides that they know what
too. They have faith in us just so far, but they want to be
able to make

The CuamrMan. Would the

Senator Leany. Certainly.

The Cramrmaw. I am terribly sorry,
Would you take over my job ?

Senator Leany. You rascal. I was just going to leave, too.

The Cramrman. I hate to leave.

Senator Leany. Could I go to the funeral with you, Mr. Chairman ?

The Cuarrman. No; I think God would be happier if you stayed

Senator yield for just a second ?

but I have to go to a funeral.

" . here. [General laughter.
To the extent that you are able to take a position, we would welcome ,: ere. [General laughter.]

Senator Leany. And if God would not be happier, the chairman
would. The chairman outranks God in this committee, let me tell you.
Basically what I am saying is that I think there is a feeling around

-the country that our Government is our Government, whether it makes

mistakes or not. It is the one Government that our people really want

all of its mistakes, it is better than any-
: to know when those mistakes are made,
and I think we should. I think the thing that keeps us from making




. Senator Dureneeraer. The prepared remarks of all the witnesses
the same mistakes over and over again is that the public does know without objection will be made part of the record. You may proceed
about it. .. to summarize your comments.

I would like you to provide, if you could, for the record some specific ~ Mr, Moore. Mr. Chairman, the first point is that it is a particular
examples of important information that has been released which you pleasure to be able to testify in favor of prompt passage of such a
feel relates to America’s understanding of the intelligence function.  well drated bill that in my judgment should be noncontroversial.

Mr. DornFeLD. Fine. We would be more than happy to. . As the Chairman of the committee has indicated, the principal

Senator Leany |presiding]. Until they actually stop and think mechanism of this bill is one to provide relief to the Central Intelli-
about it, I doubt people realize that some of the most significant legis- gence Agency—and by its terms the Central Intelligence Agency
lation and some of the most significant and reforms in this Government glone—from the burdens of searching and reviewing operational files
under both Republican and Democratic administrations has come about a5 opposed to product files. Since that is an area that is particularly
as & result of information first published in the press, not first stated sensitive with respect to the protection of sources and methods, it is
in the halls of Congress or on the floor of the House of Representatives sn area that does provide some relief to the Central Intelligence
or the U.S. Senate, but the front pages of some of our newspapers.  Agency from an accute potential for misperception of the possibility

That has galvanized opinion—as it should in a democracg—that of public release of information concerning sources or methods.
democracy has acted and invariably we come out as a better Govern- In addition, Mr. Chairman, this bill has the happy feature that
ment as 2 result of that. I do not mean to get on a soap box here this since it would be a set of files that are not going to be made public
morning, but I think sometimes here in Washington we forget that since they are the most sensitive and are going to remain classified
those of us who are here are simply other members of the whole coun- ynd be exempt under the real world disclosure features of the Free-
try. tom of Information Act, that we are not by this bill curtailing any

I mean, the Government is here to represent all of us. We happen to information that would otherwise be made available to the public
be just the ones who are fortunate enough to represent our own people inder the Freedom of Information Aect.
from back home at a given time whether it is a short or long period, | Tn addition, Mr. Chairman, we would in fact be providing the
whatever it might be. Agency with an opportunity to relieve some of the backlog and to

But it is the people themselves who make these changes when they i fact respond somewhat more promptly to FOTIA requests. As a
express their opinions through us. I think that we have to remind our- egult, T would certainly support this bill which it seems to me meets
selves oftentimes that public opinion is formed in the ﬁrst.mstance me of the acute problems—at least in part—of the Central Intelli-
not by elected leaders but by a free press, and that is the way it should yence Agency yet at the same time has virtually no cost on the other
be. ide of the balancing equation and indeed ought to enable more rapid
Mr. Chairman, Senator Goldwater informed me that God wanted release of FOTA requests.

either you or me to stay here. I have to leave so I am going to finally - pfy, Chairman, I would like to turn now to the second remark which

turn it over to you. L . 8 a very general one. It is simply to advert to some of the ways in
Senator DurenBeRGER [presiding]. All right. Thank you very much, ghich we normally perceive the balancing situation in applicability
Pat. if FOTA to the intelligence community and to suggest a broader

I had five penetrating questions for Mr. Dornfeld who usually cov- framework. In the conventionsl wisdom we talk as though the bal-
ers me here for the St. Paul papers. Three of them haye already been 06 is g series of costs to our intelligence capabilities on the one
answered. The other two I will submit in writing and probably sub- a1 J versus a series of benefits to s democratic society and an informed
mit to both Mr. Rowe and Mr. Dornfeld because it would help my it enrv on the other.
understanding of the problem. . 3~ Mr. Chairman, it seems to me that those parts of the equation are

I thank you for your testimony and call upon the next panel which yrecont’and have been adequately explored but that the equation is
is two persons: John Norton Moore, Director of the Center for Law oo complex than that and that we should remind ourselves that in
and National Security, University of Virginia Law School, and chair- jyot there are variety of important benefits to a democratic society
man of the ABA Standing Committee on Law and National Security; ¢ 5 strong intelligence capability and on the other side of the equation
and John Shenefield, member of the ABA Standing Committee on ygt tpore may be at least some cost.to an informed citizenry by a

Law and National Security. irocedure which encourages partial release of bits and pieces of in-
Mr. Moore, welcome. You may proceed. rmation about the intelligence community in settings in which the

ommunity is necessarily prevented from discussing full content
STATEMENT OF JOHN NORTON MOORE, CHAIRMAN, ABA STANDING i 1.t 1o¥ s look briefly at the benefits to a democratic society side

COMMITTEE ON LAW AND NATIONAL SECURITY f the equation, I do not have to remind this committee that strong

ntelligence is absolutely essential for the verification of arms control
igreements. Indeed, as Congress itself in the Arms Control Act of 1977
1as pointed out, verification is essential for any meaningful agree-

Mr. Moore. Thank you, Mr. Chairman. With your permission I
would like to place my prepared remarks in the record and to sum-
marize orally two points only.




ments and certainly a strong intelligence capability is essential for
background information necessary for verification. )

The ability of the United States to act internationally in the pro-
tection of human rights is benefited strongly by an intelligence capa-
bility that enables us to know adequately where we may usefully take
action to protect such human rights. ) o

An intelligence capability is essential in aiding democratic societies
in protecting themselves against systematic campaigns of disinforma-
tion waged abroad against them by a variety of totalitarian govern-
ments. And it may be essential in protecting us against the random or
organized terror, either in terrorist settings or in actions organized by
nations in violations of the U.N. Charter—such actions as the attack
on the pope, for example, that we have seen in.the last few years and
the invasion-of Afghanistan, .

Now on the other side of the equation, though it is clear that some
releases of public information are going to be useful for an informed
citizenry—and I must say I certainly endorse effective scholarship in
this area and as a scholar would like to strongly support that, at the
same time Mr. Chairman, inherently in dealing with intelligence infor-
mation the only fully informed oversight is the President and the
checks provided by law and the Congress of the United States acting
through this committee and the House Select Committee and there is
some risk of misinformation in an effort at partial release in a context
that must inherently remain secret. ) .

We deal in the area of intelligence information in an area in which
inherently we are not going to be releasing the central core of informa-
tion concerning operations and ways of obtaining information. These
areas are,.and are going to be, under any version of FOIA, exempt
from disclosure. . :

As a.result, in discussing intelligence matters more often than not
there will be a major portion of the context that will not be in the
public domain. That is we deal inherently in most intelligence settings
in a setting in which the intelligence community, unlike the Depart-
ment of Agriculture, when an allegation is made concerning agricul-
tural policy, is not able to respond in dealing effectively by reporting to
allegations publicly on the record in their full context. ) )

We are dealing in a context in which frequently the intelligence
community is responding to activities of other nations or groups that
are themselves maintained covertly or that are accompanied with dis-
information campaigns or that are generally denied. In those settings

. }
it becomes extremely difficult to in fact have a full and informed pub-

lic debate. ) )

Now this is not to suggest that somehow in a democratic society we
will not have debate on intelligence issues. We are certainly going to
have that. It is simply to remind us that in addition to any benefits on
the public release side from applying FOIA to the intelligence com-
munity there may indeed be some realistic cost from the potential for
misinformation on the public release side with respect to bits and
pieces taken out of context concerning intelligence activities.

Thank you, Mr. Chairman.

[The prepared statement of John Norton Moore follows:]

PREPARED STATEMENT OF JOHN NORTON MOORE *

Mr. Chairman, it is an honor and a pleasure to appear before this Committee in
support of S. 1824, a bill to amend the National Security Act of 1947 to regulate
public disclosure of information held by the Central Intelligence Agency. This
bill is an important step in strengthening our Nation's intelligence capabilities.

One of the great strengths of our Nation is its tradition of openness in govern-
ment and accountability to its citizens. It has long been evident, however, that
the Freedom of Information Act, an act of government-wide general applicability
intended to foster this tradition, does not achieve an appropriate balance when
applied to the intelligence community.

A strong intelligence capability is essential for the protection of democratic
value and human freedoms in a world sadly marred by continuing war, terrorism,
disinformation and totalitarian threats to human liberty. More specifically a
strong national intelligence capability is essential, among other reasons, for:

Maintenance of strategic stability and vertification of arms control agree-
ments;

Defense against threats
United Nations;

Protection against terrorism and campaigns of organized violence ;

Protection against efforts to spread disinformation and undermine demo-
cratic institutions and human rights; and

Efforts at maintenance of world order, the role of law in international
relations, and conflict management among nations.

These are requirements essential to the survival of our demoeratic institutions
In the complex and difficult world in which we live. In the public debate surround-
ing intelligence activities it can easily be overlooked that our Nation maintains
an intelligence capability because such a capability is essential for peace, strategic
stability, and the survival of democratic values. For example, without a reliable
and effective intelligence effort meaningful arms control agreement would be
impossible. Moreover, in meeting these national security and foreign policy re-
quirements with limited budget resources, it is especially important to have good
foreign intelligence to ensure wise allocation of such resources, Although we may
‘wish it not so, effective intelligence capable of meeting those requirements ines-
capably requires secrecy.

The Freedom of Information Act (FOIA) was not in its genesis a measure
aimed at intelligence oversight. Rather, it grew out of reforms in controlling ad-
ministrative actions generally and was developed to apply across the Executive
branch. Indeed, it was significantly toughened by amendments in 1974 to more
effectively ensure public access to agency information in general. But in seeking
to apply to intelligence agencies depending for their effectiveness on secrecy a
FOIA tailored for government-wide maximum access we have created serious

ie of force in violation of the Charter of the

.problems for such agencies.* These problems, which include the following, are

;well known to this Committee :

i A sigx}iﬁcaqt chi{ling effect on individual and inter-service cooperation with
! our national intelligence effort based on perceptions or misperceptions of the
! effect of FOIA in breaching secrecy ;

; Enhanced risk to unique compartmented security of intelligence agencies

; a8 both FOIA requests and searches and personnel associated with such
! searches increase;

1John Norton Moore is Walter L. Brown, Professor of Law and Director of the Center
for Law and Nat‘ion&l_ Security of the University of Virginia. He is Chairman of_the

‘member of the Consortium on Intelligence,

tional Law to the Department of State, Chairman of the National - Security Council

nteragency Task Force on Law of the Sea, and Deputy Special Representative of the
President for the Law of the Sea Conference with rank of Ambassador. The views ex-
bressed are the personal views of Professor Moore and do not necessarily reflect the views
ot‘any group with which he is or has been associated.

; *If by some happy accident a Freedom of Information Act tailored for government-
‘wide applicability had struck a perfect balance between access and the needs of secrecy
.‘ln the intelligence community it would suggest that the balance was overly restrictive
‘for all other parts of government not sharing the extreme sensitivity of that community.
iThe reality, however, seems to be the opposite. That is, FOIA was designed—and then
specifically strengthened—for maximum public access In dealing with agencies less sensi-
tive than the intelligence community, In that circumstance, not surprisingly, FOIA has
‘ot struck an appropriate balance for applicability to the intelligence community, There
simply ig a difference between the Department of Agriculture and the Central Intelligence

in operations for gathering
difference is the potential to

providing full information and

respond to out of context
potential is frequently lackfng in intelligence matters.

public rebuttal, This latter




Diversion of limited human resources of skilled intelligence personnel to
FOIA requests and litigation. Unlike other agencies dealing with less sensi-
tive issues, a compromise of intelligence sources or methods can be extraor-
dinarily harmful and the consequent stakes require careful attention to
FOIA requests by line professionals with resultant diversion of effort of such
professionals. (Indeed under current FOIA doctrine each request may re-
quire a line by line review by main component professionals of hundreds or
thousands of documents and then for adequate security a double check.)

The risks of mistaken release, judicial overruling of intelligence profes-
sionals, or compromise of security during the litigation process: risks that
increase as the volume of FOIA requests and litigation increases,® and

The difficulty in coping with a skilled and determined hostile intelligence
effort able to use FOIA government-wide to assemble bits and pieces of a
broader mosaic not necessarily evident in responding to individual requests
(this is usually thought of as a “mosaic problem” but is in addition just as
meaningfully a problem of potential differential expertise and focus between
requester and responder).

In my judgment these problems are serious and are likely to become more
acute as FOIA requests and litigation mount.*

S De novo judiclal review of government national securit
widespread practice under FOIA. The September 1982 Edition of the Department of Jus-
tice Case List, at page 225, shows 166 decisions in cases involving classified national
security information, most of them sinece 1974 when de novo review was required. This
total only includes cases with opinions, not those disposed of just with .orders, those still
pending, or those terminated prior to decision. In about & dozen cases, federal courts have
rejected national security classifications, the most recent including Nuclear Control In-
stitute v. NRO, Civil No. 82-1476, D.D.C., May 20, 1983, and McGekee v. OT4, No. 82-1096,
D.C. Cir., Jan. 4, 1983. While these rulings against classification usually did not result
in the compelled release of a classified document, due to a later change of position by
either party, a later decision on appeal or on remand, or withholding sustained under
a different exemption, it is clear that the courts now undertake de novo review of classified
national security documents vigorously and that such review is frequently sought.

¢ For a fuller discussion of these problems see, e.g., “Impact of the Freedom of Informa-
tion Act and the Privacy Aect on Intelligence Activities,” Hearing before the Subeom-
mittee on Legislation of the Permanent Select Committee on Intelligence, House of Repre-
sentatives, 96th C’ong’reaa, 18t Session (April 5, 1979) ; ‘“Freedom of Information Aect,”
Hearings before the Subcommittee on the Judiciary, United States Senate, 97th Congress,
18t Session, on 8. 587, S. 1235, 8. 1247, S, 1730 and 8. 1751 (July 15, 22, 31, Sept. 24,
Oct. 15, Nov, 12 and Dec. 9, 1981) ; “To Restore the Balance ;: Freedom of Information and
National Security,”’ No. 213 Heritage Foundation Beckgrounder (Sept. 23, 1982) ; Law,
Intelligence and National Security Workshop (sponsored blg the American Bar Associa-
tion Standing Committee on Law and National Security, Dec. 11-12, 1979) ; Cole, The
Freedom of Information Act and the Central Intelligence Agency’s Paper Chase: A Need
Jor Congressional Action to Maintain Essential Secrecy for Intelligence File While Preserv-
ing the Public’s Right to Know, 58 Notre Dame L. Rev. 350 (1982) ; Report with Recom-
mendations of the Section of Administrative Law of the American Bar Association to the
House of Delegates (Dec. 1982) (among other issue, this report focuses on the important
need for relief in the standard for judicial review of intelligence agency classification
decisions) ; Repori with Recommendations on the Freedom of Information Act of the
American Bar Association Criminal Justice Section (June 1983) y “Recommending FOIA
Amendments as Desirable for the National Security,” Report to the American Bar Associa-

classifications has become a

tion Standing Committee on Law and National Security of the Committee Task Force on -

Freedom of Information Changes (Dec. 16, 1982). See i)articularly the testimony of
William J. Casey, Admiral B. R. Inman and Frank C. Carluceci respectively on Sept. 24,
1981 before the Subcommittee on the Constitution of the Senate Committee on the
Judielary, Feb. 20, 1980 before the Subcommittee on Government Information and Indi-
vidual Rights of the House Government Operations Committee, and July 21, 1981 before
the Senate Select Committee on Intelligence,

In addition to these policy problems in applicability of FOIA to the intelligence com-
munity there is also a lurking constitutional issue concerning potential interference with

executive privilege and specific instances possible interference with areas of Presidential ,

authority, It should be recalled that President Ford vetoed the 1974 amendments to FOIA

based in large part on constitutional concerns relating to separation of powers in the -

national security area. See, for example,
issue John Jay writing in The Federalist in 1788 : “There are cases where the most useful
intelligence may be obtained, if the persons possessing it can be relieved from apprehen-
slons of discovery. Those apprehensions will operate on those persons whether they are
actuated by mercenary or friendly motives, and there doubtless are many of both decrip-
tions, who would rel{ on the secrecy of the president, but who would not confide in that
of the senate, and sti

be able to manage the business of intellligence in such manner as prudence mat\; sug%est."
[John Jas:i in g’5he Federalist, ed. Jacob E, Cooke (Middleton, Conn, Wesleyan Univ. Press
1961), at 43435,

An)(i the Supre]me Court writing in United States v. Curtiss-Wright Ezport Corp.:
“[The president] has his confidential sources of information. He has his agents in the

with respect to the underlying constitutional -

1 less in that of a larger popular assembly. The convention have [sic] -
done well therefore in so disposing of the power of making treatles, that although the .
president must in forming them act by the advice and consent of the senate, yet he will !

form of diplomatie, consular and other officials. Secreey in respect of information gathered .

by them may be highly necessary, and the premature disclosure of it productive of harm-
ful results. Indeed, so clearly is this true that the first President refused to accede to a
request to lay before the House of Representatives the instructions, correspondence and
documents relating to the negotiation of the Jay Treaty—a refusal the wisdom of which

" and have been studying

Although these problems are generally understood there is another and in a
sense even more pervasive problem in seeking to hold agencies engaged in secret
operations to accountability through public release of bits and pieces of such
operations. Bffective public accountability requires that the full context of cir-
cumstances surrounding a policy be known. By the nature of effective intelligence,
however, the intelligence community is generally not able to make known the full
circumstances surrounding an out of context allegation or bit of information. To
encourage public access to what must of necessity be only bits and pieces of in-
formation, then, may hold real risks for genuinely informed public debate about
such issues. In some cases such partial release may in fact contribute to public
misinformation. And to talk of publie accountability as a reason for public access
to the process of intelligence when it is conceded on all sides that properly classi-
fied information will not be made available—that is, that the core of intelligence
methods and operations cannot be publicly available—is to stretch the normal
sense of the term. The reality since the time of the Continental Congress has been
that the appropriate mechanisms for oversight of the intelligence community are
the special mechanisms of the Executive and Legislative branches of the govern-
ment that are directly responsible to the democratically elected President and
members of Congress.

This Select Committee and the careful oversight mechanisms established by
law for control of the intelligence community (including the President and the
National Security Council, the President's Intelligence Oversight Board, the
Attorney General, the structure of Executive orders and laws governing intelli-
gence operations, internal agency oversight and inspectors general, and the care-
full process of Congressional scrutiny through appropriations, reporting require-
ments and authorization measures) are the appropriate mechanisms for intelli-
gence oversight.® This is not to suggest that intelligence methods and objectives
will alone escape public debate in a democratie society but rather to remind us
that fully informed oversight of such activities will only be provided by the ap-
propriate Presidential and Congressional oversight mechanisms that are in fact
fully informed.

Although the American Bar Association has not adopted an Association position
on these issues, the Standing Committee on Law and National Security has for
some time sponsored a Working Group on National Security and the Freedom of
Information Act chaired by Robert Saloschin under the general direction of John
Shenefield as Chairman of the Committee’s Task Force on the Justice System and
National Security. The work of this group has fully reflected awareness of the
special problems presented in applicability to the intelligence community of a
FOIA intended for government-wide application and the need for appropriate
relief for that community.® .

Mr. Chairman, with these general remarks as background, I strongly support
prompt passage of 8. 1324 now being considered by this Committee, The principal
mechanism of this bill, to provide relief to the Central Intelligence Agency from
the burdens of searching and reviewing operational files, as opposed to product
flles, should alleviate some of the more acute problems associated with applicabil-
ity of FQIA to the Agency.? Operational files, in dealing with sources and methqds,
are .partmularly sensitive'and any perception or misperception as to their public
availability has an acute ehilling effect on sources, At the same time since these
ﬁ.les have not in practice been subject to publie release under FOIA their exclu-
sion from the burdens of searching and reviewing will not diminish any publie
information now available under FOIA. And the release of Agency resources from
the needless search and review of operational files should enable more timely
response to requests concerning product files.®

zgztgs3g<)at]:ognized by the House itself and has never since been doubted. [299 U.S, 304, 320
And more recently in its opinion in United States v. Nizon the Supreme Court sai
would accord to the President “the utmost deference” in intelligenpce matters.t Unfllteicg

Stéztes V. Nizon, 418 U.8. 683, 706, 707, 711 and 712 n.19 (1974).

Much of this strengthening in mechanisms for oversight of the intelligence com-
munity, including establishment of the Senate and House Select Committees on Intelli-
%e(;xlcz and the President’s Intelligence Oversight Board, has occurred after enactment of

hive begn Sindy g e s, ithin, the ABA which dealing with proposel amangoics
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Mr. Chairman, and members of the Committee, in S, 1824 the Committee would
seem to be in the enviable position of having legislation that would significantly
meet some of the problems associated with applicability of the necessarily more
generalized government-wide FOIA to the Central Intelligence Agency without
curtailing the real world information flow of the Act. This bill is likely to be
—and should be-—supported by persons of all political persuasions.

Finally, Mr. Chairman, let me state that although I support S. 1324 I believe
that ultimately the only satisfactory solution to this problem is a more general
exclusion for the intelligence community from the requirements of FOIA. No
other Nation in the world subjects its intelligence community to the perception or
misperception of public disclosure on demand. And in my judgment the public
benefit of FOIA applicability to the intelligence community—and there will
always be some—is outweighed by the risks to democratic institutions through
weakened intelligence and the risk of public misinformation inherent in neces-
sarily incomplete disclosures about intelligence activities.

Senator Durenerrcer. Thank you very much, Mr. Moore. John
Shenefield, welcome.
. May I make a point before you start? I believe it is my understand-
Ing, and you can correct me if I err here, that while I identified your
earlier identities associated with the ABA in particular, I guess, it is
my understanding that you are both testifying today as to your per-
sonal views on the legislation. Am I correct ?

Mr. Mooge. That is correct, Mr. Chairman. My testimony and that
of John Shenefield is completely in our personal capacity.

Senator DureNBERGER. Thank you very much,

STATEMENT OF JOHN SHENEFIELD, MEMBER, ABA STANDING
COMMITTEE ON LAW AND NATIONAL SECURITY

Mr. SaenermELp. Mr. Chairman, on the assumption the prepared
statement will be included in the record, let me simply say three brief
things. First, I support S. 1324 virtually without reservation for five
reasons: It will result in no lessening of the amount of information
hitherto available; it aborts the risk of human error that may result
in the fatal compromise of highly sensitive intelligence operations; it
avoids the dedication of elaborate resources to what is essentially a

futile task of reviewing documents that can in the end never be released

in any event and thus frees up intelligence professionals to do some-
thing else; fourth, it inevitably will reduce the backlog in the litiga-
tlon over the backlog, and that is a benefit; and finall , it will reduce
the reluctance to cooperate of those abroad who simply do not under-
-stand our general predisposition in favor of disclosure,
. The second point is that four concerns have been raised this morn-
ing, and I would like to address each of them briefly. As to judicial
review the bill is silent. I think a fair interpretation of the language
would allow one to conclude that judicial review is not as a practical
matter available in the typical case.
To my way of thinking, that is appropriate. The problems'that are

raised as reasons for having judicial review seem to me more properly
taken care of in the oversight process,

Indeed, it is difficult to see how meaningful judicial review can be

_ achieved in this area. For the sake of the historical record, I remind

the committee that the Carter administration’s recommendation in this
area not only called for a certification process such as is called for here
or a designation process, but the recommendation included language
that would explicitly preclude judicial review.

If, however, in the wisdom of the committee and the Congress some
sort of judicial review is thought to be essential, then it ought to be
quite clear that the standard is one of exceeding deference to the judg-
ment, of the CIA in this area. I would propose a standard of non-
frivolousness or in the absence of evidence of lack of integrity, abuse
orcorruption, or at the very least an arbitrary and capricious standard.
It does seem to me that de novo review In this area is absolutely
inappropriate. . : L

As to the question of abuse or'illegality, once again this seems to me
to be more properly the subject of oversight. There is this committee.
There is its House counterpart. There are the internal Central Intelli-
gence Agency controls. ) o

There is the Intelligence Oversight Board in connection with il-
legality. There is the Attorney General in connection with actions
which may be unlawful. It seems to me where abuse or illegality is at
issue, oversight and not disclosure is the appropriate mechanism.

Next, so far as backlog is concerned, there seems to be very little
reason to put anything explicitly in the act. If I were sitting as chair-
man of this committee, it seems to me the oversight and authoriza-
tion process requiring explicit dedication of resources laying down
standards expected to be adhered to would be a more than adequate
way to deal with the problem. . ) .

Finally, this bill does not deal with other agencies of the intelli-
gence community, and it is entirely supportable on that basis. If other
agencies come to this committee asking for some similar kind of treat-
ment, it would seem to me that they ought to be taken up on a-case-by-
case basis. .

In short, Mr. Chairman, I support S. 1324 and do so wholeheartedly
because I believe that in this narrow instance the exception to our
general rule of access to information is thoroughly justifiable. Here
the balance in favor of secrecy overwhelms what is the theoretical
benefit of access to sensitive information that can never in the end be
released. I have the firm belief that in this small area secrecy must be
preserved so that we do not unnecessarily jeopardize the security of
the democratic institutions that make the FOIA in general of such
importance.

It seems to me that our Nation which has gained so much strength
Irom the debate of -an informed citizenry can in this instance protect
that strength most effectively by imposing the discipline of secrecy on
the operational files of the Central Intelligence A gency.

Thank you, Mr. Chairman. : -

[The prepared-statement of John H. Shenefield follows:]

PREPARED STATEMENT OF JouN H, SHENEFIELD

Mr. Chairman and Members of the Committee: It is an honor to appear here
today in support of S. 1824, a bill to amend the National Security Aect of 1947
to regulate public disclosure ‘of information held by the Central Intelligence
Agency.

This bill addresses a problem caused by the intersection—some would say the
collision—of two powerful postulates on which our system of government is
based, First, our society is organized as a democracy in which the most funda-
mental decisions are made by our citizenry at the ballot box. To that extent the
fate of the Republic is in the hands of voters who we hope will be endowed with
the wisdom of educated choice that ean come only from the availability of in-
formation. But second, and cutting across the need for freely available informa-
tion, is the fact of life that secrecy is essential to our national security in those
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narrow areas in which the dangers caused by disclosure’ outweigh the benefits.
The application of the Freedom of Information Act to our intelligence community
is the best possible example of one fundamental goal in uneasy tension with an-
other. The task of 8. 1824 is to address the problems that have been caused
by that tension, and to adjust the competing values.

An informed citizenry is one of our society’'s highest ideals. The First Amend-
ment to the Constitution is eloquent testimony to the importance we as-a Nation
place on freedom of expression as a prerequisite to the emergence of the. truth.
Our founding fathers were confident that truth, if given a chance, would prevail
in the marketplace of ideas. Much of our public policy is dedicated to ensuring
that the competition in the marketplace of ideas is fair and unfettered. Bduca-
tion policy, communications poliey, political campaign and contribution laws, the
law of libel, and patent policy are only a few examples of decisions by our society
to emphasize the importance of making information available, in contrast to
other competing values. To these ends, we have always valued a free press,
uynruly as at times it may be; a diverse academic community, as searching and
persistent as it should be; and an inquiring citizenry, as awkward as that can
be—all dedicated to ferreting out and publishing facts, even when they embarrass
or are uncomfortable or may cause inconvenience, even injury. We have insisted
on erring on the side of disclosure.’ .

An important component of our effort as a Nation to be sure that our citizens
have access to the facts is the Freedom of Information Act. As enacted originally
and then as amended, the Act was designed to improve the access of the public
to information about our government. No longer was it sufficient for government,
in resisting requests for. information, simply to rely on vague expressions of
reluctance or privileges of uncertain scope. The Congress on behalf of the people
had ldid out the contours of those narrow categories in which, at least for a
time and in the service of some supervening justification, the public could be
denied information. Even in those areas, Congress established independent
Jjudicial review to ensure that the government lived up to its obligations.

. The area of national security should not be a generalized exception to our pre-
disposition in favor of public disclosure of information, Indeed, on essential com-
ponent of true national security is an informed citizenry and its support that, as
a result of education, it gives more confidently to its government, Surely no area
of our national life is more important, and in no other area of government activity
are the concerns of the public to understand and help make decisions more com-
mendable. In a world in which war, terrorism and intrigue are commonplace, we
as Americans not only have a right to know, but the duty to find out, to analyze

-in a hardheaded fashion and to come to sound conclusions, especially when the
implications of those conclusions are grave and the actionsg called for are difficult
and momentous. When our sons may be called upon to give their lives to protect
the national security, when our cities are held in a strategic balance of terror,
when our resources are so completely committed to establish and maintain our

' defense, there ‘can be no thought that the area of national security is immune
from publie inspection.

But we do not live in a benign world. We confront adversaries who do not share
our goals nor play by our rules. Information that might be of some relevance in
public debate may be the same information that confers a decisive strategic
advantage on those who are antagonistic to our ideals, to our interests, indeed to
our very existence, It is.a matter of common sense, then, that there are areags of
our national security that cannot be open to public view and that chief among
these are the operational decisions of an effective intelligence service. Moreover,
it follows equally that certain essential files of information at the core of the
operation of our intelligence service contain information so sensitive that every
step must be taken to safeguard it against discovery or release.

Extraordinary steps are in fact taken to protect such information Classification
standards, while recognizing the importance of an informed public, nevertheless
permit withholding of information in those areas where disclosure could reason-
ably be expected to cause damage to the national security (E.O. 12356). The orga-
nization of the sensitive files in the intelligence community is compartmented so
that only those persons. with a need to know have access and it is accordingly
much more difficult for any individual to have knowledge of facts for which he
has no such need fo know. :

It does not follow, however, that there is no legitimate room for public inquiry
in the intelligence community. Where intelligence information has been furnished
to policy-makers and has formed a basis for important national policy decisions,
inquiry-——if not always disclosure—is appropriate. Where there are non-trivial

allegations of illegality or impropriety the public has a right to ask questions.
Unfortunately, the Freedom of Information Act, as presently structured, does
not in the accommodation of these important predicates for public inquiry give
sufficient weight to the enormous sensitivity of the central operational files. In
an effort to strike a balance appropriate to government across-the-board, the
FOIA properly reveals important aspects of the intelligence community to the
healthy scrutiny of the American people. But to the extent it requires the search
and review of files that can in the end never be made public, FOIA in this in-
stance is futile, and possibly even disastrous.

The ‘problem arises in this stark form because the Freedom of Information
Act applies fully to the Central Intelligence Agency. A request requires the search
and review of literally all files likely to contain responsive information. This
can involve the search of over 100 files where a complicated request is made.
Information can be refused on the grounds that it is properly classified (Section
552(b) (1)) or that it is specifically exempted from disclosure by statute (Sec-
tion 552(b) (8). In the case of the Central Intelligence Agency, a (b) (3) exemp-
tion may be triggered by Section 102(d) (3) of the National Security Act: ot
1947, providing that the Director of Central Intelligence shall 'be re§p011s1b1e
for protecting the intelligence sources and methods from unauthorized dlsclosu?e.

The result of this process is the release on occasion of minute, frequently in-
comprehensible, disconnected fragments of documents, which are island§_of un-
protectable material in the vast exempt ocean of classified and sensitive in-
formation. What emerges is of marginal value to informed discourse‘ and‘on
occasion, because it is out of context, is highly misleading and indeed distorting
to scholarly analysis and public debate. .

And yet this dubious result is achieved at the price of expenditure of enor-
mously scarce resources, The systems of search, review and conﬁrmatox.'y review
necessarily in place in the CIA to avoid release of information that might com-
promise extremely sensitive operations takes the time not of government clex:ks,
but of intelligence professionals. Furthermore, even with a system of review
redundancy, the potential for human error is present. Indeed, there are examples
of sensitive material mistakenly released. Moreover, we are told that allied
intelligence services and overseas contacts that are the sources of much of the
intelligence in our possession are so coucerned about the applicability of the
Freedom of Information Act to the CIA, from initial requests to judicial review,
that they are increasingly reluctant to put their own lives on the line in the
service of our government, In sum, the applicability of the Freedom of Infor-
mation Act to these sensitive flles yields very little information, if any, on the
one hand, but it holds the potential for mistaken disclosure, and tends to
constrict the flow of information, on the other.

As this problem has become evident in recent years, there has been a series
of efforts to deal with it. Differences that exist now concern only the mode of
solution. What is clear is that there is a broad consensus that some solution
is very much in order. The standard that is now generally agreed upon is that
exemption from the Freedom of Information Aet should cover only information
that release of which is virtually never appropriate and that it is essential
to safeguard for the efficient functioning of our intelligence community. The
complete removal of a category of information from the Act should be as
narrowly defined as is possible. .

In support of S. 1324 as an effective solution that meets this standard, we
can say several things. First, it will result in virtually no lessening of the amount
of information that has hitherto been available from the intelligence commu-
nity. Second, it avoids the risk of human error that may result in the fatal
compromise of highly sensitive intelligence operations, Third, it avoids the
dedication of elaborate resources to tbe essentially futile task of reviewing
documents that can in the end never be released in any event, and thus frees
up intelligence professionals to do the task for which they are best suited.
Fourth, it inevitably will reduce the backlog and the litigation over the back-
log, so that requests that can be responded to will be addressed in a more timely
fashion. And finally, it will reduce the reluctance to cooperate of those abroad
who do not fully understand our general system of disclosure of information,
and thus it will enhance the effectiveness of our intelligence capability.

S. 1824 is a modest compromise that safeguards the essential central opera-
tional files of our intelligence capability at the CIA. It is carefully crafted to
avoid an unnecessarily broad exemption from the Act and its underlying policy.




It preserves access to finished intelligence, information concerning authoritatively
acknowledged .special activities, studies of intelligence prepared for training
purposes, and even raw intelligence supplied to policy-makers in its original
form to assist in policy decisions. It avoids closing off access to information con-
cerning illegal or improper intelligence activities. 8. 1324 is an astute bend of
practical effectiveness that avoids violating an important policy preference in
favor of informed public debate.

In short, I support S. 1324 and do so wholeheartedly. I do so because I believe
that in this narrow instance, an exception to our general rule of access to informa-
tion about our government is thoroughly justifiable, I do so because here the
balance in favor of secrecy overwhelms the theoretical benefit of access to sensi-
tive information that can never in the end be released. I do so in the firm belief
that in this small area, secrecy must be preserved, so that we do not unneces-
sarily jeopardize the security of our democratic institutions that make this entire
issue of such importance, This Nation, which gains so much strength from the
debate of an informed citizenry, can in this instance protect that strength most
effectively by imposing the discipline of secrecy on the operational files of the
Central Intelligence Agency. 8. 1324 successfully mediates that policy tension
and deserves speedy enactment,

BIOGRAPHICAL STATEMENT OF JOHN H. SHENEFIELD

John H. Shenefield was the Associate Attorney General of the United States
from 1979 until 1981, and in that capacity presided over the development of
recommendations for the amendment of the Freedom of Information Act. Prior
to that time, he had been Assistant Attorney General in charge of the Antitrust
Division of the U.S. Department of Justice. He is currently a member of the
American Bar Association Standing Committe on Law and National Security and
head of its Task Force on the Justice System and National Security. He is also
Chairman-designate of the International Trade Committee of the American Bar
Association Section of Antitrust Law. He currently practices law as a member
of the firm of Milbank, Tweed, Hadley & McCloy.

Senator DURENBERGER. ‘Thank you very much. I just want to make
one comment on the oversight process. Whether you get your oversight
from the rights of the public, from responsible internal oversight
which, in my experience here in 414 years, we certainly have and it has
worked well, I believe, in most cases, through two administrations: or
from this committee is a matter we will always debate, I am sure.

I have the least amount of faith in the oversight that comes from
those before whom you are testifying today because by the time a
matter reaches our attention, it probably has reached everyone else’s
in the world. So I have a concern about always, and I think this is our
problem in each of these cases, trying to find a delicate and appropriate
balance which is always founded on some trust, whether the public
trust in all of us or a trust that we have to have in each other in this
process.

It is an ongoing and a difficult process, and one where one violation
blows the whole system, one that in a political sense mandates in some
cases Inappropriate measures to counter the particular violation. So I
think it is appropriate for you to make the observations you have with
the background that I know you have, and T appreciate that.

I have just one question since you commented on judicial review,
and maybe both of you are knowledgeable on the subject. Can you tell
us where in the past judicial review has failed in FOIA cases, particu-
larly regarding the issue of secrecy that relates to operationa) files?

Mr. Smenerrerp. There have been situations, Mr. Chairman, in
which judicial review has at least in the early instances risked dis-
closure of information that responsible officials at the Central Intelli-

ence Agency had thought should not be disclosed. The recent M cGee
t(c;ase wogld b}:a be avn:exgmple of a judge telling the CIA that it may
not have done its job particularly well and that at least the lower court
should go back again and look at a particular set of decisions.

In addition to that there was an opinion by Judge Gesell that finally
was mooted out before the Supreme Court stage in which the same sort
of situation occurred. The Judge was in the position of telling the Cen-
tral Intelligence Agency that it ought to do its FOIA job better, or do
it again, : )

N%)W it seems to me, quite apart from the constitutional question, that
that may well be appropriate—though I would not favor it—in cases
where information is subject to the act. Here we are talking about a
process which by definition is outside the act, that is to say, a designa-
tion of certain files thought not to be appropriate even for search and

‘review under the act.

It seems to me to go that step and ask for at least de novo judicial
review is virtually unthinkable.

Senator DureNBERGER. Do you want to add any comment to that?

Mr. Moore. I would like to comment on that if I could. It seems to me
that the test of the workability of judicial review here is not solely the
question of how many times the intelligence community has been up-
held or overturned on appeal. One could in fact count the cases either
way as either evidence of success of judicial review if it were a large
number because of the importance of having it, or the failure of judi-
cial review if it were a small number by indicating that in those par-
ticular settings why do we have the system in the first place if the
intelligence community is never overturned. )

Rather the real cost of judicial review is one of the perceptions or
misperceptions that we are creating with respect to the potential to
operate within the intelligence community and maintain the secrecy of
actions. That is, it is highly likely that if persons in the field do believe
there is a potential for judicial review in which their actions might be
made public over the objections of someone in the intelligence commu-
nity that it is going to have a chilling effect on intelligence.

Mr Chairman, aside from the general principle, I might focus spe-
cifically on the language of this bill on judicial review since this seems
to be a rather central point. There are really two questions here. One 1s
what ought to be the law on reviewability of this question and second,
what is the most likely interpretation of the language that we have in
this particular bill. o )

I }Il’ave no difficulty in saying what the law ought to be in this case is
no reviewability whatsoever. This'is an area that you will recall is an
amendment of the National Security Act in which we grant discretion
to the head of the Central Intelligence Agency for the protection of
sources and methods. This is absolutely the most sensitive area of clas-
sified information that we have, and if there is any area that it seems to
me is not appropriate for basic judicial review it is precisely this kind

area. . .
OfWith respect to the precise interpretation of the language of this
bill, I think there are a number of possibilities. One, it is entirely pos-
sible as an interpretation here that a court might hold that the amend-
ment of this Act in the context of something appearing in the 1974




National Security Act would in fact be a displacement of any review

standards under FOIA in this particular case and that there would be

ho revaluating here. There is an analogous setting an ongoing debate

between a number of courts with respect to Internal Revenue Service

grovmpns as to whether since they were later in time certain of them
ave displaced FOIA provisions on judicial review.

Whatever the result of any question of displacement with respect to
this act on judicial review, and I personally would regard that as an
appropriate and good decision to make clear that there was no such
reviewability, the normative standard in this particular case that
would be applied under the FOIA reviewability (b) (3) exemption
is clearly the question of : Is the material exempt under & statute that
otherwise exempts these materials?

In that context I have no doubt that this bill with its language as it
appears of the discretion and the designation by the director of Central
Intelligence would in fact be nonreviewable. Indeed, even without that
language it would seem to me that the best interpretation of this would
be that there would be no reviewability and should be no reviewability
of such designations in such a routine area entrusted by statute to the
Director of the Central Intelligence Agency.

Senator DurenBeraER, Thank you both very much for your testi-
mony. We appreciate it a great deal. I regret more of our colleagues
were not here to hear it.

Our next witness is Dr. Anna Nelson. Before you start your testi-
mony, Dr. Nelson, I have to find out whether my body is needed in a
markup here. T am sure you are anxious to finish. Do you have just 4
minutes you could lend me so I can go have my body committed to re-
port out the Clean Water Act? I will be right back.

[A brief recess was taken.]

Senator DurenBereER. I am sorry. Before we start T am going to
make part of the record, without objection, the statement that Senator
Biden had asked to be made part of the record.

[The prepared statement of Senator Biden follows :]

PREPARED STATEMENT oF SENATOR BIDEN

The issue of how CIA should be covered under the Freedom of Information
Act has been with the Intelligence Committee almost from its first day. It oc-
cupied the Committee along with the original Intelligence Community charter
bills that would have provided statutory frameworks for the activities of U.S.
intellige_nce agencies. Like many of the intelligence charter issues, that of the
appropriate responsibilities for CIA under FOIA typifies the problems that we
face when deciding on what authorities and prerogatives to allow for secret
intelligence activities in a democratic and free society.

‘While fully accepting the value of secret intelligence activities, many Ameri-
cans have argued that they must co-exist with diligent Congressional oversight
to ensure that representatives of the American people, at least, are aware of
the nature of these activities. Many Americans have further argued that some
of these activities of the intelligence agencies must be subjected to periodic and
appropriate public scrutiny that can be effected only through the access to
intelligence information that the Freedom of Information Act provides. I have
been a strong proponent of both these arguments—for comprehensive Congres-
sional oversight and for FOIA-—in discussions of the democratic context in

. which the intelligence agencies must operate,

However, I have also been sympathetic to the concerns of the intelligence
agencies about the labor and security burdens that F'OIA has placed on them.
The intelligence agencies’ experience of spending hundreds of hours on review-
ing highly sensitive documents that anyone with the least familiarity with intel-

-

ligence operations and techniques knows will never see the light of_ da){ can only
have been frustrating.” 1 commend the agencies for their consclent}ous com-
pliance with the FOIA. The record of Federal courts supporting tl{e actions of the
CIA in response to FOIA requests is proof, I think, of how seriously CIA has
taken its responsibilities in spite of its highly valid concerns abgut @he ei?ect of
the Act on its primary business—that of collecting and analyzing }ntelhgence.

On the other hand, it has seemed to me on occasion that the Intelligence Co;n-
munity has, at times, overstated some of its criticisms against EOIA. Descrip-
tions of the security problems posed by FOIA is an example of this sort of over-
statement. I have no doubt that several foreign governments and possible indi-

- vidual sources of assistance have been reluctant to cooperate fully with the CIA

because of their understanding or misunderstanding of the way in which the
Freedom of Information Act operates.

However, far outweighing the FFOIA in accounting for SllCl.l reluptance to co-
operate must be the reputation that this and previous Administrations have ac-
guired for not being able to protect secrets that provisions in the FOIA_ regarding
classified information have protected. We on the Intelligence Committee oftgn
receive information with warnings to protect it because disclosure could result in
the exposure of intelligence sources. Such disclosure could also result in the loss
of individual lives. Time after time, we have seen such information arrayed on
the front pages of American newspapers within days of—if not b‘efore—'—its rece}pt
by the Committee. These sorts of actual and repeated disclosures of information
would be a dramatic and persuasive deterrent to an individual or a foreign gov-
ernment who was thinking of cooperating with the CIA. These serious compro-
mises probably far outweigh any hypothetical speculation in which possible co-
operating individuals might engage about the FOIA.

In addition, S. 1324 has the misfortune of appearing during a period when a
range of actions regarding the availability of government information have made
many Americans dubious about any proposals which might restrict access to
information. Executive Order 12356, of last April, and the President’s March 1983
“Directive on Safeguarding National Security Information” are two quite obvi-
ous examples of this trend toward restricting the public’s access to information.
It is an ironic but established fact that this Administration with its scorn for the
values of Government and the people who work in it has consistently tried to
limit access of the American people to information about the working of govern-
reent. Fortunately, S. 1824 is a refreshing change from these broad attempts to
reduce the availability of government information. It recommends quite specific
and narrow changes in response to identified problems. It expresses a spirit of
noderation and compromise. It is based on concrete experience. It appears to
have the support of a spectrum of political outlooks, It appears to be, in short, a
reasonable solution to the problem of CIA’s spending the time and talents of
experienced intelligence officers on the review of mountains of documents that
have virtually no chance of being disclosed under the Freedom of Information
Act.

There are several important issues raised by S. 1324 that these hearings can
address. High among them is that information on many of the intelligence activi-
ties most in need of public serutiny would probably be the sort that would be
contained in operational files and therefore excluded.

I have no reason to doubt the integrity of U.S. intelligence officers but if there
are in the future improper, illegal, or wasteful intelligence activities, I doubt
that they will be perpetrated by analysts. They will occur in the course of
operations.

It is important that information on these sorts-of operations that are often
of great interest from the point of view of public policy, individual accountability,
and history continue to be accessible to the American publie.

Secondly, it is essential that this Committee fully explore possible procedures
for evaluating whether operational files that have been exempted by the DCI
from the FOIA have been accurately and appropriately designated. Some sort
of judicial review is one possible procedure. There are others worth considering.

I think that today’s witnesses can make an important contribution in helping
us find a solution to these particular points.

Senator DurenBErGER. I will also make part of the record a letter
that would be of interest to you, Dr. Nelson, relative to information
available to historians, from John Stein, Deputy Director of Opera-
tions for the Central Intellligence Agency.

[Letter follows:]
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CENTRAL INTELLIGENCE AGENCY,

Washi
Hon, BARRY GOLDWATEE, shington, D.C., June 28, 1983.

Chairman, Select Committee on Intelligence,
U.8. Senate, Washington, D.C.

Dear MR. CHAIRMAN : One further point that I would like to add to i-
mony last week 1:egarding the proposed FOIA legislation concerns the (%ystgf:;
Thgs has to do with whether information in those files would be available to his-
torians and others who could properly benefit from that information. I want to
assure you that I do not intend to ask the Director to designate OSS files as
falling in the category of files which would be exempt under the new Bill. The
OSS_ ﬁles_ would therefqre continue to be subject to search, with the information
of historical value available to requesters. I trust that this will clarify the sub-
Jject should the matter be raised in the Committee’s hearings.

Sincerely,

JorN H. STEIN,
Deputy Director for Operations.
_Senator DureneERGER. We welcome Dr. Anna Nelson, professor of
history at George Washington University, testifying today on behalf

of the National Coordinating Committee for the Promotion of
History.

STATEMENT OF DR. ANNA K. NELSON, DEPARTMENT OF HISTORY,
GEORGE WASHINGTON UNIVERSITY, NATIONAL COORDINATING
COMMITTEE FOR THE PROMOTION OF HISTORY

Ms. Nerson. I am here today specifically representing over 20,000
historians who are members of the Organization of American His-
torians [OAH] and the American Historical Association [AHA]J,
the two largest associations that support the National Coordinating
Committee. '

_We appreciate your invitation to appear before this committee to
discuss S. 1324, We also recognize the necessity to protect sources and
methods utilized in intelligence operations and find it reassuring that
the CIA now recognizes the need to ensure this protection within the
Freedom of Information Act. ,

However, certain aspects of this bill are very troubling to historians
whose perspective on information and documents often differs from
that of journalists, lawyers or other users of information. Today we
would like to discuss some of our reservations and point to aspects of
S. 1324 that would not only have an impact on the work of historians
but upon the knowledge and understanding of American foreign
policy by future generations of Americans.

First we would like to examine the ramifications of any legislation
that exempts an entire category of files from search and review. As
we understand it this bill exempts neither certain information nor
certain file folders but rather a very broadly defined category of
files; that is, all the files from the Director of Operational Activities
that sort of thing. ,

The CIA. states that these files only contain information on the
sources and methods of intelligence operations. Obviously we have
no information on the CTA file system. Ms. Lawton did not seem to
have any information this morning, but those of us who have spent
hour.s in the National Archives, the Federal records centers or Presi-
dential libraries know that operational files of Government agencies
usually go far beyond sources and methods. Traditionally they include

_the policy guidelines and the planning process of such operational

activities. They are, in fact, the heart of governmental decisionmak-
ing. Indeed, an indirect definition of -operational files is in this bill.

.In section 2(a)(10) we are told that the exclusion of operational

files will “leave files containing information gathered through intelli-
gence operations accessible to requestors.” It the exemption of oper-
ational files will leave access only to those containing intelligence
information then it is clear that these operational files must contain
the information vital to an understanding of policy and planning.

In addition, if an entire category of files is exempt from search and
review there will surely be a continual temptation on the part of
officials to place.ever increasing numbers of documents in file cabinets
marked operational, including those that might be merely embar-

- rassing. Broadly defined, is there any file of a Government agency

that does not deal with.“operations?”

Next, we would like to point out that under S. 1324 these opera-
tional files will be exempt from the Freedom of Information Act for-
ever. The time is long past when the history of American foreign pol-
icy can be written from the files of the State Department. The very
passage of the National Security Act in 1947 was a recognition that
foreign policy decisions require the combined efforts of diplomats,
strategists, and experts in what was then called “psychological war-
fare.” Therefore, historical knowledge of our foreign policy must
now come from the documents of the State Department, the Defense
Department, the White House, and even the CIA.

With some exceptions historians of what is.now called national se-
curity policy seek documentation from a period 20 to 35 years ago, a
period that ‘coincides with access to some documents in the Presiden-
tial libraries, the National Archives and the historical series of the
Senate Foreign Relations Committee. In regard to what Ms. Lawton
said this morning, I would like to say that there has been a great deal
of systematic review within agencies. This review does not involve all
the files in an agency if they are in accord with the Federal Records
Act. Only those files which have been judged historically important
and, therefore, of permanent value are reviewed. That is the only
records that have become part of the Nation’s archives are subject to
systematic review. That is a much smaller body and, therefore, makes
it much easier to do this sort of declassification. : :

Experience has shown that information requiring absolute secrecy
at the time of its origin can be open to the public after passage of time
with absolutely no harm to national security. Recent publications of
the Senate Foreign Relations Committee’s historical series is certainly
a case in point. Testimony given in executive sessions behind closed
doors and even off the record could now be published without harm
to either individuals or national security. Unfortunately, S. 1824 fails
to recognize this fact. Under this bill the files of 1953, for example,
will be every bit as inaccessible as the files of 1983. There is no cut off
date for the exemption of these files. Since CIA files have never been
sent to the National Archives and since they are quite unlikely to be
sent in the foreseeable future, information on foreign policy guide-
lines or planning in which the CIA participated will continue to be
available only under the Freedom of Information Act. Thus, a plan
for eventual access to these documents is absolutely essential.
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Third, we would like to point out that S. 1324 is ambiguous about the
fate of another category of documents that is absolutely crucial to
understanding contemporary American policy. It is unclear under the
blanket exemption of S. 1324 that historians would gain access to infor-
mation that originated in operational files but can also be found outside
the confines of the CIA’s. The Federal Government classifies informa-
tion, but historians use documents, and often documents containing
information that originated in the CIA are found in other files. For
example, National Security Council documents circulate to the State
Department, the Defense Department, and the CIA among other
agencies. :

Many NSC documents are in Presidential libraries. Currently before
an NSC document can be declassified, this document must be cleared by
each participating member of the National Security Council. Now
under S. 1324 if a historian were to request the declassification of an
NSC document that was filed in the operational files of the CIA, would
this document automatically remain classified because it was deemed
operational? We do not know. Clearly this kind of question should be
clarified since the supporters of S. 1324 probably had no intention of
closing off this category of documents.

To conclude, then, in order to clarify provisions in S. 1824, we recom-
mend the following .changes. First, the definition of operational files
should be narrowed. The CIA should be allowed to exempt only those
specific files that include information on the sources and methods of
intelligence gathering. ' ,

Second, statutory provision should be made for the search and review
of all files after a specified lapse of time ; 25 or 30 years would conform
to current declassification procedures in most agencies.

Third, the exemption from search and review should be limited only
to those documents or information that can be found in no other Gov-

. ernment agency or organization.

We believe these recommendations would support the efforts of the
CIA to protect their most sensitive records without depriving history
of important documentation. ‘

s« Mr; Chairman, 1983 marks the 200th anniversary of the signing of
the Treaty of Paris. Clandestine operations, spies, secret: diplomacy
have always been as much a part of our diplomacy as any other great
nation of the world. We have had great-foreign policy. successes and
monumental failures, like other nations of the world. But we differ
from many other nations in that we have always been able to face up to
all facets of our past. : ‘ :

Fundamental to our democratic society is the fact that we have tra-
ditionally allowed and often encouraged a thorough examination of
past policies, successful and unsuccessful, in order to enrich our knowl-
edge of the present and the future. In the final analysis, our under-
standing of our past can only come through access to the documentary

.record. It is an example of our open society that the State Department
records in the National Archives include some 19th century records
labeled “Expenses, Secret Agents.” It enriches the knowledge of our
own time that the most recently published volumes of documents from
the State Department include candid discussions in the NSC of 30
years ago over intervention in Indochina. As foreign policy becomes
subsumed by national security policy, the records of the CIA will be-

come even more essential to future generations of Americans seeking
an understanding of American history. )

In considering S. 1824, we hope this committee and others in Con-
oress will be extremely cautious in curtailing access to historical sources
in such a decisive manner.

Thank you.

Senator DureENBERGER. Thank you, Dr. Nelson.

I appreciated the scope of the testimony. I would say that at least
one or more of your concerns about access have been our concerns, and
we have been satisfied that while they were appropriate as concerns,
they no longer are concerns to us, and part of the record of this hearing
will indicate that, because we have received some assurances from the
Agency in that regard. ) )

But I found your testimony very helpful, and obviously, if you were
here at the beginning, when 1 had some time to make an opening state-
ment, I had deep concerns about the value to all of us of the profession
that you represent here today, and you can be confident and your col-
leagues can be confident that we will make sure that your testimony
and the questions that you raise are circulated among all the members
of this committee prior to a markup on thislegislation.

Let me thank you again for your willingness to stick it out to the end,

Ms. Newsox. It would be extremely helpful for us if we could
perhaps see the information the CTA has given to the committee.

Senator Dureneercer. We will see if that is possible, because it does
not help to have anybody in doubt about what it is we are doing and
why we are doing if and what you can expect when we move to mark
up this legislation.

Thank you very much, Doctor.

The hearing is adjourned.

[Whereupon, at 12:51 p.m., the committee was adjourned, to recon-
vene at the call of the Chair.]

[Letter to Senator Goldwater from Samuel R. Gammon, executive
director, American Historical Association follows:]

AMERICAN HISTORICAL ASSOCIATION,
Washington, D.O., June 24, 1983.
Hon. BARRY M. GOLDWATER,
Chair, Select Committee on Intelligence, Senate Russell Office Building,
Washington, D.C.

Mr, CHAIRMAN : I am writing to express the views of the American Historical
Association concerning 8. 1324, upon which your committee will hold hearings
next Wednesday. Even though we will be represented at the hearing by Dr, Anna
Nelson, appearing for us and the Organization of American Historians, we
should like to present our views more fully. You may recall from my testimony
before your committee a year and a half ago that I have served overseas as a
career Foreign Service Officer and worked closely with CIA stationsin a number
of countries.

As historians we accept entirely the importance of protecting sensitive CIA
information on operations and methods as long as necessary both for the security
of our country and the security of the persons involved in sensitive intelligence
operations. However, we have two problems with 8, 1324 as it now stands.

The first problem is that there is no terminal date for the protection of opera-
tional files; material so labelled conld be denied to history in perpetuity. You
will recall that in my 1981 testimony I mentioned the “sensitive” fact that
nearly a century and a half ago Daniel Webster for a time took a covert retainer
fee from the British Foreign Ministry ! While that was undoubtedly sensitive
at the time and for many years afterwards from the British intelligence point
of view, it certainly ceased to be so a generation after Webster's death. Accord-




ingly we strongly urge that any legislation exempting CIA’ i
from FO}A have a fifty-year limitation imposed. ansiger onlsy ::)111):;‘ aﬂ:;%ngvle 1;11:3
an e'affectlve' QIA in 1933, its operations in Italy and Germany against Hitler
ang Mustslfhm would hardly merit protection beyond 1983.
ur other concern is even more fundamental. The exis -

proof “sane!;uary” in a blanket exemption of files labellte?incgpgfa?i%iafovgﬁl
pre§ent a high degree of temptation to senior CIA bureaucrats. As a former
senior State Department bureaucrat I can well recall other subterfuges my
colleagues and I employed to shelter embarrassing or sensitive material from
the early Freedorp of Information Act. For this reason we seriously doubt that
a blanket' gxemptlon of a part of CIA's records is the most effective way to pro-
tect_ sensitive _CIA operational, methodological and personnel information on
national security grounds. We therefore believe that the classification system
for national security }nformation, as established by Executive Orders, remains
the sure_st way to ach.leve that proteection. Operational information is al’ld should
be classified gnd denied any dissemination so long as it remains sensitive. We
do pot percewe.the need to design a whole—and duplicative—system of.pro-
tection of a portion of CIA's undoubtedly sensitive national security information

.I respectfully request that this letter be made part of the record of the Com:
mittee’s hearing of June 28, 1983 concerning S. 1824,

Sincerely,

SAMUEL R. GAMMON,
Ambassador (Retired), Executive Direclor.

S. 1324—INTELLIGENCE INFORMATION ACT OF 1983—
MARKUP

TUESDAY, OCTOBER 4, 1983
U.S. SENATE,

Serecr COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 2:39 p.m., in room
SD-342, Dirksen Senate Office Building, Hon. Barry Goldwater
(chairman of the committee) presiding.

Present: Senators Goldwater (presiding), Chafee, Lugar, Duren-
berger, Roth, Cohen, Huddleston, Biden, Leahy, and Bentsen.

Also present: Robert Simmons, staff director; Victoria Toensing,
majority counsel; Peter Sullivan, minority counsel; Dorthea Rober-
son, clerk of the committee ; Michael Mattingly, Larry Kettlewell, Ed-
ward Levine, Glenda Hildreth, Lot Cooke, Sam Bouchard, John Elliff,
Keith Hall, Joseph Mayer, Eric Newsom, Charles Andreae, Stephen
Ward, Thomas Connolly, and James Dykstra, staff members.

PROCEEDINGS

The CrarMAN. The meeting will come to order.

Although we do not have a quorum present, I think Senators
Huddleston, Durenberger, and Leahy have some comments to make.

We are here today to mark up S. 1324, a bill amending the National

Security Act of 1947, This legislation would relieve the CIA from’

searching and reviewing certain operational files under the Freedom
of Information Act. This relief will enable the Agency to become more
efficient so that other FOIA requests may be answered speedily.

-S. 1324 'was introduced by me on May 18 of this year. Iéenator Thur-
mond, Judiciary Committee chairman, cosponsored. Since that time,
various Senators and interest groups have expressed their views on the
bill. On June 21 and 28 we held open hearings on this legislation. The
Central Intelligence Agency, American Bar Association, American
Civil Liberties Union, Association of Former Intelligence Officers,
newspaper publishers, historians, and journalists were all here to pro-
vide comment. And we listened. And then we went back and discussed
some more how we could address all these interests. And I think we
did a pretty good job, even if I do say so myself.

I particularly want to thank Senators Durenberger, Leahy, and
Huddleston for participating in these discussions, which were very
successful because everyone went away with most of what they needed.
Reaching agreement on this bill is a good example of how our demo-
cratic process should work. Everyone gave a little and in the long run
got a lot more in retutn. '
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The CIA is getting relief from the almost impossible burden the
FOIA has placed on 1t, burdens which I do not think Congress really
contemplated when it passed the 1974 amendments.

Presently, FOIA mandates that if someone requests all the informa-
tion on a cerain subject, all the files have to be located. In an intelli-
gence agency, most of the information is classified. But that does not
end the agency’s job. An experienced person must go through stacks
and stacks of these papers—sometimes they are many feet tall—to
justify why almost every single sentence should not be released. If this
1s not done well, a court could order the information released.

However, very little information, if any, is ever released from opera-
tional files when the requestor seeks information concerning the sources
and methods used to collect intelligence. Even then, the information
- released is usually fragmented.

Also, there is always the risk that there will be a mistaken disclosure
or that some court may order the release of information which could
reveal a source’s identity or a liaison relationship. That is why only
these most sensitive operational files would be exempt from search and
review under the provisions of the bill. '

The FOIA requestors will get something in return. They are going
to get better service. I have talked with the CIA and they have agreed
not to reduce the budgetary and personnel allocation for FOIA proc-
essing for 2 years immediately following passage of this bill. This
means that to the extent that resources are freed up as a result of S.
1324, the Agency will utilize those resources for FOTA processing.

Senator Inouye could not be with us today, but he does have a pre-
pared statement that he would like to have inserted in the record at
this point, and without objection, we will do so.

[The prepared statement of Senator Inouye follows:]

PREPARED STATEMENT OF VIEWS BY SENATOR DANIEL K. INOUYE

S. 1324, as amended by the Intelligence Committee prior to its approval, is de-
signed to provide limited relief to the Central Intelligence Agency from the ad-
ministrative burdens and security risks associated with processing public re-
quests for documents under the Freedom of Information Act while preserving
potential public access to such records as are legitimately subjects of public con-
cern. I made a statement during the public hearings on this bill, accompanied by
a written submission, in which I commended the intent of the bill while enumerat-
ing several concerns with its specific provisions. These concerns, which became
more focused as work proceeded on this bill, were primarily the following : the
nature of agency decisions to designate certain files as operational and exempt
from search and review in response to requests under the FOIA; judicial re-
view of such actions under the provisions of the bill, specifically the designation
and maintenance of files as exempt operational files; continued access to files
containing evidence of abuses or improprieties by intelligence personnel acting in
their official capacity; the potential for release of historically significant intel-
ligence information, after a reasonable period time; identification and review of
intelligence reports located in operational «files; and the circumstances under
which covert action could no longer be denied by the U.S. government, such that
relevant files would have to be reviewed. I would like to address my understand-
ing of how each of these issues has been resolved as a result of the Committee's
action approving this bill.

I. DESIGNATION OF OPERATIONAL FILES

Two changes have been made to S. 1324 as introduced which delineate better
the nature and location of files which can be designated as operational and the
procedure by which such decisions may be made. First, section 701 of the amend-
ments has been reorganized to make it clear that it is only certain types of files

located in specific offices of the CIA. which are subject to designation under the
Act. These are the files of the Directorate of Science and Technology which
document scientific and technical means for collecting intelligence; files of the
Directorate of Operations which document intelligence operations or relations
with foreign governments; and files of the Office of Security which document
background investigations conducted to determine the suitability of potential
human sources.

Second, the new subsection 701(d) (1) has been added which requires the
Director of Central Intelligence (DCI) to implement his authority to designate
files as operational by promulgating regulations. These regulations must require
the officials responsible in the first instance for designation and maintenance
of operational files to: specifically identify the categories of files in their offices
which are recommended for designation ; explain the basis of these recommenda-
tions; and set forth procedures consistent with the statutory criteria of subsec-
tion 701(a), cited above, to govern the inclusion of specific documents in files
recommended for designation. The DCI must approve these submissions in
writing,

These provisions are a significant improvement to the terms of this subsection,
relating to the designation of operational files. Not only is the scope of the par-
ticular files that may be desighated more clearly delineated, but specific actions
must be taken concerning the organization and maintenance of designated files;
these actions, accompanied by written determinations, will greatly focus the
designation process and provide an administrative record to facilitate judicial
review. The Chairman is to be commended in securing the acceptance of the
CIA to these changes, suggested by the civil liberties community and recom-
mended by several members of the Intelligence Committee.

II. JUDICIAL REVIEW -

. g ‘o

New subsection 701(e) (1) provides a specialized process of judicial review
for public claims that agency search and review of records in response to requests
for information under the FOIA was duly limitéd by improper designation of
files as operational or improper placing of non-operational documents in opera-’,
tional files. Judicial review of the designation and maintenance of operational.
files, exempt from search and review under the FOIA, is independent- of ;the: ' -
standards for judicial review developed to govern the interpretation: ofrothér
actions related to the FOIA, This process is intended to minimize the necessity -
for the CIA to provide specific details on the contents.of its filing ‘systems.to” ..
requestors or to judges reviewing the adequacy of the Agency's search and re-
view of files in response to FOIA requests. [T

For the most part, judicial decisions under this subsection will be made solely
on the basis of sworn affidavits submitted by the parties to the litigation..Ordi-
narily, the court’s review would be limited to assessing, on the basis ‘of ‘the ¢!
agency's affidavits, that its regulations under subsection 701(d) (1) satisfy.the'
statutory criteria for designation established in subsection 701(a). However,
when the requestor establishes on the basis of the affidavits grounds to belleve
that a specific file containing relevant documents was improperly designated or
relevant documents were improperly placed in a designated file, then the court
may proceed to review these questions as well.

i

III. INTELLIGENCE ABUSES OR IMPROPRIETIES

There has been concern that the provisions of this bill might exempt from
search and review in response to requests under the FOIA documents relating to
abuses or improprieties committed by the intelligence personnel acting in their
official capacity. An additional proviso has been added at the end of subsection
701(a) to provide that information reviewed or relied upon in official investiga-
tions on such events will be searched in response to requests under FOIA, regard-
less of whether the particular documents in question are located only in opera-
tional files. For the most part, records relevant to abuses or improprieties that
have been seriously alleged will have been examined by official investigatory
bodies, both internal to the Agency and independent. When, however, such records
have been withheld from official investigation, or overlooked through inadvert-
ence by investigators, they would be considered improperly filed if they were
found to be located only in designated operational files. As such, failure to search
for them and review them for potential release in response to a FOIA request
would be subject to judicial review under subsection 701 (e) (1).




IV, HISTORICALLY SIGNIFICANT INTELLIGENCE INFORMATION

If operational files could be designated as exempt from search and review under
the FOIA for an unlimited period of time, there would be a danger that histori-
eally significant intelligence information would never become available to histori-
cal researchers and that the writing of history would be distorted as a result.
Although actual operations are usually the most sensitive aspect of intelligence
and may remain sensitive for a long period of time, nevertheless these operations
themselves are an important part of the chronicle of our times. Intelligence oper-
ations have been an important part of the relationship between the superpowers
in the postwar world, and are therefore important to understanding contemporary
as well as past international relations, Details released concerning certain intelli-
gence collection operations—such as the U-2 affair and the Berlin Tunnel opera-
tion—have already made a great contribution to our historical understanding of
the development of United States-Soviet relations.

Changes have been made in 8. 1324 which I hope will greatly expand the access
of historical researchers to historically significant information on intelligence
operations. Under subsection 701(d) (2) of the amendments, the DCI must
formulate regulations providing procedures and criteria for the review of
exempt operational file designations every ten years. The criteria issued by the
DCI must include consideration of the historical value or other public interest in
the subject matter of the particular files. Not only must the DCI consider these
interests, but he must also include.in his consideration the potential for actually
declassifying and releasing a significant part of the information contained in
operational files.

The DCI should be able to provide details concerning his decisions to retain or
terminate the designation of particular files as operational. This can best be done
through the establishment of a definite unit to conduct these reviews, and I am
informed that the DCI has agreed separately to establish such an office. T hope
that the establishment of this office and these regulations will greatly facilitate
the review of operational information for release to historical researchers.

V. INTELLIGENCE REPORTS LOCATED IN OPERATIONAL FILES

Sometimes, because of the extreme sensitivity of certain intelligence reports
that inherently refer to or reveal critical sources or methods of intelligence
gathering, raw or finished intelligence produects continue to be stored only in
operational files of the Operations or Science and Technology Directorate or
Security Office after being circulated to policymakers. The Committee has been
assured that whenever such documents are circulated as intelligence products
outside their operational components a record is made of them in the receiving
unit prior to their being returned to operational files. We have also been in-
formed that, in the case of both raw and finished intelligence products, adequate
information concerning such documents would exist in non-designated files to
permit them to be identified as a result of a record search in response to a FOIA
request. After being located through this search, such documents must actually
be reviewed for release pursuant to the FOIA, regardless of their location only
in designated operational files.

VI. THE EXISTENCE OF COVERT ACTIONS

Part of the final proviso in subsection 701(a) provides that designation of
files as operational shall not shield them from search and review in response to
requests under FOIA if the request concerns “any special activity the existence
of which is not exempt from disclosure under the provisions of the [FOIA]”.
There have been questions concerning the circumstances in which the existence
of a covert action could no longer be considered classified and hence not subject
to release under the FOIA. Admission of the existence of such an action by the
President or an authorized Executive Branch official would of course be suf-
ficient to prevent its complete denial. The Senate has also exercised its power to
declassify national security information, including such actions. under Senate
Resolution No. 400 (1976), which established the Select Committee on Intelli-
gence and provided definite procedures for the treatment of classified informa-
tion by members and their staffs. Furthermore, since covert actions are usually
considered to be those affirmative measures by the United States government
taken with respect to foreign powers the existence of which can plausibly be de-
nied by the United States government, there would undoubtedly be instances in
which the existence of the operation became so well known that the Administra-

tion could no longer completely deny it. In such cases, the FOIA would certainly
demand search and review of relevant files for release of information concern-
ing the activity. In the context of an appeal under the FOIA, the courts can be
expected to address this question as a factval one in the absence of an explicit
admission by an authorized official of the Executive Branch.

The Cramrman. Now I indicated that Senators Leahy, Durenberger,
and Huddleston had some remarks to make, and we will start, I guess
with you, if you want to lead off.

Senator HupprestoN. Mr, Chairman, thank you, very much. And I
will put my remarks in the main in the record. Most of the folks who
are here have participated in this process and know pretty well what I
would have to say.

But I do want to commend you for initiating this legislation in the
first place, and express my appreciation to the committee staff and to
individual staff members of the Senators and to the staff of the CIA
and others who have been concerned about the legislation and who
have worked to bring about an agreed position.

As a result of the changes in the bill and the commitments that have
been made to the committee by the CIA, I am satisfied that S. 1324
will serve both the CIA’s operational interests and the public’s right
to have as much information as possible about their government.

During the weeks ahead interested citizens will have an opportunity
to examine the new bill language, and the committee’s report will hel
explain the legislative intent. I believe that the bill will withstand this
scrutiny and be recognized widely as a unique opportunity to resolve
the problems associated with the CIA and the Freedom of Informa-
tion Act. ' : N L R

I would ask that my total statement, Mr. Chairman, be' place nto -
the record at this point. R

The Crarman. That will be done. Thank you,™ ", - .’ L

[ The prepared statement of Senator Huddleston follows:].

R TIY
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FEEAEPE B
PREPARED STATEMENT OF SENATOR WALTER D. HUDDLESTON

Today, the Senate Select Committee on Intelligence is considering, 8. 1324, tt
Intelligence Information Act of 1983, with amendments designed to ensuré that .
the bill strikes the right balance between the public's neéd for information’about: -
their government and the OIA's desire for relief from burdens imposed by.the .
current requirements to search and review sensitive operational files:under:the '
Freedom of Information Act. I support the amended bill as a practical. way.to
achieve both of these objectives. ) o R

There are four significant changes from the bill as introduced. First, the stand-
ards for designation of operational files by the Director are spelled out in order
to indicate exactly which file systems in the CIA will be exempted from search
and review. This amendment results from a careful examination by the Select
Committee of CIA record-keeping practices. Qur objective is to ensure that the
bill applies only to the most sensitive operational files, and not to the files that -
are used to store the intelligence reports used by analysts and policymakers.
The amendment also makes clear that files of other CIA components, such as the
Office of the Director, cannot be exempted from search and review even though
they contain the operational documents which receive the attention of the Direc-
tor or Deputy Director. This ensures continued access to all significant policy
materials. '

The second change in the bill provides that the designation of any operational
file shall not prevent the search and review of such file for information reviewed
and relied upon in an official investigation for impropriety or illegality in the
conduct of an intelligence activity. This applies to any matter that has been
investigated by the House or Senate Intelligence Committee, the Intelligence
Oversight Board, the CIA General Counsel, Inspector General, or Director. The
Committee determined that the nondesignated files of these investigating bodies
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sometimes do not contain all the materials that were diréetly relevant to the
subject of the investigation. It is necessary, therefore, to amend the bill in order
to ensure full access to the materials in designated operational files that were
relevant to the investigation, but were not duplicated in the files of the investi-
gating body.

On this issue the Committee will also state in its report that, in situations
where a document was not reviewed in connection with an investigation because
it was withheld or overlooked through inadvertence, the document will be con-
sidered an improperly placed document and thus accessible under the judicial
review procedures. This closes a potential loophole in the language of the
amended bill that refers to information “reviewed and relied upon" by
investigators.’

The third amendment to the bill adds a new subsection requiring the Director
to promulgate regulations for designation of operational files and for review of
designation at least once every ten years. The regulations must require the
appropriate Deputy Director or Office Head to specifically identify categories
of files for designation, explain the basis for their recommendation, and set
forth procedures based on the statutory criteria to govern the inclusion of docu-
ments in designated files. In addition, the regulations must provide procedures
and criteria for review of each designation not less than once every ten years
to determine whether the designation may be removed from any file. These
criteria must include consideration of the historical value or other public
interest in the subject of the file and the potential for declassifying a signifi-
cant part of its contents.

This amendment is especially significant in light of the issues raised by the
President’s Executive Order on classification, which eliminated the requirement
in President Carter’s order that the publie interest in disclosure be taken into
account in making declassification decisions. Senator Durenberger has introduced
legislation, which I have cosponsored, to make the public interest standard part
of the provisions on classified information in the Freedom of Information Act.
Incorporation of that standard in the criteria for removal of designation from
CIA operational files under this bill is an important step in the right direction.

Finally, and perhaps most important, the bill is amended to establish clear
procedures for judicial review in cases of alleged improper file designation or
alleged improper placement of records solely in designated files. At the first publie
hearing on the bill, I asked CIA officials whether there would be judicial review
of file designations; and they replied that there would be none whatsoever. This
answer raised serious problems, because many citizens believe the basic principle
of the Freedom of Information Act is that the courts will have an opportunity
to review the bureaucratic decisions that keep information secret. I am very
pleased, therefore, that agreement has been reached on an amendment to the bill
that guarantees an opportunity for persons who have evidence of improper file
designation or improper placement of records solely in designated files to have
the courts look into the matter and determine whether CIA should conduct the
requested search and review for information in designated files.

In addition to the changes in the bill, the Committee has examined carefully
the likely practical impact of the bill. At the first hearing I said there were
several questions that needed to be checked out. Was it true that the bill would
not reduce the actual amount of information that comes out under the Freedom
of Information Act today? Would reporters and scholars still have access to as
much information as possible consistent with national security about the CIA
intelligence product that goes to national policymakers? What would happen to
the enormous backlog of CIA requests? How did CIA plan to improve its process-
ing of requests for information that can be declassified?

To answer these questions, the Committee has submitted detailed written ques-
tions to the CIA and has obtained firm commitments on crucial points. For ex-
ample, I asked the CIA to review a list of selected CIA documents which have
been released to the public and indicate which of them would or would not remain
subject to search and review under the bill. This list covered a wide range of
significant documents on CIA policies and controversial operations. In response
to this request, the CIA prepared an item-by-item analysis of the impact of the
bill, which will be part of the record of the Committee's consideration. The CIA’s
analysis explains why virtually all of the documents are the type that would
continue to be accessible to search and review should they be requested under
FOIA after this bill is enacted.
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The CIA has also agreed to submit to the Committee a detailed plan for elimin-
ating the present backlog of FOIA requests as part of a specific program of
administrative measures the CIA will take to improve proceqsing of FOIA re-
quests after enactment of the bill. The agency will not reduce its budgetary and
personnel allocation for FOIA processing during the period of two years 1mme:d1-
ately after the bill is passed. And the CIA agrees that resources freed by elim-
ination of the backlog will be reallocated to augment resources for search and
review of nondesignated files. For its part, the Select Committee will regqlarly
and closely scrutinize CIA’s actions to insure that concrete results are achieved
and that all FOIA requests to the CIA are responded to in a timely manner and
treated with the courtesy required by the spirit, as well as the letter, of the FOIA.

As a result of the changes in the bill and the commitments made to the Com-
mittee by the CIA, I am satisfied that S. 1324 will serve both the CIA’s opera-
tional interests and the public's right to have as much information as possible
about their government. During the weeks ahead interested citizens will have an
opportunity to examine the new bill language, and the Committee’s ;'eport VYIH
help explain the legislative intent. I believe the bill will withstand this scrutm.)7
and be recognized widely as a unique opportunity to resolve the problems associ-
ated with the CIA and the Freedom of Information Act. .

The Crarrman, Senator Durenberger ? .

Senator DurenserGER. Thank you, Mr. Chairman. .

I, too, would like my statement in full in the record, and I will
summarize it by saying I am happy to join my colleagues on the com-
mittee today in supporting the Intelligence Information Act of 1983.
The bill will both improve the security of sensitive CIA files and re-
lieve the CIA of a needless administrative burden, while it still main-
tains freedom of information access to virtually all the material that
is currently released under FOIA. ' S

I am especially pleased, of course, by what we have been able to
achieve for historians, like Bill Casey in his other life. Yesterday and
today, the Director and I exchanged letters in which he ggrgedftg‘ :
establish a new program of reviewing nondesignated and dee’dgﬂg-‘,h B
nated CIA files for declassification. In turn, I agreed to take it'iipon
myself to push for approval of the necessary funds for this important . .-
undertaking. I hope the whole committee will join with me in securing
those funds. Bill Casey and I are both hopeful thatthis new program .
will make a major contribution to historical research. = Vi .

.*""

The Intelligence Committee has also taken several actions "feg iﬁ’ing R

the bill itself that will safeguard the interests of historians and of the'
public at large. We are limiting the extent to which information miy.""
be exempted from FOTA that might otherwise have been releaged to,
the public. We have insured judicial review to guard against improper .
use of this exemption. We have obtained concrete pledges of better-
FOIA service by the CIA. And the CIA has agreed to periodic re-
views of its files exemptions, with an eye to ending most exemptions
by the time an operation has been over for 40 years. So I think it is a
good bargain.

Why do I emphasize historians so much ? I do love history, but T also
deeply believe that historical research and writing influence and benefit
all of us. When we protect the historian’s access to the full story, we
are really protecting our Nation’s understanding of itself. And we are
insuring that we and the generations to follow will better understand
how to deal with the challenge of government at a given time.

All of this concord would not have come about without the fine work
of many people—especially you, Mr. Chairman, who gave of your
time and encouragement to help us work out this agreement. It was no
accident, by the way, that Senator Goldwater asked General Larkin




about the value oI nistorical research on the role o1 intelligence. 1L taink
our chairman knows well the value of history, and certainly all of us
appreciate his support on these issues.

I would add that three colleagues, in particular, on the other side of
the aisle played very important roles: Senator Leahy, Senator Hud-
dleston, and Senator Inouye. Each of these gentlemen helped keep the
committee’s efforts on track and helped convince the CIA to accept the
package of amendments that we are approving today. -

And finally on the CIA’s side, we have had a singularly effective and
enjoyable person to work with in Ernie Mayerfeld, the Deputy Di-
rector of CIA’s Office of Legislative Liaison. He is tough, but without
him to listen, to explain, and to come up with solutions, neither the CIA
nor we could have achieved the fine balancing of interests that this
bill now reflects.

Mr, Chairman, I will submit my full statement for the record, along
with my letter of October 3 to Director Casey, and his reply of October
4,

The CrarrmaN. Without objection, they will be placed in the record
at this point. )

[The prepared statement of Senator Durenberger, along with copies
of the aforementioned letters, follow :]

PREPARED STATEMENT OF SENATOR DAVE DURENBERGER

I am happy to join my Intelligence Committee colleagues today in supporting
S. 1324, the Intelligence Information Act of 1983, This bill is the product of truly
impressive cooperation between the Central Intelligence Agency and both this
Committee and outside groups concerned with the flow of information to the
publie. Thanks to that cooperation, we are able to report out a bill that will both
improve the security of sensitive CIA files and relieve the CIA of a needless ad-
ministrative burden, while still maintaining Freedom of Information access to
virtually all the material that is currently released under FOIA.

I am especially pleased, of course, by what we have been able to do to help
historians gain access to CIA materials that can safely be released. Yesterday
and today, CIA Director Bill Casey and I exchanged letters on the subject of a
voluntary CIA program of reviewing non-designated and de-designated files for
declassification. The Director, who is a historian himself, enthusiastically agreed
to establish such a program, and I agreed to push for Committee approval of the
funds for this important undertaking. Both Bill Casey and I are confident that
the CIA, by concentrating its effort on those files that are of historical value or
other public interest and that have significant releasable information, will be
able to increase substantially the flow of historical material to the public.

The Intelligence Committee has also taken several actions regarding the bill
itself that will safeguard the interests of historians and of the public at large.
Our amendment on standards for designation of operational files is a good exam-
ple. This amendment makes clear that, in the Office of Security and the Directorate
of Science and Technology, only particular files will be eligible for designation
as operational.

The amendment on designation standards and our report on this bill also make
clear what sort of files will not be considered operational. For example, not only
finished intelligence products, but also raw intelligence cables and memoranda
that the Directorate of Operations sends to CIA’s analysts will not be given opera-
tional status. Policy memoranda sent outside the Operations Directorate will not
be designated. Neither will the files of the Director and Deputy Director, the
Comptroller, the Finance Office, the General Counsel, and the other agency-wide
management offices that make CIA policy. So the major decisions on CIA opera-
tions, as well as the budgetary story of those operations, will remain open to
FOIA search and review.

The Intelligence Committee has gone to some length to make sure that there will
be no loopholes through which intelligence or policy memoranda might slip into
designated status. We have reviewed the CIA’s filing systems and secured CIA
statements for the record to pin down the fact that even if a memo that had been

disseminated to the Intelligence Directorate or shown to the CIA Director was
then returned to the Operations Directorate for safekeeping, it will still be con-
sidered non-designated and will in practice be accessible for FOIA search and
review. We also have made clear that documents sent outside the CIA, like memo-
randa to the National Security Council, cannot be designated under this bill. And
in case there should be an instance of improper designation of a file, or somebody
should attempt to keep non-designated material out of FOIA by storing it solely
in designated files, the Intelligence Committee has adopted an amendment to make
clear that there will be judicial review and court-ordered remedies available
whenever a complainant can produce admissible evidence of such improper filing.

One difficult issue that the Intelligence Committee faced was how to treat
the files on activities that have been investigated for possible illegal or improper
behavior. The amendment and report language adopted by the Committee make
clear that FOIA search and review can extend beyond the files of the investi-
gating unit (such as the General Counsel’s office) to include materials that were
“reviewed and relied upon” by that unit and also files that were withheld or
overlooked, but that still contain information directly relevant to the impropriety
or illegality. We think of this as being a victory for journalists and political
authors, but it is also a vietory for historians. For the history of U.S. intelligence
must inevitably include the blunders and illegalities along with the successes, and
also the nature and impact of the investigations. By keeping thesé files open to
FOIA search and review, we are helping to make sure that historical perspective
will not be distorted by keeping embarrassments out of the public eye.

Historians made a strong case for a time limit on the designation of opera-
tional files. They correctly argued that such files lose their sensitivity over time
and that historians need eventually to have access to the full range of informa-
tion. I think all of us are sympathetic to that argument; we, too, spend much of
our time trying to get the full story on things. But the CIA also had a case when
they said that some files might remain sensitive for a much longer time than one
would predict. Some agents live to be very old; their enemies sometimes live
equally long, or keep files on the past, or exact revenge from later generations.
Most governments would let bygones of a generation ago be bygones, but maybe
not all would. So the committee looked for something other than a rigid time
limit.

The amendment adopted by the Committee is a compromise. It requires the
CIA to review its designation of files at least once each ten years. It also specifies
the basic criteria for removal of designation : “the historical value or other public
interest in the subject matter;” and “the potential for declassifying a significant
part of the-information.” Our report language emphasizes that the CIA should
consult with historians, and listen to them, regarding the historical value of par-
ticular topics. The amendment also indicates that portions of files—such as the
story of a given operation, even though it may be part of a larger file on opera-
tions over the years—should be removed from designation if they meet the eri-
teria for removal. The CIA will make these decisions, and I know that there
will be concern over their Wwillingness to consider the public interest in opening
files to FOIA search and review. But they are willing to agree to our bill and
report language, and their willingness to institute a voluntary program of de-
classification review gives me increased confidencé that the CIA will also review
il operational files conscientiously.

The CIA has also agreed to certain commitments regarding the way it handles
Freedom of Information requests. They agree not to reduce their FOIA man-
power in the next two years, but instead to devote that manpower to reducing
their backlog of requests. They agree that if the burden is eased on the Opera-
tions Directorate but remains high for the Intelligence Directorate, they will
adjust their manpower to tackle the problem. They will also continue to give
speedy service to those whose FOIA requests do not require extensive search
and coordination. For many FOIA requesters, including historians interested in
substantive intelligence products, this should mean faster and more courteous
service.

For the historian, then, I think that this bill is a good bargain. The Intelligence
Committee has done a great deal to limit the extent to which information may
be exempted from FOIA that might otherwise have been released to the public.
‘We have insured judicial review to guard against improper use of this exemption.
We have obtained concrete pledges of better FOIA service by the CIA. And we
have gotten the CIA to commit itself both to periodic reviews of its file exemp-
tions and to a voluntary program of declassification for significant files that can
be released to the public. ’




‘Why do I emphasi%e historians so much? I do love history, but I also deeply
believe that historical research and writing influences and benefits us all. History
is one of our few shortcuts to wisdom. As Cicero said, “Not to know the events
which happened before one was born, that is to remain always a boy.” And
history is the basis of myth in modern life. Nearly three hundred years ago
Andrew Fletcher said, “If a man were permitted to make all the ballads, he need
not care who should make the laws of a nation.” We have gone from ballads to
headlines and histories, but the interpreters of our past still affect virtually the
way we will react to events of the present and future.

So when we protect the historian’s access to-the full story, we are really pro-
tecting our nation’s understanding of itself. And we are ensuring that we and
the generations to follow will better understand how to deal with the challenge
of government.

U.S. SENATE,
SELEcT COMMITTEE ON INTELLIGENCE,
Washington, D.C., October 3, 1983.
Hon, WirrtiaM J. CASEY,
Director of Central Intelligence,
Central Intelligence Agency,
Washington, D.C.

DeAR Birn: Last April, our Chairman, Barry Goldwater, introduced a bill that
would relieve the Central Intelligence Agency from the burden of searching some
of its files in response to Freedom of Information Act requests. While several
of us had concerns regarding aspects of this bill, we all agreed with you that it
was foolish to require the CIA to search its most sensitive files for documents that
would almost never be declassified and released.

Five months of work are now nearing culmination in a bill that we all will
be able to support wholeheartedly. You and we have crafted solutions to such
difficult problems as the nature of judicial review under this bill, the extent to
which the iiles on activities that have been the subject of investigations will
remain open to search and review under FOIA, and how intelligence memoranda
or policy memoranda that are circulated outside of designated files but then
returned to those files for safekeeping will remain accessible for FOIA search
and review., We have also agreed that the CYA will review its designations at
least.once every ten years to see whether some files—or portion of files—should
be removed from designated status. .

I think that now is an excellent time to make parallel progress on an issue that
our work on S. 1324 has highlighted. This is the need to make more declassified
materials available to historians. We both know how important history is. I am
an avid reader of history and you are a writer of it. We both have been shaped
in part by history that we have read over the years. As historians write the
definitive works on the post-World War II era, it is terribly important that their
studies be based on as full a record as possible, consistent with the need to pro-
tect our national security. C

You have recognized this in putting forth a bill that leaves unchanged current
FOIA access to intelligence memoranda, policy documents, and files on those
covert action operations the existence of which is no longer properly classified.
The importance of an accurate historical record is also recognized in your criteria
for removing files from designation, which are to include “historical value or
other public interest in the subject matter” and “the potential for declassifying
a significant part of the information.”

I urge you to take the next, vitally important step: to establish procedures for
reviewing and declassifying some of the material in your non-designated or de-
designated files. Your declassification review program need not review the mass of
documents that are either of no interest to historians or still too sensitive to be
released. Rather, you could reasonably base your selection of material for review
on the same criteria that you have set forth for the review of file designations.
The important thing is to make the declassification of useful historical informa-
tion a cooperative endeavor, rather than a test of wills fought out in FOIA re-
quests and courtrooms.

A declassification review program would be a burden for the CIA, but it would
be a manageable burden and one well worth assuming. The CIA would retain
control over the size of this effort, and you could avoid the sort of crises-and
. bottlenecks that bedevil areas like FOIA, in which the pace of work may be
dictated by-the level of outside requests and the vagaries of litigation, You
already have a CIA Historian, so it might be reasonable to give him a major role
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DAVE DURENBERGER.

CENTRAL INTELLIGENCE AGENoY,

Hox. Dave Durensszcas, . Washington, D.c,, Ootqber 4, 1983.

-U.8. Senate,
Washington, D.C,
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be ample time for them to examine this amended bill as well as the
report language prior to action on the floor.

I remain ready to hear the considered views and comments of such
groups, and naturally reserve the right to take such views and com-
ments 1nto account prior to a fina] vote on this bill,

As I said, I have a lengthy statement to be put in the record, Mr.,
Chairman, but let me repeat that I am indeed pleased at the progress
made in strengthening this bill. I commend the Agency for its co-
operative attitude, certainly your own cooperative attitude as chair-
man of this committee, in making sure that everybody around this

table is heard. This is not only in keeping with the Goldwater tradi-
tion, but it has also made for a much better bill. T don’t believe there
1s any member, Republican or Democrat, who could quarrel with the -

amount of time you have given us. You bent over backwards to make
that possible.

. Finally, I understand the Director of the CIA, Mr. Casey, is send-
ing a letter to the effect that he agrees with the changes that we have

propt()lsed. I think that once that comes it should also be part of the
record, ‘

It is going to give me a lot of satisfaction to be able to vote for

reporting the bill as amended with a favorable recommendation to
the Senate.

Thank you, Mr. Chairman.
[The prepared statement of Senator Leahy follows:]

PREPARED STATEMENT BY SENATOR PaTRICK J, LEA™Y

When §. 1324, the Intelligence Information Act of 1983 wasg first in};roduced, I
stated for the record my primary concern that it not undercut the public’s access
Fre i

through the edom of Information Act to information used in setting United
States foreign poliey. :

The purpose of S. 1324 is to exempt the
tional files in the Directorate of Operations, the Directorate of Science and Tech-
nology, and the Office of Security, from search and review in response to FOIA
requests. All other Agency files would remain accessible through the FOIA, as
at present, .

According to the CIA, operational files contain the most se
on sources and methods, and the compartm,
mation is broken down in the search and review
invariably refuses to release such information u
visions of FOIA. I was—and continue to be—sensitive to the CIA's concerns
about maintaining compartmentation and protecting the identities of sources,
but I do not believe that FOIA causes the releage of sensitive information,

I am firmly convinced that ultimately it is in the Agency’s best interests not
to receive a total exemption from the FOIA, The FOIA is vital in maintaining
publie confidence that there will be no reappearance of past abuses and prob-
lems, Nothing which has come before me in the Committee’s intensive scrutiny
of 8, 1324 has changed my views in thig respect,

With this fundamental Premise in mind, I have worked closely with other
Committee members and staff, CIA representatives, and interested public groups
to find a proper balance under this bill which would :

Maintain the maximum feasible public access to CIA files of intelligence
reports, and poliey documents, consistent with the national security; and

Relieve the OIA of an unproductive burden of searching and reviewing those
operatiopal files from which it virtually never releases significant information,

I am pleased that significant amendments have been accepted by the chairman
and the CIA, and that I ean support reporting the Bill, as amended

Central Intelligence Agency’s opera-




Eric Newsom, my designee on the Select Committee on Intelligence staff, and
John Podesta, from the Judiciary Committee staff, who were of special help in
working out a satisfactory arrangement on judicial review. . .

In the Committee hearings and in separate meetings with CIA officials, four
basie concerns have been identified. Most of the work of the last three months has
concentrated on them. These key issues are : . .

1. How to provide for adequate judicial review of Agency designations of
files as having operational functions and Agency placement of documents
in designated files, and therefore the basis for exempting them from search
and review under the FOIA.

2. How to ensure that adequate procedures exist for public access through

. FOIA and, if necessary, the judicial process, to documents relevant to alleged
abuses and improprieties by the CIA.

3. How to devise mechanisms and arrangements so that publie groups, such
as historians and other researchers, could continue to have access to docu-
ments in designated files which could be significant in study of U.S. policies.

4. What specific commitments the CIA could and should make to improve
responsiveness to FOIA requests concerning search and review of files not
exempted by this Bill.

JUDICIAL REVIEW

Provision for adequate judicial review was of special concern to me.

I was dismayed by Deputy Director McMahon’s testimony to the effect that the
CIA-did not believe the Bill as originally introduced would permit judicial review
of its designations of files. I commend the CIA for moving from its initial position
to one which is both more realistic and more in line with maintenance of public
confidence.

After lengthy deliberations, the CIA has agreed to an amendment to S. 1324
to provide for judicial review of an allegation that the CIA has improperly
designated a file as operational, and therefore exempt from FOIA search and
review, or that the CIA has improperly placed records solely in designated files.

In our discussions, it became clear that the Agency's central concern was not
Jjudicial review per se, but a fear that plaintiffs might be able to use the discovery
process to circumvent the Bill's intent and uncover sensitive aspects of CIA
operational file systems. As a member of this Committee, I understand and share
the CIA’s concern in this respect. For this reason, I agree with draft Report
language which states that “(t)he Committee does not intend that this amend-
ment will require CIA to expose through litigation, via discovery or other means,
the make up and contents of sensitive file systems of the Agency to plaintiffs.”

However, as a strong supporter of the FOIA, I also am resolved that the Agency

must not be the sole judge of whether it decisions comply with the standards for
designation established in this Bill, Therefore, the Bill now provides full author-
ity for the courts to review the basis for file designations. In addition, upon my
request, the CIA has agreed to Report language which makes clear that “(t)he
bill does not deprive the court of its authority to attach to its additional affidavits,
as part of its sworn response, the requested Agency records in extraordinary
circumstances where essential to determine whether such records were improp-
erly placed solely in designated files.” My understanding of this language is that
while a discovery process is not open to plaintiffs, the court retains the power to
require the Agency to include such documents, even if highly classified and
tightly held, as part of affidavits submitted by the CIA as part of its sworn re-
sponse, in order that the court might itself examine those documents in camera
and ex parte if necessary to reach a determination. CIA’s agreement to this lan-
guage was central to my acceptance of the amendment on judicial review,

ABUSES AND IMPROPRIETIES

Another major concern upon reading 8. 1324 as introduced was that it had
inadequate provision for public access through FOIA to documents which might
pertain to an alleged abuse or impropriety involving the CIA. As originally
written, the Bill seemed to leave it to the Agency’s sole discretion as to what
documents were or were not relevant to an investigation of an alleged abuse or
impropriety.

I compliment my colleague, Senator Huddeston, for his diligent work in de-
vising a solution to this issue. He has recommended a new provision in the Bill,
to which the CIA agrees, providing that designation of a file will not prevent the
search and review of that file for any information relevant to an official investi-
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intent. Therefore, once again, my further support for this bill is conditional
upon satisfactory completion of the report. -

Finally, there is the matter of comments and ideas from interested public
groups. This has been a rather fast process for such an important piece of legis-
lation. While we have sought to consult informally with interested groups where
possible, candidly they have not had sufficient time to study the Bill as amended
and to express their views as organizations. There should be ample time for them
to examine this amended Bill as well as the Report language prior to action on the
floor. I remain ready to hear the considered views and comments of public in-
terest groups, and naturally reserve the right to take such views and comments
into account prior to a final vote on passage of the Bill after floor debate.

After this lengthy recitation. Mr. Chairman, let me repeat that I am indeed
pleased at the progress made in strengthening this Bill, and I commend the CIA
tor its cooperative attitude. It gives me great satisfaction to be able to vote for
reporting the Bill as amended with a favorable recommendation to the Senate.

The Crarrman. Thank you, very much, Pat.

Joe, did you have anything? :

Senator Bipe~. Yes; I would like to read a portion of my statement
and then put the rest in the record, if I may.

The Crarrman, That will be done.

Senator Bmen. It is redundant, but congratulations to you, Mr.
Chairman, and to Senators Durenberger, Leahy, and Huddleston, for
your success in finding a precise legislative solution to some of the
specific problems that have been identified concerning the CIA’s re-
sponsibilities under the Freedom of Information Act. For quite a few
years now, many affected parties and interested observers have de-
scribed the almost blinding complexity of this question. Others have
analyzed the competing and seemingly irreconcilable objectives of pro-
tecting the valid secrets of necessarily secret intelligence agencies on
the one hand, and insuring the American people that they have ab-
solutely the fullest possible access to Government information, on the
other,

We have all, time and time again, used the word “balance” to indi-
cate the ultimate goal of improved and more reasonable treatment for
the CIA under the Freedom of Information Act. But it was you who
worked on this in the committee who were able to see your way through
the maze of complexities and draft legislation responsive to the need
for balance.

I think one result of the committee’s work on this bill over the last
several months has been an increase in the admiration which the com-
mittee has for the seriousness and respect with which the CIA has re-
sponded to requests from the public for information under the Free-
dom of Information Act.

_ The committee should use this markup, one of its rare opportuni-
ties, I might add, in open session, to congratulate the CIA for its
fastidious compliance with the Freedom of Information Act, even
though the CIA had sharp, and as we have recognized today, legiti-
mate criticisms of the act. Although the American people cannot, as
we did, investigate how the CIA has met its legal responsibilities
under the Freedom of Information Act, they should be reassured
that the members of the Central Intelligence Agency have recog-
nized the rights to information of the American people.

With S. 1324, though, we are formally removing large areas of
very important information from even nominal coverage by the Free-
dom of Information Act. As such, the bill reminds us that it is only
through congressional oversight that the American people can be
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assured that the constitutional system of checks and balances extends
to secret intelligence programs.

Most of the activities of greatest concern to the American public
are precisely the ones whose records will fall into these operational
files. The implementation of the President’s Executive order on intel-
ligence activities, the occurrence of U.S. intelligence operations
against U.S. persons, and the intelligence components of the conduct
of U.S. foreign policy are activities of this sort.

I feel strongly that with the passage of this bill, we should expect
from the CIA a firm.commitment to provide full reporting to both
the congressional oversight committees that deal with intelligence
operations.

In short, Mr. Chairman, I think we are doing what needs to be
done, but I think it enhances or increases our responsibilities to look
at what is not any longer going to be available for public scrutiny.

Thank you, Mr. Chairman. .

[The full, prepared statement of Senator Biden follows:

STATEMENT OF SENATOR BIDEN AT MARKUP OF S. 1324, THE INTELLIGENCE
INFORMATION AcCT OF 1983

I would like to congratulate and thank Senators Goldwater, Durenberger,
Leahy, and Huddleston, for their success in finding a precise legislative solution
to some of the specific problems that have been identified concerning the Central
Intelligence Agency’s responsibilities under the Freedom of Information Act.
For quite a few years now, many affected parties and interested observers have
described the almost blinding complexity of this question, Others have analyzed
the competing and seemingly irreconcilable objectives of protecting the valid
secrets of necessarily secret intelligence agencies, on the one hand, and ensuring
that the American people have absolutely the fullest access to government.infor-
mation possible, on the other.

We have all, time and time again, used the word “balance” to indicate the ulti-
mate goal of improved and more reasonable treatment for the CIA under the -
Freedom of Information Act”. But it was my colleagues on the Committee who
were able to see their way through this maze of complexities and draft a legis-
lative response that has not only the aim of balance but its achievement.
S. 1324 with amendments, has my full support.

I think one result of the Committee’s work on this bill over the last several
months has been to increase the admiration that the Committée has for the
seriousness and respect with which CIA has responded to requests from the
public for information under the Freedom of Information Aect. o

The intelligence agencies’ experience of spending hundreds of hours on.the
review of highly sensitive documents that anyone with the least familiarity with
intelligence operations and techniques knows will never see the light of day
only have been frustrating. . Ciet : 3
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guarding National Security Information raised the spectre of greatly enlarging
the number of current or former government officials who must submit their
writings to a pre-publication review process. There is no indieation that there
has been any study of the delays in publication that this extended application
would  produce, of the restraining effect it would create on publie commentary, or
even of the hypothetical benefits that it would produce. That March Directive
further threatens to increase the use of the polygraph throughout the federal
government even though the merits of that particular investigative technique are
highly problematic.

These various steps are only a few of the attempts which the Administration
has made in order to curtail and re-constitute thée information available to the
public on the workings of the government. As I have said, it is an ironic but
established fact that this Administration, with its scorn for the values of govern-
ment and the people who work for it, has consistently tried to limit access of
the American people to information about the workings of the government.

Fortunately, 8. 1324 is a refreshing change from these broad attempts to reduce
the availability of government information. It recommends quite specific and
narrow changes in response to identified problems. It expresses a spirit of mod-
eration and compromise. It is based on concrete experience. It appears to have the
support of a spectrum of political outlooks, It appears to be, in short, a reason-
able solution to the problem of CIA’s spending the time and talents of experi-
enced intelligence officers on the review of mountains of documents that have
virtually no chance of being disclosed under the Freedom of Information Act.

When 8. 1824 was first introduced I had questions on several important issues.
Most importantly, these questions related to the needs for some sort of judicial
review of file designations under the bill and for continued public access to infor-
mation on intelligence improprieties and illegalities. Today I believe that the
amendments that have been worked out provide satisfactory answers to these
questions,

However, 8. 1324 has the effect of accentuating the importance of Congressional
oversight of U.S. intelligence operations. It has often been said that Congressional
oversight goes hand in hand with occasional publie serutiny of intelligence activi-
ties through the window provided by the FOIA. In practice, this was never really
the case across the board. As the Committee’s research has shown, under FOIA
the Central Intelligence Agency has never been required to disclose a meaningful
amount of information from its operational files.

With S. 1824, though, we are formally removing large areas of very important
information from even nominal coverage by the FOIA. As such, 8. 1324 reminds
us that it is only through Congressional oversight that the American people can
be assured that the Constitutional system of checks and balances extends to
secret intelligence programs.

Most of the activities of greatest concern to-the American public are precisely
the ones whose records will fall into operational files. The implementation of the
President’s Bxecutive Order on Intelligence Activities, the application of U.S.
intelligence operations against U.S. persons, and the intelligence components of
the conduct of U.S. foreign policy are activities of this sort, -

I feel strongly that with the passage of S. 1324 the Committee should expect
from the CIA a firm commitment to provide full reporting on and to facilitate
Congressional oversight of all U.S. intelligence operations.

The CrarrMax. Thank you, very much.

Lloyd, did you have any comments?

SeI(liator Bentser. Thank you, Mr. Chairman. T’ll put mine in the
record.

The CHATRMAN. Are there comments from other members?

Senator Craree. Mr. Chairman, just briefly.

This represents the culmination of a long effort, as you know, in con-
nection with this area of legislation. I think a lot of credit should go to
Billy Doswell, formerly with the CIA as head of their External A fairs
Office, and who was instrumental in helping initiate work on this bill.
I know that he worked hard with the press association and others at
trying to-arrive at a satisfactory solution. I take it that if it doesn’t
have unanimous approval, it has a good deal of approval, which is quite
something when we’re dealing with the Freedom of Tnformation Act.

So I just hope we can get on with these compromises that have been

worked out. Finally, may I say I congratulate you, Mr. Chairman ?

The CHAIRMAN. Senator Roth, do you have any comments?

Senator Ror. No.

The Crarrman. We have a quorum present, and I propose to amend
S. 1324 by striking all after the enacting clause, which ends at line 2
and substitute the following, beginning with line 8 of the proposed
substitute and continuing to the end. Is there a second ?

Senator Huppreston. I second, Mr, Chairman,

The CaamRMAN. A second is heard.

All those in favor signify by saying aye.

[A chorus of ayes.]

The CrarrMAN. The ayes have it.

Now, does anybody want to speak on the substitute?

Hearing nothing in the affirmative, all those in favor of reporting
the bill as amended will say aye.

[A chorus of ayes.]

The Cramrman. The ayes have it. The bill will be reported.

The committee report for S. 1324 will be ready by the time we get
back from our recess, and it will be disseminated to members for their
approval within the next 2 weeks. In fact, it is in the final draft form
now.

Well, I'want to thank all of you, and I particularly want to thank
Vicki Toensing and the whole staff. This has been a real work of love
and a challenge, because when you start tampering with the Freedom
of Information Act, it is sort of like rewriting the Bible. There are
some in favor of it and there are some opposed to it. But I think this is
going to make a big difference in the operation of the CTA. I think it
will save money and will speed up their operations.

Do any of you have any comments to make on any other subject ?

Senator HuppresToN. Move we adjourn. .

The CaARMAN. Move we adjourn? I hear that motion, and without
objection, the motion to adjourn is approved.

[Thereupon, at 3 p.m., the markup on S. 1824 was concluded and the -
committee adjourned, subject to the call of the Chair.]
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